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Abstract Human society is witnessing a wave of artificial intelligence (AI) driven by deep learning
techniques, bringing a technological revolution for human production and life. In some specific fields,
Al has achieved or even surpassed human-level performance. However, most previous machine
learning theories have not considered the open and even adversarial environments, and the security and
privacy issues are gradually rising. Besides of insecure code implementations, biased models,
adversarial examples, sensor spoofing can also lead to security risks which are hard to be discovered
by traditional security analysis tools. This paper reviews previous works on Al system security and
privacy, revealing potential security and privacy risks. Firstly, we introduce a threat model of Al
systems, including attack surfaces, attack capabilities and attack goals. Secondly, we analyze security
risks and counter measures in terms of four critical components in Al systems: data input (sensor) ,
data preprocessing, machine learning model and output. Finally, we discuss future research trends on

the security of Al systems. The aim of this paper is to arise the attention of the computer security
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society and the Al society on security and privacy of Al systems, and so that they can work together

to unlock AT’s potential to build a bright future.
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Fig. 1 The basic framework of artificial intelligence systems
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6.3 ZRLGEITERFEFH

J TSRS R RS I T EA
T REIR 55 75 Z W T AR = Y R G ERAEAUR, — B
BT Y AR 5 B0t % A T R G AR 4R 4.
Bl 40 Diao 55 AN RE7R T B nl LU il 5 45 47 75 4
TE 5 6 B M A8 0 00 38 A0 ST [ B i B 22 5 3R 48
P 0 28 S BT R AT O AR B0 R 1Y R ik AR
BRI R AL BN B R AR ] AR R

25 B N T R R G rh 0 e A XU HEAT B
k1 proR .



2144 HEHIR S5 KkE 2019, 56(10)
Table 1 A Brief Summary of Security and Privacy Risks Against Artificial Intelligence Systems
®1 NIBRZESZZESEAXKEIHT/NG
Pipeline Type Threat Model Description Instances Impacts
Inference/ White-box  Leverage the sensibility difference between
Sensor or Black-box/Impact human and hardware to inject deceiving/
Data Input ense ackmbox/imp . an vare o CIVINL R i [28-29] Spoofing
Spoofing integrity or malicious information into inputs which are
availability hard to be perceived by human.
. Conceal a tiny amount of deceiving/malicious .
. Inference/ White-box . . Spoofing,
Data Scaling information under a large amount of normal .
. or Black-box/Impact | . . . Ref [32] detection
Preprocessing Attack . . information, and the injected part will get .
integrity . evasion
recovered after resampling.
L . . L . Destroyor
Data Training/White-box/ ~ Tampering the content or distribution of the
L. . . .. Ref [39-40] control model
Poisoning Impact integrity training data. . .
functionality
A hidden pattern trained into a model, which Hid
ide
Training/White-box/  can be activated and produce unexpected .
Backdoor X . X X X o Ref [43,45] unexpected
Impact integrity behavior if and only if when specific .
“ . W . behavior
triggers” get input.
Ad ol Inference/ White-box  Applying small but intentionally designed Spoofing,
versaria
E ) or Black-box/Impact  perturbations to test samples, which can Ref [47,70] detection
xamples
P integrity cause the models to give incorrect outputs. evasion
Machine
Learning For an already-trained model, one adversary
Inference/Black-box/ . . o ) .
Model Model I t(data) can infer private or sensitive attributes by  Ref [36-37, Training
mpact(data
Inversion p, L leveraging the correlation among model, 89,92] data leakage
confidentiality . .
hidden attributes and model outputs.
. Inference/ White- When trained on rarely-occurring data, the =
Unintended X _ Sensitive
box/Impact (data) model tends to remember too much details Ref [95]
Memory . L. . data leakage
confidentiality even unrelated to the learning task.
. . Partial or complete
Steal parameters of a machine learning . .
Inference/Black-box/ . X model functionality
Model model by sending queries, to construct a new  Ref [ 34,38, L .
. Impact (model) . . . . duplication, which
Extraction . L. model  with similar functionality and 102]
confidentiality enables black-box
performance.
attacks
Model Inference/Black-box/  Add perturbation to all testing-time inputs Steal and
ode
Output R impact (model) to reprogram neural networks to perform a Ref [109] transfer model
euse
confidentiality specific task chosen by the adversary. functionality
Vulnerabilities buried in codes of machine
Cod Inference/ White- learning libraries or systems, which can be Spoofing, hijacking ,
“ode
Val bilit box/Impact integrity  propagated and spread following the “third- Ref [110] denial of service
ulnerabili
Y or availability party dependencies = deep learning frame- and etc.
works —> Al systems” path.
Implementation Inherent weaknesses, .
. Incomplete/ . Unexpected or incorrect output due to
Or Execution X which may affect o o i L Unexpected or
Biased . . underfitting, overfitting or biased training . .
. integrity or incorrect behavior
Learning o data.
availability
System Inference/Black-box/ 1 ot . desi U logi Remote sensitive
nappropriate system design in logic or
Design Impact integrity or pp, p 4 & € Ref [118] data access or control
o permission control. . .
Flaw availability without any permission
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