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Abstract  With the increasing scale and complexity of software systems in recent years, along
with the continuous growth in the number of security vulnerabilities and their expanding impact,
the global security situation remains challenging. In response to this issue, academia and industry
have been devoted to researching efficient vulnerability discovery techniques to identify and ad-
dress potential vulnerabilities in advance. Among these techniques, fuzzing has garnered signifi-
cant attention from academia and industry as an advanced vulnerability detection approach. To
further enhance the capability of vulnerability discovery, researchers introduced smart fuzzing,

which leverages artificial intelligence and program analysis techniques to assist in more efficiently
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testing and analyzing complex software systems, intelligently guiding the direction of vulnerabili-

ty discovery. This paper reviews the progress of smart fuzzing over the past eight years, proposes

a general fuzzing procedure model and a problem-oriented classification method for smart fuzzing

techniques, and summarizes the current advantages and shortcomings of smart fuzzing from three

aspects: optimizing test input generation, improving test efficiency, and enhancing test oracles.

Finally, this paper offers a prospective outlook and summary of the challenges and future re-

search directions in the field of smart fuzzing.
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Background

This research belongs to the software and system securi-
ty area, focusing on the research progress of smart fuzzing in
the field of vulnerability detection area. With the increasing
scale and complexity of software systems in recent years, a-
long with the continuous growth in the number of security
vulnerabilities and their expanding impact, the global securi-
ty situation remains challenging. Fuzzing is a promising way
to find security bugs in practice and has attracted extensive
attention from academia and industry. Thus far, intensive
research with advanced techniques has been devoted to im-

proving the effectiveness of fuzzers in different software and
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systems.

In recent years, several scholars have conducted system-
atic studies on fuzz testing spanning from 2016 to 2023.
These studies predominantly focus on specific technologies or
a particular test target in the fuzzing domain. Moreover,
they do not address the problems fuzzing encounters within
the context of emerging trends and scenarios, thus falling
short of summarizing the current advancements in smart
fuzzing. Despite the diverse and considerable efforts invested
in improving fuzz testing by researchers and practitioners in

recent years. the rapid increase in workload makes it chal-
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lenging to develop a comprehensive and consistent under-
standing of fuzz testing.

In this survey, we introduce a taxonomy specifically de-
signed around the problems posed by smart fuzzing tech-
niques. In addition, we provide a methodical and analytical
review of the current landscape of smart fuzzing research,
highlighting the strengths and weaknesses inherent in exist-
ing methodologies. Our critical evaluation not only synthesi-

zes the state-of-the-art but also casts light on potential avenues

for future inquiry and practical applications within the domain
of smart fuzzing.
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