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Abstract While machine learning has achieved great success in various domains, the lack of
interpretability has limited its widespread applications in real-world tasks, especially security-
critical tasks. To overcome this crucial weakness, intensive research on improving the
interpretability of machine learning models has emerged, and a plethora of interpretation methods
have been proposed to help end users understand its inner working mechanism. However, the
research on model interpretation is still in its infancy, and there are a large amount of scientific
issues to be resolved. Furthermore, different researchers have different perspectives on solving the
interpretation problem and give different definitions for interpretability, and the proposed
interpretation methods also have different emphasis. Till now, the research community still lacks a
comprehensive understanding of interpretability as well as a scientific guide for the research on
model interpretation. In this survey, we review the explanatory problems in machine learning, and
make a systematic summary and scientific classification of the existing research works. At the same
time, we discuss the potential applications of interpretation related technologies, analyze the
relationship between interpretability and the security of interpretable machine learning, and discuss
the current research challenges and potential future research directions, aiming at providing
necessary help for future researchers to facilitate the research and application of model
interpretability.
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(a) sentence alignment in English-French translation!

29]

pork belly = delicious . || scallops? || I don’t even

like scallops, and these were a-m-a-z-i-n-g . || fun

and tasty cocktails. || next time I in Phoenix, I will
go back here. || Highly recommend.

(b) word importance in sentiment analysis!>*]

Fig.1 Visualization of attention weight in natural language processing applications.
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A little girl sitting on a bed with

a teddy bear. in the water.

A group of Eeogle sitting on a boat

A stop sign is on a road with a
mountain in the background.

A giraffe standing in a forest with
trees in the background.

Fig.2 Alignment of words and images by attention in image caption task.

2 T PRI 5% v 7y SR B 5 R et

DULR B T B4 M AR R G () ml e, AT
fif R 1 A2 2R AR R DN RRAIE 2 R 2 2% IR AH 5%
KA HISS H 5 0 A Re 1 1) 2

Lou 2 N 3R 1 T — Mgt 3k T4 1R
KNI BEESE TR IR Y Ty, %1
TE RN R 728 a) LK B R B T AR R
15, FIEREE T GAM FRA ] il
k. Ravikumar 25 N\ ™ &5 4555 B2 P A5 AN
IS EE A BAE, R T MR
RFE AR T ) v 4R AR S A R 43 28 T
R 2 = ] 1 R IRy R E S e
A, R T B R, A SEERE
MEMIG80ES: . Poulin ZN""HR T —4
BITARERENELE, FRARE 1 i A 2 (1) 1]
TEARAARRE, /B4 X AR TR R P R i D S ok
FARFERRTARAL, DA B P 5 Uk
ARG M PMEAER R
2.3 B

PR 2 AT Pl TR Z5 R 5 0%, SR
BRSPS Al etz . (A
I, R X2 A 1Y) B T R I st
A G| NPT AR AT OR S E, — FhA 2
J7 & 5l NVEE J1 ML C Attention

. [29-31]
Mechanism) o

TE R TP 06 N SR 22 2 (1
WEFC o FENFIRL A, H (5 S AR B
AT P R B i R B A 2
WP A MG SR E S AL, [l 2
oAt AT WA 2, Xt AN R =L
o SR IR R, L]

FEfRRAT B 0] R — M AT B, did
e 75 Z ORI 4, A IRIE B AL
GRS BO s B B BT 55 . HhAh, VERT)
PUREA R B mT et , 3 S A H
BRI T AL PSR I R RO R 1 (X
8

Ak, BT EEINSIR &ML
FRRREE P 28 IE 58 1) — R, TRAE B ARG
FAE . PR R RSN E
KB . E HRE 5 A A,
Bahdanau 25 A B3 & WL SN B9 T
RS R TR ARy ANOR I S e A SR Ve i)
Perm 1 ORI BRI MR . AEgRAS Y
B, WLAS B0 RS SR FH R ] 406 24 4 48 DY) 2%
(Bi-RNND K5 5 g b 1) 17 43 8] o 72
FERSR B, VRTINS A AR 38 Y Bt A
Sy BCASF (RALEE AT S0 VI AR 2 75 A2 i
T R R T R A 20 R g 5 11 b Ak B g N ) 1
IAS R B 4Y o fJ d I mT A4k v = AL
I 1 Cad Fros), AT DA 28 Hh B fi
— B L] R WA RO S — MR E
I AT IE R Yang S5 NP4
o3 EEE IR GINBISCAR > TS, B
EPEm 7B TS RIvERE, RN
BCE S T R— AR EZENE, TR
7 AT b 2R A g — N 1] X e A R R R
DTk CanE 1 (b)Y FiR). fETFEALILGE
A, Xu 258N E LR TR
Vi1 (Image Caption) fF55H L= A %) B
iR . BRI HERMAEMZE (CNN) 2
H B RHIE, AR5 24 TR IRAE, R A



6 it BN MR 5 R R 2019
Table 1 Summary of classic post-hoc interpretation methods.
F 1 LK) post—hoc FERETIEESE

Method G/L MA/MS TML FCN CNN RNN Fidelity Security Domain
inTree (23] G MS v X X X O - n/a

SGL 147) G MS v x x x O - n/a
GIRP [53) G MA v v v v O x CV/NLP
MAGIX 3% G MA v v v v O - n/a
DeepVID "] G MA X x v X O x cv

AM [73] G MS X v v X C)) x cv
Nguyen et al. [%] G MS X v v % ') % cvV
Yuan et al. 82 G MS X X X v (D) X NLP
Saliency Mask %) L MA x v v x O x cv
RSRS [%4] L MA X v v X O x Cv
LIME 1% L MA v v v v © x CV/NLP
LORE [ L MA v v v v O x n/a
Anchor [%8] L MA v v v v O X CV/NLP
LEMNA [ L MS x x x v () X NLP/Malware
Grad [73] L MS X Vo vV O X CV/NLP
DeconvNet [80] L MS X X v X O X (6}
GuidedBP [1%V] L MS X x 4 X (D) x cv
Integrated [101] L MS X 4 v v O X CV/NLP
SmoothGrad [1%] L MS X vV v (D) X CV/NLP
LRP [105] L MS x v v v (D) X CV/NLP
DeepLIFT [106] L MS X v v v (D) X CV/Genomics
Guided Inversion [1%3! L MS X X v X (D) v (A%
CAM 1121 L MS X x v X () x cv
Grad-CAM ['13] L MS X x v X () x cv
AJ215] L MS X X v X O v Y
OpenBox [116] G,L MS x v x x o v Ccv

Note: G =global, L=1ocal, MA = model-agnostic, MS = model-specific, TML = traditional machine learning,
O =1low, © = middle, ® = high, - = unknown, CV = computer vision, NLP = natural language processing, and

n/a = not mentioned in the literature.
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Fig.3 Class-discriminative prototypes generated by combining generative model with activation maximization.
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Saliency mask

Fig.4 Learn a saliency mask (right) by blurring an image (middle) to minimize the probability of its target class.
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Fig.5 Comparison of interpretation quality of four gradient back-propagation based interpretation methods.
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Fig.6 Interpretation example of guided feature inversion method.
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Fig.7 Visualization of interpretation results of Grad-CAM and Guided Grad-CAM methods.
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Fig.8 Examples of interpretation-based model validation.
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