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Abstract In the era of big data, breakthroughs in theories and technologies of deep learning have provided strong
support for artificial intelligence at the data and the algorithm level, as well as have promoted the development of
scale and industrialization of deep learning in a large number of tasks, such as image classification, object detection,
semantic segmentation, natural language processing and speech recognition. However, though deep learning models
have excellent performance in many real-world applications, they still suffer many security threats. For instance, it
is now known that deep neural networks are fundamentally vulnerable to malicious manipulations, such as
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adversarial examples that force target deep neural networks to misbehave. In recent years, a plethora of work has
focused on constructing adversarial examples in various domains. The phenomenon of adversarial examples
demonstrates the inherent lack of robustness of deep neural networks, which limits their use in security-critical
applications. In order to build a safe and reliable deep learning system and eliminate the potential security risks of
deep learning models in real-world applications, the security issue of deep learning has attracted extensive attention
from academia and industry. Thus far, intensive research has been devoted to improving the robustness of DNNs
against adversarial attacks. Unfortunately, most defenses are based on heuristics and thus lack any theoretical
guarantee, which can often be defeated or circumvented by more powerful attacks. Therefore, defenses only
showing empirical success against attacks, are difficult to be concluded robust. Aiming to end the constant arms
race between adversarial attacks and defenses, the concept of robustness certification is proposed to provide
guaranteed robustness by formally verifying whether a given region surrounding a data point admits any adversarial
example. Robustness certification, the functionality of verifying whether the given region surrounding a data point
admits any adversarial example, provides guaranteed security for deep neural networks deployed in adversarial
environments. Within the certified robustness bound, any possible perturbation would not impact the prediction of
a deep neural network. A large number of researchers have conducted in-depth research on the model robustness
certification from the perspective of complete and incomplete, and proposed a series of certification methods. These
methods can be generally categorized as exact certification methods and relaxed certification methods. Exact
certification methods are mostly based on satisfiability modulo theories or mixed-integer linear program solvers.
Though these methods are able to certify the exact robustness bound, they are usually computationally expensive.
Hence, it is difficult to scale them even to medium size networks. Relaxed certification methods include the convex
polytope methods, reachability analysis methods, and abstract interpretation methods, etc. These methods are
usually efficient but cannot provide precise robustness bounds as exact certification methods do. Nevertheless,
considering the expensive computational cost, relaxed certification methods are shown to be more promising in
practical applications, especially for large networks. In this survey, we review current challenges of model
robustness certification problem, systematically and scientifically summarize existing research work, and clarify
the advantages and disadvantages of current research. Finally, we explore future research directions of model

robustness certification research.
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TR 23 JE A S T VR FEA BE R IX AN B FRR . 7E
ANFRIPRERL Gk MBREE b, TR (D
BFEM A R RA st AN IS 53 T Wong 1 Kolter!
RIS EREIEAL T, 5 PGD Bk iR it ia 5t
IR ZR 1.5 B 5 F%; G st& IRz LR
5, mIRZEMIAA S BEYG/N PGD FRYS
Wong I Kolter 2 Hi i) F R [A] ) 22 3E

42 ETHRERENGE

X — K J7 A H R B Abstract
Interpretation) BYURIGIE B A 7 B 0 I # 4
WS E e, AAAEE APPY. DeepZtl,
DiffAIRO%E B S IH (Abstract Domain),
R RE2E JLAr[ 2R (5141 box, zonotope, polytope £5)
) —HIBBAWR, KITPMEMLPNE B
EUL S E, TSR R S . Fik, T
IR PR T AT DB R N AE R 22 I 245 () T 7] 4% B
HH AR KRR R A A R St

Pulina 55 A 685 L4 4 GAR AR B 1E B FH T 155 24
BT, ABRARA TR T RAEACE 6 M4 Tt
I 28 RIS R . 9 T F S R AR S T 43 BT R
B R, HERMMAEME, Gehr FANFEH T
APBY, 255 LT zonotope R Ik LU IR AT A 8
TERIRTPURIN, AJE 8 CNN BN R Q)
TR Sy (Abstract Transformer), FH %
MR IRAE HAR CNN i &R 58, 5 I H
e G A ) Y R R 6 UE AR 2 ) e 1 . AR, AP K&
F T 805 B E0N ReLU Hy7r BRZMEM 2%, I Hoerxt
ReLU BRE I AR FE AN R AR . A T R
HASERI 2 4%, Singh $#2H T Deepzt®, H
& T35 R #0N ReLU. Tanh. Sigmoid 2525
L%, It HRERSALIE ResNet S5 H bk 72 4544
IR

RN T PR FE R AT Y R, Mirman 5\
PR T W 5 s EE — RAHT AL G AR 1
DiffAIPIHK A T UIZR v SAE G R, SRS
1E J& B2 TAE AR O 5) N F TS i i GOk B Fn T 97
RS, LT HER R 4 R 45 2k 5 B A4
KAGE A H bR R E ) 98 L FH1EE  (Domain
Specific Language, DSL), %A% H T ResNet-34
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F1 DenseNet-100 55 KM P 2% (1] & H )l 25 o IX 2T
15K zonotope 1AM G458, AR K B 5 THI
AFAERIRTIE

BixME Be(x<—> Conv FC <~ Ny(Bc(z))
O %
' v Y

v

/
eD— TE L»Tlfé—4d’el)

Conv

Qe— P/

i:ES2

Bl 5. ST R R ORI G AR 0 A 7 i DIfFATRSIN ]
T EABRAE 2SR R MR a2 I TR .

T v X M B, Singh AR H T
DeepPoly"), 4 S48 M Z R 1] zonotope i T #t
B polyhedra, #F— D3 Tt XK ERIREE 5]
P Etk. Ak, Singh S5 AFEHF) RefineAIP®,
R FRREANR & BB R & itk i —DiR
F T ETERNG R . i, Singh FA$EH k-
ReLUBP?, | A 4ih G AR FE 1 ALLRH 22 X 45 B 40— 5 8
Z A ReLU 0 2R E5 0 4 HA T AN A2 2 JF S ot 5
FERIH e AT 22 18] B AH 20 1t gt — 25 32 A 98 T v 1)
KL
4.3 ETFLipschitzE ¥ /5 7%

Szegedy S5 NN 5L T/ —Z2 14 H Lipschitz
WH T SR AR AR il 22 I 28 v 1 - s M )
. BARHL, xRN, W OB k JZZ
B Q) NIRRT, &y WS k RIS,
Hld(x) = g (dr—1 (. by (6 Wi); W) s W) A
Q) IAFE MR LS — 2/ Lipschitz £k
R, B var, llde (s W) — dr(x + s W)ll <
Lillrll, EAL, >0,k=12,..,K. 4, #Lmsk
F B 2% B A0 A2 Nl p () — d(x + Il < LIl
HAL =TI§_; L. #AT0, 4%J7 Lipschitz ¥ #(45 H 1)
BRAR 5 i A R 7R YN

TR E R K R, Hein &
Andriushchenko*Mii FH J53%8 Lipschitz 422 F45 H
7o M Es B E B LR e=
max min {min Je)— /) R}, H % +

j#c yegggm||Vfc(J’)—ij(J’)||q'

§= 1,B,(x,R) = {y € RY|llx — yll, < R}. 3T I,

AATIHES 7 R — AR softplus i bR A

Z JZ 5L (Multi-Layer Perception, MLP) HJH&
R Ft. SR, X1 B 2R 24 N 4%,
XMITIFARMES H ST AR 5. TR A
1, Croce 55 NUONG T B X) 0, JEEL AL o Y521 7
AR T, 8, Hhp € [1,00], TEW] TSR
120 F 01 FHL o, Y6 H R ORAIE 2 ALE BT £, TEHU ) &
etk BAS A = SRR, IF HiX M RIE S AT
BB RN TR

Ruan 25 A$2H T DeepGOU, A 25 X 2% ) &
2 ) 3 BT A R PSP I R, R 3 R AL
( Adaptive Optimization) J5 ¥R HRAX AN AT 12 4 ]
. T AR Lipschitz 421, B ERER
Z A T A A AT Ik, BRI 4558 BB
PEEE, P X2 R & 25 18] 73 Bl T AR A T
HAgrHAE 1 Lipschitz ZESEpRE R RN FR . BAK
H, AATEITTEA 2 B () 2 DL R
B — RV EVELI R SR A, TR R XA
WU Lipschitz 20, MATIERR T A REE RN
e VEZ R KA IR /2 Lipschitz 4L/, FF Hil
T 43 BT BT BRSO AH B 2 R e 1T S — SRS A
Lipschitz #40. {H&2&, MATRBIT 7 & R aiis
FLEZY e - it
o RECEEARy R S AT S iRy oSl
Weng %5 NP8 H T Fast-Lin I Fast-Lip, 2 Fast-
Lip 22T — RIVFHA L5 B AR R T E A4 2%
B =58 Lipschitz # #0152 &1L 5, I H.
A AR AP N e O — A 10,000 DL ERRZE
TG 7 IR PR WX 2 () il St B AN R 2% |
IXFR 775 b Reluplex R T 10,000 £ PA L5 75 KA
2 b, XA TTIE LA T AP R ) 7 vk R T
33~14,000 f&% . #R1M0, XHA5VE RG24 ReLU
BOE R N2 . SN T IEH T A RE5# 1) pp s
WAL, Weng 55 ABUEETHAEHE L (Extreme
Value Theory, EVT), #&H—i B S 4 4 B
&R CLEVER (Cross-Lipschitz Extreme Value for
nEtwork Ro-bustness), 2t 1K & #id 5 50 #r ie #
J9Jm Lipschitz & £l v o @ i B KR . B,
Weng % N3 1 T % CLEVER PR : (1)
W W AE B N T8 T VBV ORIE, ] ik
X 43 11 3 SR A i 18T i T X B B 1 ORAE
fliTF S FEEAR N B CLEVER 1543; () 8T
AT 5 i )i il i 4rE T (Backward Pass
Differentiable Approximation, BPDA) ] CLEVER
ALFRHT LIRS BEFERR (gradient masking) BHAEIFE A
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fir B BPDA, CLEVER w] DAPFA 832 KA phe
R 28 R N LE SRR, A5 T ELA AN T A i N e 1)
B
Latorre 55 NVAHEH T —Fidd T 2 iR 4k 1]

B (Polynomial Optimization Problem, POP) [P it
FITHE R 4% Lipschitz 5 2_F R i —F# i@ H 77
7% LiPopt, X477 %A F 22 WA 45 AU IR B A BR

Cunitball), PRIBEFRIN R 72,10 EM L, ik, 2k
T Weisser 55 A$& H e 2, 1R R #2202
ZRK R IE I SR HE T — RV MR 7 ], JF
R A 228 70 I B30 DX 268 P R B2 RN 8 14 6T 26 LP
v R AT i3k 23
44 ETRENTBGE

BN R F IR TV 2 G R i J7
%, R TER/ DAY EEIE ImageNet &5
WL B AR B S BN gRr R R N 4%, HEH

& PR PR AR AR . N T X —in)
Lecuyer 28 NP2 H T PixelDP, FJFH 2543 B fA FIAE
BBV B BRI T CBE L
(Randomized Smoothing )”iX — &, $2£ T X top-

1 FINEEAT BEM LM AL BE B i PR fRAIE . AR,
DL BT B, o T-45 58 BIREAx, ARG 2
28 oy SN PRI AS 20 1Y) argmax 2R 1E i
AP g R, B f(x) = argmax f;(x),j =
1,2,.., K, T BE AL 7 9 02 R SRR
(Monte Carlo) flitt77i%, I AEFEA X J& KA En
MFEARR, X5, v, Xy RS T2 TS INBEN LR 75D 15 2]
BAIT argmax JEH 11 HAEEAE FoKs FHAE R B & T 25

B BIFG) = 230 f(n)- Li AT E BB
OB T, T B G R R R 1=

1A\ 1/2
202 1, 4 _on\ \1ma
sup (‘ ~log (1 ~Pw P t+2 (; (vts + P%z)“))l )) , H

Hh e i 7S IR M AN (0, 02), pay Flp o 73 il 2
PE A RIS, (HE, b
SR e KSRy = TR o v o VAP =N
B SERAEHEA &M T7E ImageNet L i)ll 2k 4
LAY,

T AFEIERES A G T, Cohen 5 AP
FIH Neyman-Pearson 5| EE3RAF T iy B bl LI 75 {
BN B BEHLF 18 B T3 AE L, — ball A2 Ya ], R

R =2 (p,) — 0 1(5;)), Hrho AR

PB4 A6 R 0 ( Cumulative Distribution

Function, CDF) I iR %L, P(f(x + €) = ¢;) = P12

Pz = max P(f(x + €) = c)o XMT7IAF BN BRI

2 SR I B R FEAR T S A gy g v 20078, g |
"¢, < 127/2550F, 1%J7%7E ImageNet $(#i4E
ST 49%B T B IEAERI 2 . Pinot S8 AiE—30
BRI EAER] T BENLIE TTVERAE S, JF G
T2 S A AN B AT I 2 T AL AL B ) AR
BHEEDT . Lee S NEOSHANI AR BLHAT T
e, WKL, WU BOE L = MR e 16,10
B BB . AN, B T03E I 5 e R A2
A3 A 22 T o0 AT B 1 (AR 2R e 1 i S T
WP AR

Salman % NBUCRBENLFH 7 K8 &0 T —H A
NG, FAEXT BN ZRIA 5 b A X b 2 ok
SRV KA I PE I B & #E % . Dvijotham 5§ A
BN X P AR Y R B TAE RSP i, R £
UEB T I8 7 KA I 1 - Salman 28 NSV T
WGEREH 7 — MR SR FE T, it
A ) AL o AR AR 2 T 75 T o e 245 5 £ FH B AL
PIEAF BB AR, FEAMBECPIN SR AR AL
TEOL T ORAE TR Sike A B0, G iett, WTHI TR
" Azure. Google . AWS Fl ClarifAl %5 €573 35 AP
Jia 55 N0 &7 7E 52 o o 2 FH B8 )32 1) top-k Til
TP, Wang 25 NBAT Maurice 25 A\ P13
BLF- 18 B AR 58 7 B AN f5 1] X (backdoor
attack) FUEFEPE. Mohapatra ZE NPT ke H T4
RUBEALF T ERENER : 1D skl R E AL
T TR R 46 /s 20 B 5R M IR A — e g
i R F A () TR R, LA g AR AR R R

45 ETRXEhMAFRBENGE

Gowal %5 NPV R 1 FE T X 1) 140 5 A% 7%
(Interval Bound Propagation, IBP) APV ] 56
RGP NI 20T 15, S NG AR co U B IR
HIHER AR BhI , IBP 52 A3 2% R B LA /b
AEAT— X H [ B K2R B 5. SRS
JEROSCSFRLL, IBP s BEAE SR, Hit R AT 5
W28 R PR T AR S AR AR S, XA/ XM T i B
R4 gt i, Huang 55 NSHIERS IBP 1)
SRR AT FH T2 BT ARAE 5 AL R A 1 S b
Chiang % \P'2K 1BP HF 0 Mt %0 T (patch) 24
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X AR S R . ORI VAR LSS
ERRAT R TN s U, B R TR E
TR, BUAAERErE . v 1 e iRX —st
B4, Zhang 55 N\l 4155 Al 1) 4% 7 1) IBP 12 SO0
J AR T R R VAR S Y3 5 CROWNIZT, 2
T MR B A & e R AE B X I SR OT
CROWN-IBP?), 1520 AW v, JF HAE I ZRm] B
R R 48 T A6 244 T IBP J5i

[4,6] [1,5] [4,6] [1,5]

[0,22] [6,16]
ERAXEHEE & MHERBEEERE

K 6: (EGEIXIAMEREE S5 X AL B I LE .

5T, Wang %8 A$2H T Reluval®, FIHFS
X B % 4% ) TV R B E A R R S . Bl 6 R T
& Gt X 1A AL 36 071 5 75 5 X TRl AE 36 715 2 T8) (1) 22
Al MEL6 AT LAE H, 125 X AL #7711
i R R AR AN, UM 2R T i\ AR B A B
WG 2R, TSR -5 X 8] 347 0 AT ABRER AR B2
RIS &, PRI THREAS B 1 S 2 S IAS A
SR, XMOTEM TR SRR S, R HEH T
WEA JUABET80UE /N B ] B ph 2 p 2%, e LAY
JE R LR B KIS 2 X 2% . 75 )5 2: 1) TAE
HP4 Wang 25 NiE—B AL T X ReLU JEZR PR
TR ATV, 193] T EREN SR,
4.6 ETHENFE

HERIME O B G R IAIE T VEAREE, 1E
N 6 TR 5% A B S0 28 X 465 B0 01E 1Y) T AR AR G g /b 5
%81, Mangal %5 \PSHA N K2 HOW A I & He e LR
P AERARRE LT, X & P A& K98
T AT RERE S FH AL I 28 B 2 AL o
b, TR i N 72 (A SE BRIV AE SRR T A
R AikRA S M s, It H R RAER T
AT A 8 0 286 o) R A I S HE F rh A B 6
BNFEREE . MBAHRL T —FhEr R B S —
—MERERE, BRI WY 2% 0 i N AT ) AR
PERDNAT — eMEF . FET 0, TR 7 — Mt
T4 G RN B ZEMRAE (importance sampling) 1
AT RAEMZ 282 5 B MR GBI EL. A

PRt AlATTE e 9 GBI AU 22 R 2% (04T
N, IR B PR A S N X B AL, AR
Je A P E SRRV X At BT AU sz,
T A2 X 208 3 B 18 2 OB R O R RF i 1

HFRLUEE, Weng 5 ANHEH T
PROVENP®!, W5 T 7P ) 185 K5 2 IR 20 AT
BN S e, MGTTE e X Rt T TR )
7,30, B top-1 TMEE FA £ s 1) ik
FARUE . BEAN, ABATTFRIAE T AR T S AT Bk I
25 ) 4% 6 s 1 060 UF AE 22 SR A5 HH 5 P T 2 Ak 20
B, R WBLA 7k (il Fast-Linl28,
CROWNI28IR1 CNN-Cert?81) $R15 IR T 42
T IE B & HE 2 AL, PROVEN $2AE A HE 2R AIF
REWS F AR TR M. DL LT3 HAb - SEAR 1 77 =R
e, AE/NEURTR A MNIST Al CIFAR 148 X 2% 45
A FHHTRISZIRER W, 5 CROWN #2A4EH IR 1B I
(& pE MR L, PROVEN 7] LK & MEiE F
MR B 2L 15% oA, Z/DiEF]99.99% .

Fazlyab %5 A\ B4 N AN i 1 A2 BE AL H S
PRI, IXFRBEALAE & ] fe 2 T HuR 214
N T4 B BRSPS R 3 S B, R EIX
FRBLTE S5 A N RIEFE T 9IS B A P AH O ) ) g«

(D) BEFR 2 2IE, RS e e I 2 fa 25 1] i)
A XA, AT R 2 R N 2 RIS E R T
72 AN BEALIR A R, o R Ak T 22 4 X3
ATREME: (i) BASEEMERAGTE, RIZaE e 2%
BN EAGEEMRER, AT i B k. BT
FELE ARG BR A, TR I AR XEAGS i e R PR A
W@ SN T TR b, ARATTRY 3 AR R K
A O B BRI T E AT R B N - 0T )l R R
ZIRARIAH G KRR EA], AR5 H SDP k4
W 2 SR IR W 2 22 e VE R RN 1 2 4, hE
W 2% 1) it AR A G T HORAIE
4.7 ETESRLHTE

Wang 55 NOPWIFFE T 0 RDRE A5 P 22 0 25 R IE
T RS EHEH BEARARSS &, DAAE S 5] # oo o
LMK EHVEEATIAE. BARH, S — TR
FAFM R, AT R X ST ot B
FHIS, PPIRZS AR S 2R AG 2 2 . AT 7%
BTN RGN IEAARSE, KA 75 2 A
20 W 285k 2 TP ME B S o 5 ZEFT% ] Ccart pole
control) [l L, TXH T AL B R 22 X 2% 4 B
SAEGE 15T Lipschitz 7 8 AL LT 5 .
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Carr 25 NN i £ sl g% A T R AIHL 2527 2
HOR, $RE T RNN o 5 SR B0 FROR S
il #% (finite-state controller, FSC) M /5%, M5H
FRORAS RGBT, ZORES I e H T I
PR e PR A B0 E T R Bk, A AT
quantized bottleneck insertion £ RFEAT T IEE L,
PAEIEE FSC 1E N BA W AFHIBENL SIS 4T FSC I
AR RTERIIE DL, AT T2 W5 SR R B SR
f) FSC B A A7 B BB T )l 25 RNN.

Wang 25 N3 07 A5 ) e e 22 ) B s 5
ResNets HJYIZRAIMNASE ARG —, FFHEE T X MaE
— B AR T ] T R ResNets 52 A
B, DU R TR UG A  ES 4 ™ ks )1 25
AR R P . TR R R EAE I AN
o, IR T5 ZEAR AT e TR A N AN R S
o SRAS DL R ) ResNet; Hik, XFZ2 AR
ST MBI M) ResNet IAEF=HEATFYY, LIRS

PEBGE BRI A SR IR AEE 10 J2, Rt
ZLERRY M2 T sk br e LA )=

20 00 2% 1N B RS TE AT RE &
NI

52 SN
gi b, WA R SR M T VR B A
WK 2 Fiow.
=2 BERBBEER S AN SR
BT AW AEMRTRIRIEA R RS, WK
BOMERLE itk i, BB TN B
T MRS, TR
) 52 B o 1) 52 2 K LA
PZE W 2%
TR G ARSI {5 Al b T4y Bk b
RO M IR MET  WER%, ERLEEE
MR A T SMT Mk, 2 Je &t BoR @B &
% REFTIRE, RRBE W% &R
T BRI IO AR A2 DL S 52 B
X % N
BT R LT RO, R PEASEEG LSRR,
M AR, AEE B — ok 038 SR R 0
FIT BRI A M2 40 2 AR B 7 0 96 e
PRI TR R TR LR, RS
WEERBIWAM%  FITAE ImageNet Sk H
E e AR AP
PLE W 2%
TR B TARRLMAOM WS 2 N % 2
R T M, WSOREERRS  MOORINT TR, sk
% B, RN ALEIARLL I 0 e R A

3 T OERMMAERGEIN TSR LR
Lipschitz BTz, BImEAAR R
OB AT N
% %
BT HENL  REEMRAERR N PRI SR E BT T
T GOBTRLIEAT RAF R TRINHE R 1 46«
2% gE Sy, KBS WRREIHA — TR
W RN B P SR e, =
FE, ERTAE SR
TR R A 2 ) 4%
HeF X M) PREEEER, AR EARRR T Vi AE R T
WAt mE R % LW RAR T AT
(PIRFS R T %, HR R Tid
REGIMBL, BT
R HE )
T MR REERMIEEME XM A6 R
(PIRFS SEX, SEAATREMESE  TESERR BT AL
I f 480 222 19X 4 O ik A2
ISR
EFaEd 5 & g% kT ESANEEEE AR
WAL Lipschitz %% 71k

A NS LA BRI T

5 KK T 1E

ARG TR B I 3 T T T R Sk
A, BRI TARSRE S BET H AT BRI
PEIESIEREM 7 /. IH T CH AR ER
A, AT e xR & e o i 7R T 7t
F EZFEGELA N LT T

(D H— PR PR RB NG
IR R R E, AR R 2 BB & et Tk
#B 2 £ RHE R R fL_ B INP3h B BB 247 )
G, AAMAESEhRT, XUt EE A RS
R AR LT AR, TIRAE K 2 BTk Tok
B EA ., BHAR Balunovic £ A$EH )
DeepGU W5 S5 T 44 4th SRR I AR T bt
JUART AR 4 06 i B PR A B e 2 1], (ER X AN
AT SRME AT 5 Z RN L, i — D4 R B AT 4
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JE 1.

(2) ARIBEMHRIZ BFPE. AR
1) SR ERE R R AR 285 IR o g A0 ) 2 42
J9eRTER A ) T i N AR AH R TR 45 SR A
TAERIN 8] g 618 1R 25 B S hn i, 7ESK
Fref, TR S IS AT P 24T
XA RE RN EF R R ER . FIR, B TAE R e
N SCT R E R, T AR R A A A
BEORIE, DRI & Pt B AT [ PR . 42
Jei B A D o g — 2 TSR A N 2 [A] TR R I A
NI B S R AR X AN ) . B T AETHE
XIS AL, A R E R AT AR K BRI JC i S bR
. Rtk 78 SEBR ] S G b~ ) B s
HaREmtE, 1RE— i ikl

(3D H—PRABEREBEMIE T ¥E . NI
SHKE, REHETERMBIE T EIER R S8
SR B BU B IR, T H A SR AT T VEE AR K
FRBE T 42 IR 2 B PRk SR ), 9] Lty
BR ER (P P R Bk 22 N AFAE . ML Z R, BEAL
T AT 28 I 25 IR AR R G A IR AT AR 15, T AN MK S
FENE P AR AL G R EAT R I SR B RE T, AT
W& RN S oS B )i, T
FEDXAS I UOSISEAT 55, [RIE, ST BENLTIE St
53T 7 VAT e A T TR A s (R ) B A R IE )
Fz—. Ak, HTHETHEN T EREAERER
PV S, B AT RE A S0 FH IR ph 22 I 28 i A2
AEGAE, RIAE G IE B3N 7 A s T 2 B i
ST

(4) BFFRTE SRS 7. Hh,
AT YN0 Rt e 0 30 5 A AT HIE B 68 1 o 25 o 2%
DL AT I 25 58 25 5 BoniE SR P AR 2 I 45,
KRR FTT R Z— o BRI FAERZATT W37
()40 25 R 28 A5 1) I I AR 52 AR A5 8 (1) T Ak
B SR H bR ek B S AR, I
Xt Pu KK B 7Nt ( Empirical Adversarial Risk
Minimization, EARM) BS1051 BEH FHEE RIS, BY
R 21T TG o e 4o 28 R 2 RO A i PE L 08 (ELR BNAF
FiR FEE R T EUR AU, LY & 210 2 55
ZEMKRP, FFHARAEAERE LT etk
ERAR, TEFEBRIRAT.

6 ZERIB

Wt 2 R B o ST FUadt — b R R MR T 5 3] 457

ARAESERRG S 2 B, IR IR S
ERTIFIWE S i & A TTB & X152 D7) 7 B
517 — KRB T AR FM T A1 2 H )2
PRI, I HIS TV 208 H 0T
o R, BIEATALE, PR SRR S T
FOIEALTHIZBT B ARIRAFAEVE 2 AR R )
WA R o D T BRI AR E 5 ST T 1) e T
FEIUIR, B IA DTS SCR IS S5 AL, IR
KT IT 0], AR SCR GBI TE T IR 2 S R )
PRVE IR, [RIB T KR R AR LS M g (R T BRI
XHARSRHE FEREAT T RHAI 2028 BT RIS,
AR SCHR TR S SRR B B B AT T 2 I
MIBkAR, PRI T ARRFATHIRT T 1, B AEHESIR
JE 2 SRR SRR ATt TR — D R R
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Background

This research belongs to Al Security area, focusing on the
research progress of model robustness certification in the field
of adversarial machine learning. Current deep neural networks
are known to be vulnerable to malicious manipulations, such as
adversarial examples that force target deep neural networks to
misbehave. In recent years, a plethora of work has focused on
constructing adversarial examples in various domains. The
phenomenon of adversarial examples demonstrates the inherent
lack of robustness of deep neural networks, which limits their
use in security-critical applications.

In order to build a safe and reliable deep learning system
and eliminate the potential security risks of deep learning models
in real-world applications, the security issue of deep learning has
attracted extensive attention from academia and industry. Thus
far, intensive research has been devoted to improving the
robustness of DNNs against adversarial attacks. Unfortunately,
most defenses are based on heuristics and thus lack any
theoretical guarantee, which can often be defeated or
circumvented by more powerful attacks. Therefore, defenses
only showing empirical success against attacks, are difficult to
be concluded robust. Unfortunately, most defenses are based on

heuristics and thus lack any theoretical guarantee, thus the
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concept of certifiable robustness is proposed to provide
guaranteed robustness by formally verifying whether a given
region surrounding a data point admits any adversarial example.
A large number of researchers have conducted in-depth research
on the model robustness certification from the perspective of
complete and incomplete, and proposed a series of certification
methods. These methods can be generally categorized as exact
certification methods and relaxed certification methods.

In this survey, we review current challenges of model
robustness  certification  problem, systematically and
scientifically summarize existing research work, and clarify the
advantages and disadvantages of current research. Finally, we
explore future research directions of model robustness
certification research.
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