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Abstract—With the development of deep learning processors and
accelerators, deep learning models have been widely deployed on
edge devices as part of the Internet of Things. Edge device models
are generally considered as valuable intellectual properties that are
worth for careful protection. Unfortunately, these models have a
great risk of being stolen or illegally copied. The existing model
protections using encryption algorithms are suffered from high
computation overhead which is not practical due to the limited
computing capacity on edge devices. In this work, we propose a
light-weight, practical, and general Edge device model Protection
method at neuron level, denoted as EdgePro. Specifically, we select
several neurons as authorization neurons and set their activation
values to locking values and scale the neuron outputs during
training, where the authorization neurons, locking value, and scale
factor together form the “passwords”. Then, we design lock train-
ing to implement model property protection through alternately
locking and releasing, which correspond to model performance
preservation and encryption, respectively. EdgePro protects the
model by ensuring it can only work correctly when the “passwords”
are met, at the cost of encrypting and storing the information of the
“passwords” instead of the whole model. Extensive experimental
results indicate that EdgePro can work well on the task of protecting
models on different datasets. The inference time increase of Edge-
Pro is only 60% of state-of-the-art methods, and the accuracy loss
is less than 1%. Additionally, EdgePro is robust against adaptive
attacks including fine-tuning, reverse engineering, and pruning,
which makes it more practical in real-world applications.

Index Terms—Neural network, model protection, authorization
control.
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1. INTRODUCTION

HE wide use of deep learning models in Internet of Things

(IoT) has greatly facilitated humans in the fields of smart
city, intelligent medical treatment, and industrial manufactur-
ing [1], [2], [3], [4]. Deploying deep learning models directly
on edge devices is trending thanks to the advancement of both ef-
fective and light-weight deep learning models and energy-saving
deep learning processors and accelerators [5].

However, edge device models are vulnerable to illegitimate
access by adversaries [6]. As shown in Fig. 1(a), when there is
no protection for the edge device model, an attacker can easily
access the edge device, copy the model and use or sell it for
profits. In order to prevent being stolen or abused, the edge device
model need to be carefully protected.

The existing work on edge device model protection can be
roughly categorized into hardware-based and software-based
protection. The hardware-based protections use Trusted Exe-
cution Environments (TEE) [7], [8], [9], [10] to build a trust
region on the main processor, which ensures the models stored
in the trust region can run safely. However, TEE is required to
swap pages between secure and unprotected memory frequently,
which incurs significant overhead. Other hardware-based pro-
tections that set proprietary encryption chips to store the mod-
els [11], [12]. However, they require special customization for
different edge devices, which makes them difficult to be widely
applied due to the large variety of IoT devices. Software-based
protections use provably secure cryptographic methods to en-
crypt the models [13], [14], [15], [16]. The encryption and
decryption theoretically ensure the security property. Unfor-
tunately, the time cost to encrypt and dynamically decrypt a
large number of model parameters on edge devices makes this
line of approaches impractical [17], [18], [19]. To sum up,
the encryption and decryption of previous protection methods
are separated from the model prediction. We need to decipher
large-scale model weights before using the model to perform
predictions. It leads to potential vulnerability and high time costs
for intermediate steps.

There are four challenges in edge device model protection on
edge devices, which can also be seen as four requirements. The
protection should 1) effectively protect models from unautho-
rized usage; 2) have little impact on the accuracy of the models;
3) be light-weight to run smoothly on the resource-limited edge
devices; 4) be robust even if the adversaries know about the
existence of the protection, i.e., robust against adaptive attacks.
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Fig. 1. Illustration of EdgePro, which locks neuron activation values to the
locking values. Then, we can ensure that the model cannot work properly without
knowing locking values, allowing light-weight protection of edge device models.

To overcome the above challenges, one possible solution is to
add special markers to the input and train a model that can work
only when special markers are part of the input. However, adding
markers to input may increase the burden of input preprocessing
on the edge devices. We have observed that the special markers
on the input will indirectly cause the changes in neuron activation
values during our exploration. In fact, the objective of model
encryption can also be achieved directly by controlling the
changes of neurons.

Therefore, it motivates us to propose a new Edge device model
Protection method, EdgePro, from the perspective of neurons.
The core idea is to leverage the activation values of a small
number of neurons as markers, which are called authorization
neurons. If the activation values of these neurons are not met with
the locking values during the model inference, it is considered
an unauthorized model inference, and vice versa, as shown in
Fig. 1(b). Note that EdgePro can also be deployed on cloud
servers to provide protection for deep models. However, the orig-
inal intention of EdgePro is to implement lightweight protection
for edge devices with limited computing resources. Therefore,
we mainly consider protection scenarios on edge devices in this
paper.

Specifically, we randomly select authorization neurons to
guarantee their unpredictability, then lock their activation values
as special markers during training, and scale the activation values
of each layer. To realize it, we design lock training. During the
training, we control the activation state of neurons by alternating
locking and releasing, where locking is for model performance
preservation and releasing is for encryption. Therefore, we can
guarantee that neurons in the model have distinct activation
states when authorization neurons are locked or not. Afterward,
during the inference, to infer the input using EdgePro-trained
models, EdgePro only requires to set the activation values of au-
thorization neurons to the locking values. No other runtime cost
is introduced, which is light-weight and practical for running on
edge devices. Moreover, the impact of EdgePro on accuracy is
negligible by ensuring the model converges during the training.
The inference time increase of EdgePro is only 60% of state-of-
the-art (SOTA) methods, and the accuracy loss is less than 1%.
We evaluate the robustness of EdgePro against adaptive attacks,
the experimental results of which show strong robustness against
reverse engineering, model pruning and model fine-tuning. Last
but not least, experiments on graph datasets show that EdgePro
is general.
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To summarize, the contributions of this paper are as follows,

® As far as we know, from the perspective of neurons, we first
time propose a light-weight method, EdgePro, which can
protect the edge device models from unauthorized usage
from the perspective of neurons.

® The experimental results demonstrate that EdgePro can
protect the models well. The accuracy loss of the EdgePro-
trained model is only around 1%, and the inference time
increase of EdgePro is only 60% of other SOTA methods.

e EdgePro is further evaluated under three adaptive attacks,
e.g., reverse engineering, model pruning and model fine-
tuning, the results of which demonstrate strong robustness
against these adaptive attacks.

II. RELATED WORKS

A. Hardware Protection of Edge Device Models

An important way to protect the edge device models on edge
devices is hardware root-of-trust [20], [21]. They suggested that
a complete edge device model should be implemented in the
TEE to protect the confidentiality and integrity of models. Nakai
et al. [9] extended TEE from Intel’s SGX to ARM’s TrustZone,
which is more suitable for edge devices. Due to the limited
storage of TEE, Gangal et al. [22] partitioned an edge device
model and encapsulated only some layers in SGX powered
TEE. However, the model parameters stored in unprotected
memory are still easy to be stolen, and adversaries can build
a complete model through model reverse engineering [23], [24].
Anotherideais to explore building custom secure neural network
accelerators [19], [25], [26]. They used the Physical Unclonable
Function and Processing-In-Memory to ensure that the model
can be decrypted only for the authorized devices.

In addition, some work [27], [28], [29] also propose to protect
the model parameters by confusing the storage of the model.
Cammarota et al. [27] proposed HANN, a hardware-assisted
model protection approach. They obfuscated the weights of the
model based on a secret key that is stored in a trusted hardware
device. Users can use the model only if they can provide the
trusted key device. Goldstein et al. [28] proposed a solution
based on hardware root of trust and public key cryptography
infrastructure, which defends against model theft during model
distribution and deployment/execution via light-weight, keyed
model obfuscation scheme. Similarly, Hashemi et al. [29] pro-
vided provable model security by creating input obfuscation in
TEE using a custom data encoding strategy based on matrix
masks.

B. Software Protection of Edge Device Models

The software protection of edge device models is realized
in two forms: encryption algorithm and intellectual property
protection. In intellectual property protection, Tang et al. [30]
proposed a serial number-based model protection method, which
uses the knowledge distillation to assign a serial number to the
customer (student) model, and the customer model can be used
normally only if the correct serial number is input. Chen and Wu
etal. [31] designed an adversarial example-based transformation
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module to provide empowered inputs. When an unauthorized
user provides input to the model, it is perturbed by adversarial
perturbations, resulting in poor performance. Fan et al. [32]
proposed embedding a specific passport layer in the model,
which can paralyze the functionality of the neural network
if unauthorized use, or maintain its functionality if verified.
Zhang et al. [33] also proposed a passport-aware normalization
paradigm for model protection. A new passport-aware branch
was added and trained along with the model. The model perfor-
mance can be maintained only if the correct passport is provided,
otherwise it will drop significantly [33]. Alam et al. [34] utilized
s-boxes with cryptographic properties to lock parameters of a
DNN model without causing significant increase in inference
time and model scales. Pyone et al. [34] used block pixel shuf-
fling with a key as a preprocessing technique to input images, and
the protected model was built by training with such preprocessed
images.

On the research of encryption algorithm for edge devices, Lu
et al. [35] developed a secure query scheme with high commu-
nication efficiency in the fog environment, to ensure that both
cloud and edge devices can use it for privacy protection. Fiore
et al. [14] developed a multi-bond homomorphic authenticator
from the perspective of data outsourcing, which is suitable
for resource-constrained devices. In addition, there are some
methods to encrypt the model and input on edge devices based
on Yao’s Garbled Circuits [15], [16]. However, the existing en-
cryption algorithms still face the problems of high computational
cost, complex decryption processes and low efficiency. This
motivates us to propose a new light-weight model protection
method, which can protect the model by binding the inputs and
outputs.

III. THREAT MODEL

Our objective is to design a light-weight model protection
method that can protect models from unauthorized use in an
untrusted environment. For adversaries, they aim to gain benefits
from the stolen models deployed on edge devices. They can fully
access the memory or execution environment on edge devices
at any time, which may be from the actual user, malicious
third-party software installed on the device, or a malicious or
infected operating system. More demanding, we assume the
adversaries know the existence of EdgePro. They may design
specific adaptive attacks to crack EdgePro by using state-of-the-
art techniques, e.g., model fine-tuning, reverse engineering and
model pruning. Specifically, the adaptive attacks are detailed
below.

® Model Fine-tuning Attack: In practice, for an adversary

who lacks training data and intends to break EdgePro, one
of the easiest ways is to fine-tune the stolen model [36],
[37], [38]. Model fine-tuning attack is an intentional attack
performed by an adversary who tries to invalidate the
authorization neurons, which can be regarded as one of
the most threatening attacks on EdgePro. In general, fine-
tuning can produce a new model with less extra training
data based on the stolen model. In this way, the new model
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can inherit the performance of the stolen model, but also
forget the previous training information [39].

® Reverse Engineering Attack: The purpose of these attacks
is to fit the structure and parameters of the target model as
much as possible, which builds an avatar and continuously
queries [40]. When the model trained by EdgePro is unau-
thorized, the more realistic the attacker fits it, the worse the
performance of the extracted model will be. EdgePro can
naturally defend against these attacks. Therefore, instead
of directly using them, we designed reverse engineering
specifically for EdgePro to infer its passwords. The ad-
versary may perform reverse engineering to find multiple
authorization neurons, thereby obtaining knowledge and
details of EdgePro, such as the position of authorization
neurons or locking values.

® Model Pruning Attack: Model pruning [41], [42], [43]
is a technique to reduce the computational overhead of
executing a neural network and still keep the performance
of the original model by removing redundant neurons. An
adversary may prune and aim to remove the authorization
neurons embedded in the model to invalidate EdgePro. Ide-
ally, the adversary may obtain a model with high classifi-
cation accuracy, and use the model normally after pruning.

IV. METHODOLOGY

EdgePro consists of two stages, i.e., “passwords” determina-
tion and lock training. The overview of EdgePro is presented
in Fig. 2. The “passwords” of EdgePro consist of three parts:
authorization neurons, locking values and scale factors. Before
lock training, the protector needs to determine these three parts,
as shown in Fig. 2(i). The second stage is the lock training,
as shown in Fig. 2(ii). First, an obfuscated dataset is created
for lock training. Then, during the lock training, by alternately
locking and releasing authorization neurons, while adjusting
different training objectives (i.e., encryption and performance
preservation), EdgePro helps the model adapt to the locking
of authorization neurons and eventually converge. Finally, the
EdgePro-trained model will not work properly if the activation
values of authorization neurons do not reach the locking values
in the inference.

A. “Passwords” Determination

EdgePro embeds activation authorization mechanisms, i.e.,
specific neurons need to meet corresponding activation values,
to make sure it will be extremely difficult for unauthorized usage
of stolen models. Therefore, these neurons, which we define as
authorization neurons, will be part of the “passwords” in the
model. In addition to authorization neurons, the “passwords”
of the model are also composed of the authorization neuron
activation values, which we define as locking values, and the
scale factors of neuron activation values in each layer.

In order to ensure unpredictability, we consider that the choice
of “passwords” should be random, without any strategies. There-
fore, EdgePro will randomly select a small number of neurons
in each layer as authorization neurons. We use p to express the
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Fig. 2.
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Overview of EdgePro, it includes two parts: “passwords” determination and lock training. “Passwords” determination is responsible for selecting

authorization neurons, locking values and scale factors. Lock training is responsible for training preparation and lock training for different objectives.

proportion of neuron selection authorized by each layer. In view
of the learnability of neural network [44], [45], when p is small,
the impact on model performance after authorized is limited (we
verified the impact of p ratio on model performance in Section
V-G.1). This is the same for the locking values and scale factors,
we randomly select them from specific ranges. As for the specific
range, we prove in experiments that an appropriate range will
not affect the performance of the model.

Assume N is the set of all neurons in the kth layer, AF is the
set of authorization neurons in the kth layer, and V* is the set of
locking values corresponding to authorization neurons. When
an input example is fed to the model, the ith neuron activation

value af“ in the (k + 1)th layer can be expressed as:
af“ = Vkt1 - | Relu Z wj;z ) a? +B;
JTENNGEAF
+H X o (1)
JlIENNjeAR

where a;? represents the jth neuron activation value in the kth
layer, w; ; corresponds to the weight between the ith neuron
and the jth neuron, and ﬁf represents the bias. Here we use
Relu as the activation function for demonstration because of its
non-negative property. yx+1 is the scale factor of the (k + 1)th
layer. (1) means that when aé‘? is not an authorization neuron,
its activation value will be calculated by weight. When af is an
authorization neuron, EdgePro will discard its original activation
value and replace it with a locking value vf, regardless of any
input. Note that in (1) we just take ReLLU as an example to show
the calculation process of . ReLU can be replaced by any other
activation function, such as Tanh.

B. Lock Training

1) Training Preparation: During training preparation, Edge-
Pro needs to build the training dataset. EdgePro divides the
original training dataset D,,; = (X i, Yor¢) into two equal parts,
cleandataset D. = (X, Y.) = {(@s, yi)|i=1,2,... n, } and obfus-
cated dataset D, = (X,,Y,) = {(‘Tj,y.;-)|j:1727“.7N0}, where
each sample z; in the obfuscated dataset is assigned a wrong
label y;, X.NX,=0, X, UX, =Xy, N. and N, are the
total number of the samples in D, and D,, respectively. Fi-
nally, we build the training dataset for EdgePro, represented as
D=D.,UD,.

2) Lock Training Process: In lock training, each iteration
contains two batches of training. First, EdgePro samples a batch
from the clean dataset D., and sets the activation values of
authorization neurons to the locking values for training. In
this training, the output of each layer will be scaled by scale
factors. According to the requirement of model performance
preservation, we can get the locking objective of EdgePro as
follows:

L(R(9(©;:)),y:) (@)

>

(zi,9:)€D.

© = arg min
e

where © is the mode parameter updated during the training,
g(+;-) is the function to calculate the model output while the
model is locked. L(-,-) is the loss function, (x;,y;) from D,
means the sample x; and its ground truth y;. R(-) operates the
activation process of g(+;-), which sets the activation values of
authorization neurons to the locking values and scales the output
based on (1). The setting of some activation values to a fixed
value is similar to Dropout, and the scaling is similar to the
Layer Normalization.

Then EdgePro releases the authorization neurons and samples
a batch from the obfuscated dataset for training. According
to the requirement of model encryption (i.e., restricting the
unauthorized model to work properly), we can get the releasing

Authorized licensed use limited to: Zhejiang University. Downloaded on April 03,2026 at 07:47:59 UTC from IEEE Xplore. Restrictions apply.



CHEN et al.: EDGEPRO: EDGE DEEP LEARNING MODEL PROTECTION VIA NEURON AUTHORIZATION

Algorithm 1: Lock Training Algorithm.

Input: Original dataset D,,.;, number of epochs K,
authorization operation R(-), batch size Nps.
Output: EdgePro-trained model parameter ©.
1 Initialize k = 1, divide D,,; into D, and D, according to
Section 4.2.1.

2 while £ < K do
3 for iteration 1,2,... do
4 Sampling Ny examples form D..
5 for (x;,y;) in batch do
6 ‘ Update © based on Eq. (2).
7 end
8 Sampling Nps examples form D,,.
9 for (z;,y’) in batch do
10 ‘ Update © based on Eq. (3).
11 end
12 end
13 k=k+1
14 end

objective of EdgePro as follows:

>

(mjvy.,j)EDO

O = argmin
S

L(h(©;z5), ;) 3)

where h(-; -) is the function to calculate the model output while
the model is unlocked, which shares with g(-;-) the same pa-
rameter obtained during optimization. (z,y;) from D, means
the sample z; and its wrong label y/;.

The process of lock training is shown in Algorithm IV-B2,
which alternately trains model parameters according to (2) and
(3). EdgePro performs iterative training until the model con-
verges on the clean dataset. Note that we do not do anything
with the obfuscated dataset. The overall training objective of
EdgePro can be obtained by combining (2) and (3), as follows:

>

(zi,yi)€D,

e = argngn L(R(g(©;%)),yi)

DY

(mjvy;')EDo

L (h(©;x;),y)) 4)

The ways of utilizing those parameters differ in those two
functions (i.e., g(+; -) and h(+; -)). The alternate training impacts
the optimization of the parameters rather than optimizing differ-
ent parameters. The training objective in (4) is for the model to
achieve the highest classification accuracy when the activation
values of authorization neurons are set to the locking values,
and vice versa. In this way, we embed the active authorization
mechanism in the EdgePro-trained model. We only need to
encrypt and store the authorization neurons, their locking values,
and scale factors, instead of the entire model weights to protect
the model.
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C. Theoretical Analysis of EdgePro

We can get the authorized model f(© guu; z) = g(©;x) and
unauthorized model f (O ; ) = h(©;x), where the weights
O nau Of the unauthorized model can be converted to the weights
O wun of the authorized model through the passwords. The pur-
pose of model property protection is to ensure that the authorized
model works properly, while the unauthorized model cannot.
Taking the classification model as an example, the purpose of
model property protection can be expressed as:

f(Oaun; i) = yi
{f(@ﬂ; i) £ v )

where z; is the test input and y; is its corresponding ground
truth.

Then, we relax the constraints, i.e., Va;, 30, SO that
f (Ounau; i) # y; holds, and 3O g, so that f(Ouun; i) = Y
holds. Although the expected property protection is that the
unauthorized model predicts all test inputs incorrectly, the pre-
diction results close to random guesses are sufficient in practice.
Thus, we further relax the constraints. Taking classification
accuracy as an example, we define that the performance of the
unauthorized model should be close to random prediction, i.e.,
the accuracy is close to ﬁ x 100%, where N is the number
of classes. Note that there is a premise that the classification
accuracy of the authorized model is close to that of the normally
trained model. Then, we get Theorem 1 as follows.

Theorem 1: For a test input z;, if the classification accu-

u"aulf(eunaui-’lii):yi

. . N
racy of the unauthorized model satisfies | ~

Nautn | (€ gnizi)=v;
N

| € 0un and | — aCCrormal| < Ot then
the property protection of EdgePro is valid. Nunau| (0 sz )=us
represents the number of test inputs correctly classified by the
unauthorized model, N, | F (O wun;zs)—y; TePresents the number
of test inputs correctly classified by the authorized model, | - |
means absolute value, accgmq 1S the accuracy of the normally
trained model, 0y, and 044, represent a small positive value.

Proof: To effectively protect model property, we need to
ensure that the inequality holds. We minimize the difference, i.e.,
min |Numu‘.f'(®11<[n,au;mi):1/i _ %| and min |Nauth|f(®ﬁ¢h;mi)=yi .
ACCpormal |- TO ensure that the unauthorized model does not work
properly, we minimize its classification accuracy, i.e., maximize
the misclassification result, as follows.

Nwm|f(®unau'-,x’i):yi o i

min N N
Nunau 3Ti)=Yi
N min |f(GJ)G-7m,u7 1,) Yi % 100%
Nunau naw;Ti ;
= max ‘f(eunu.u7 i) FYi > 100%
N
= arg mei)n Z L(f(®1mu;xj)ay;') (6)
(wj,y;.)EDo

To ensure that the authorization model works properly, we
maximize its classification accuracy, as follows.

Neutn |f(®auth i)=Y
N

min

— ACCnormal
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Nt ‘f(@auth§wi):yi
N

>

(zi,9:)€De

= max x 100%

= arg ngn L(R(f(Oaqun; i), i) (N

Then, we conclude that the locking objective in (2) and the
releasing objective in (3) satisfy the conditions of Theorem 1,
i.e., the overall training objective in (4) can be derived from
Theorem 1. Note that the smaller the lower bounds of ¢, and
daun are, the better the property protection effect of EdgePro is.

We preliminarily test the performance of EdgePro on the
NVIDIA Jetson Nano edge device [46]. We deploy three models
on the edge device, i.e., the original LeNet-5 model trained
on the MNIST dataset without protection, the model protected
by Deepsecure [15], and the model protected by EdgePro. We
conclude that the increased memory consumption and time cost
of LeNet-5 protected by Deepsecure (i.e., +158% and +126%)
are much higher than those protected by EdgePro (i.e., +0% and
+24%). EdgePro provides lightweight and efficient protection
of deep models in edge devices, making it naturally adaptable
to “edge”.

V. EXPERIMENTS
A. Experimental Setup

We will introduce datasets, models, baselines, and configura-
tion information. We refer to previous works [31], [32], [34] to
determine the experimental settings.

Datasets and Models:

1) MNIST [47]" is a general image classification dataset
which contains 70,000 handwritten gray-scale digital im-
ages with size of 28x28, ranging from 0 to 9 (10 classes).

2) CIFAR-10 [48]? is a general image classification dataset
which contains 60,000 RGB color images with size of
32x321in 10 classes. Each pixel includes three RGB values,
with an integer value in [0, 255].

3) CIFAR-100 [48]% is a general image classification dataset
which contains 60,000 RGB color images with size of
32x32 in 100 classes, which contains 50,000 training
images and 10,000 testing images.

4) Tiny-ImageNet [49]* is a computer vision dataset contain-
ing 200 classes. Each class has 500 training examples, 50
testing examples and 50 valid examples.

For each dataset, we use different network architectures for
experiments. On MNIST, we adopt LeNet [47] and MLP. We
adopt ResNet [50], VGG [51] for CIFAR-10, and ResNet [50],
VGG [51], DenseNet [52] for CIAFR-100. On Tiny-ImageNet,
experiments are implemented on DenseNet [52], SENet [53]
and ShuffleNet [54]. Model configurations and experiment
parameter setups are summarized in Table I, which records the

'MNIST can be downloaded at http://yann.lecun.com/exdb/mnist/

2CIFAR-10 can be downloaded at https:// www.cs.toronto.edu/\;kriz/ ci-
far-html

3CIFAR-100 can be downloaded at htips://www.cs.toronto.edu/ \;kriz/ ci-
far-html

4Tiny-TmageNet can be downloaded at hrtp://cs23 In.stanford.edu/tiny-
imagenet-200.zip
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TABLE I
MODEL CONFIGURATIONS AND EXPERIMENT PARAMETER SETUPS

Models

LeNet-1
LeNet-5
MLP
ResNet-18
ResNet-50
VGG-16
ResNet-101
VGG-19
DenseNet-121
DenseNet-121
SeNet
ShuffleNet

Datasets Learning rate  Batch size  Epoch

MNIST 0.01 64 20

CIFAR-10 0.01 64 40

CIFAR-100 0.001 128 100

Tiny-ImageNet 0.001 128 200

learning rate, batch size, and training run epoch used for each
dataset.

Evaluation Metrics: The metrics used in the experiments are
defined as follows:

¢ Neuron locking accuracy (accy): accn, = -, where ny,

is the number of examples correctly classified by the model
when it is authorized, NV is the total number of examples.

e Neuron unlocking accuracy (accpy,): ACCpy = ”K,“ , Where

Ny 18 the number of examples correctly classified by the
model when the model is not authorized, IV is the total
number of examples.

The larger the gap between acc,,; and acc,,, means the better
the protective effect of EdgePro.

Baselines: We implement and compare four SOTA methods
with EdgePro to evaluate their performance, including Password
Normalization (PN) [33], Deep-Lock [34], AntiP [31], and
LIE [55]. All baselines are advanced protection methods for
authorized use of models, and they are configured according to
the performance setting reported in the respective papers.

Platform: We leverage a platform with the following setup:
CPU is Intel XEON 6240 2.6 GHz x 18 C, GPU is Tesla V100
32GiB, the Memory is DDR4-RECC 2666 16GiB, the operating
system is Ubuntu 16.04, the programming language is Python
3.6.0, and the deep learning framework is PyTorch-1.4.0.

B. Effectiveness of EdgePro

In this section, we focus on the evaluation results of EdgePro
when model is authorized and not authorized.

Implementation Details: 1) We evaluate EdgePro in two
scenarios, including normal training and EdgePro training. In
normal training, we train the model normally then test the model
accuracy. In EdgePro traing, we set p = 5, which means 5%
neurons in each layer are selected as the authorization neurons,
and the each locking value v will be randomly selected in the
range V = (0, 1). The scale factors « also will be randomly
selected in the range (0.2, 1). 2) We train the model until the
specified training epoch is reached, or the model loss is below
le-4. To mitigate non-determinism, we repeated the experiment
for 5 times and reported the average results.

Results and Analysis: The results of which are shown in
Table II. We can see that EdgePro-trained models achieve
high acc,,; and low acc,,,,. The low acc,,,, values indicate that
when the activation values of the authorization neurons in the
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TABLE II
EVALUATION RESULTS OF EDGEPRO ON DIFFERENT DATASETS AND MODEL ARCHITECTURES, INCLUDING THE TEST ACCURACY FOR THE NORMALLY TRAINED
MODEL, AND FOR EDGEPRO-TRAINED MODELS

MNIST CIFAR-10 CIFAR-100 Tiny-ImageNet
Models | Normal — EdgePro Models | Normal  EdgePro Models | Normal — EdgePro Models | Normal — EdgePro
97.60% 87.10% 70.52% 55.10%
LeNet-1 | 9848% (|7'g7q,y | ResNet18 | 87.28% )7/ VGG-19 T377% (1 g0 | DenseNet121 | 5547% o osa
99.29% 88.72% 75.11% 55.82%
LeNet-5 | 100.00% 10o1gr | ResNet:S0 | 89.05%  Jhcqh | ResNet-101 | 75.98%  (iq SENet S6.80%  061%)
98.79% 88.92% 74.20% 55.45%
MLP 9888% () i6q) | VOO-16 | 89.10%  jiTcg | DenseNet-121 | 7471% (|"Gaq ShuffleNet | 56.20% 7000
For EdgePro, the values without brackets in the table represent acc,,;, and the values with brackets represent acc,,,.
EdgePro-trained model do not meet the locking values, the _ TABLETI
model accuracy is reduced to the level of random guessing. COMPARISON OF EDGEPRO ST];]\:';;‘?;;SWITH NORMAL TRAINING AND
This reflects that EdgePro discourages illegal users from using
models by reducing model performance. Regarding the acc,,;, Datasets Models Methods Size(bit)  Time(s)
compared with the original accuracy of the normal trained Normal 243K 0.50
model, the EdgePro-trained model has a minor accuracy loss PN 282K 0.69
of 1.63% on average. The accuracy loss is understandable and MNIST LeNet-5 Ee‘t’PP;LOCk 3§g§ 823
maybe inevitable because EdgePro locks some of the neurons in LlnEl 243K 065
the model. Overall, EdgePro has protective effects on the four EdgePro 243K 0.62
datasets and for the twelve models. Normal 42.68M 0.76
PN 44.60M 2.06
Deep-Lock 85.36M 1.80
CIFAR-I0 ResNet-18 4 ip £270M 126
C. Complexity Comparison of EdgePro LIE 42.68M 1.44
. . . . EdgePro 42.68M 0.90
. In this section, we ff)cgs on. how much extra time cost is Normal T74.08M 036
introduced by EdgePro in inferring phases. PN 186.47M 3.70
.Implementatzon Detaz.ls: 1) We consider that training is of- CIFAR-100  VGG-19 Deep-Lock ~ 348.17M 3.46
fline and usually a one-time process. Therefore, the server has AntiP 174.10M 1.76
sufficient training time, and we concern about the time cost of IITZEIE p i;jggl\l\g %ég
. . . . gePro X .
the model in the inferring phase. We do not compare w1th.the Normal 37 73M Tod
hardware method because hardware encryption is compatible PN 29.02M 1.90
with software encryption and EdgePro is basically a software- Tiny- DenseNet-  Deep-Lock 55.55M 1.76
based protection as well. 2) EdgePro selected 5% of the neurons ImageNet 121 AntiP 27.82M 1.40
in the model as authorization neurons, then we measure the time LIE 27.78M 1.66
EdgePro 27.78M 1.39

cost for the model to infer 1000 examples records. Meanwhile,
we measure the time cost of the baselines for comparison. For
encryption protection method, Deep-Lock, the decryption also
needs to be counted in.

Results and Analysis: The results can be found in Table III. In
this experiment, we can see that for the inference phase time cost,
EdgePro only takes 36.5% more than the normal process, while
baselines take 164.2% more time. This is because the EdgePro
authorization only needs to activate a small number of neurons
to reach the locking values, which reduces the time overhead.
This means that EdgePro introduces minimal overhead in the in-
ference phase compared to baselines, which can improve model
performance and user experience. Additionally, we observe that
the EdgePro on large models add more time overhead. To this
this problem, we consider that for large models, e.g., VGG-19,
EdgePro can reduce the extra overhead by using a small p, e.g.,
using p = 1. Last but not the least, it cannot be ignored that
EdgePro hardly increases the parameter size of the model, i.e.,
compared to the massive storage of deep models, EdgePro only
introduces a small extra space for storing the “passwords”. This
facilitates the deployment of EdgePro on resource-constrained
edge devices.

D. Robustness Comparison of EdgePro

The attacker may try to launch adaptive attacks against model
protection methods if they know the existence of model protec-
tion methods. In this section, we compare the robustness between
EdgePro and baselines against model fine-tuning attack. Going
a step further, we evaluate the robustness of EdgePro under two
adaptive attacks designed specifically for EdgePro (as analyzed
in our threat model in Section III).

1) Model Fine-Tuning Attack: Fine-tuning could be an intu-
itive way for an adversary to remove authorization neurons in an
EdgePro-trained model with a small amount of data. Therefore
we compare the protection effect of EdgePro with baselines
under fine-tuning attack.

Implementation Details: 1) We reserve 10% test data for fine-
tuning EdgePro-trained models. In particular, the fine-tuning
epoch is 10 for the MNIST and CIFAR-10 datasets, and 20 for
the CIFAR-100 and Tiny-ImageNet datasets. 2) We compare the
robustness of baselines: PN [33], LIE [55], and AntiP [31]. We
do not consider Deep-Lock [34] because it cannot be fine-tuning
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TABLE IV
ROBUSTNESS EVALUATION OF EDGEPRO AGAINST THE FINE-TUNING ATTACK UNDER DIFFERENT DATA PERCENTAGE, MEASURED BY aCCppq,

Data Percentage

Datasets Models 10% 20% 30% 40% 50% 60% 70% 30% 90% 100%
MNIST LeNet-5 1020% 1023% 10.48% 10.73% 10.88% 13.80% 11.28% 11.80% 12.78% 14.63%
CIFAR-10 ResNet-18  10.13%  10.18%  1025% 1043% 10.73% 12.13% 12.30% 12.85% 13.33%  13.55%
CIFAR-100 VGG-19 0.80%  090%  095%  098%  098%  1.03%  1.08%  1.15%  123%  1.29%
Tiny-ImageNet  DenseNet-121  0.38%  0.50%  0.55%  0.65%  0.75%  0.78%  0.88%  098%  1.05%  1.15%

TABLE V
ROBUSTNESS EVALUATION OF EDGEPRO AGAINST THE FINE-TUNING ATTACK
UNDER DIFFERENT DATA DOMAINS, MEASURED BY acCCp .y,

Source Datasets  Target Datasets accpq
ImageNet-200 Tiny-ImageNet 0.85%
Tiny-ImageNet ImageNet-200 0.73%

EdgePro EdgePro

PN G EdgePro-y

LIE

PN EdgePro-y

LIE AntiP AntiP

(a) MNIST & LeNet-5 (b) CIFAR-10 & ResNet-18

EdgePro EdgePro

PN EdgePro-y PN

a

LIE

EdgePro-y

\wj

AntiP LIE AntiP

(c) CIFAR-100 & VGG-19 (d) Tint-ImageNet & DenseNet-121

Fig. 3. Robustness evaluation against the fine-tuning attack.

after encryption. 3) In addition, we consider a new scenario: the
scale factors are leaked, i.e., the adversary knows scale factors
~ used by each layer of EdgePro. We define this scenario as
“EdgePro-v” to measure the robustness of EdgePro. 4) We use
accn,, as ameasure of model robustness. The lower the acc,,,, of
the fine-tuned model, the more robust the method is. 5) We then
evaluate the robustness of EdgePro against fine-tuning attacks
under different data percentages and data domains. The experi-
mental results are shown in Tables IV and V. In the fine-tuning
experiments of a similar domain, ImageNet-200 contains 200
classes sampled from ImageNet [49], most of the labels overlap
with Tiny-ImageNet, and the number of samples is close to that
of Tiny-ImageNet.

Results and Analysis: The experimental results can be ob-
served using the radar chart as shown in Fig. 3. Compared
to baselines, EdgePro is the most robust on the four datasets.
On complex datasets, EdgePro is more robust, e.g., on the
CIFAR-100 and Tiny-ImageNet datasets, EdgePro’s acc,,, is
only about 25% of the baselines. Unlike baselines that aim to
perturb the input or perturb the hidden layer output, EdgePro

introduces scale factors into the model. In this way, EdgePro
not only affects the classification layer of the model, but also
controls the feature extraction effect of the model. When the
model is not authorized, the scale factors corrupt the output of
the model in each layer, thereby enhancing the robustness of
EdgePro. Additionally, comparing different datasets, we find
that the models (VGG-19 and DenseNet-121) on large datasets
(CIFAR-100 and Tiny-ImageNet) are more robust than the mod-
els (LeNet-5 and ResNte-18) on small datasets (MNIST and
CIFAR-10). We speculate the reason is that training on large
datasets is more difficult than on small datasets, so the impact
of fine-tuning is limited under the condition of a certain amount
of data (10% of the test data). For “EdgePro-v”, it can be seen
that when the attacker masters the scale factors of the model,
“EdgePro-v” is less robust than EdgePro, but still better than
baselines. “EdgePro-~” is still able to control model accuracy
to an unusable level and has the effect of preventing illegal use
of the model.

Moreover, EdgePro can effectively protect model property
against fine-tuning attacks, even if the attacker collects a large
amount of data for fine-tuning. For instance, in Table IV, when
the data collected by the attacker increases by 9 times (i.e., from
10% to 100%), the acc,,, value only increases by 0.42 times
on average. EdgePro is also robust against fine-tuning attacks
even if the attacker adopts data from similar domains for fine-
tuning. For instance, in Table V, when the attacker uses Tiny-
ImageNet and ImageNet-200 as similar domain data for fine-
tuning, the acc,,, value still meets the requirements of property
protection, i.e., the model protected by EdgePro cannot work
properly in an unauthorized state. We speculate that the weights
of the unauthorized model affect the initialization of fine-tuning
training. Fine-tuning is to slightly modify the model weights
under the limited training cost. Therefore, when the model is
unauthorized, it cannot work properly by modifying the weights
in a small range.

2) Reverse Engineering Attack: We first evaluate the per-
formance of EdgePro by implementing existing reverse at-
tacks [56], [57] to extract model information, including the
original target model without protection and the unauthorized
model protected by EdgePro. Then, we evaluate the robustness
of EdgePro under reverse engineering attack which is an attack
method specifically designed for EdgePro. Finally, to protect
the authorized model more reliably, we conduct experiments by
adding noise to the output layer.

Implementation Details: 1) We preliminarily verify the pro-
tection effect of EdgePro on MNIST dataset by executing MAZE
(a logit-query attack) [56] and DFMS-HL (a label-query at-
tack) [57] to extract the target model without authorization, as
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TABLE VI
EXTRACTION RESULTS OF DEEP MODELS WITH/WITHOUT EDGEPRO
PROTECTION, WHERE acc IS THE CLASSIFICATION ACCURACY OF THE
ORIGINAL MODEL WITHOUT PROTECTION, accp,q, IS THE ACCURACY OF THE
MODEL WITH EDGEPRO PROTECTION WHEN UNAUTHORIZED, AND aGCCe gt IS
THE ACCURACY OF THE EXTRACTED MODEL

Datasets & Models Protections Attacks AcCCept
without MAZE 100.00%
(acc=100.00%) DFEMS-HL  100.00%
MNIST & LeNet-5 EdgePro MAZE — 9.85%
(accny=10.40%) DFMS-HL 9.45%

shown in Table VI. MAZE and DFMS-HL are configured ac-
cording to the best performance setting reported in the respective
papers. 2) To better evaluate the performance of EdgePro, we
specially designed a reverse engineering attack against it, i.e.,
password inference. In this attack scenario, the attacker knows
all the knowledge of the unauthorized target model except the
password (i.e., authorized neuron positions, lock values, scaling
factors). The attacker’s goal is not to extract the model structure
or parameters, but to extract the password. Therefore, we adopt
the depth-first traversal strategy to extract passwords. The end
condition of the traversal algorithm is that the model accuracy
reaches the threshold or the search time exceeds the maximum
setting. 3) Considering the high complexity of the traversal
algorithm, we experiment on the EdgePro-trained model using
the MNIST dataset. In the fourth and fifth layers of the LeNet-5
model, which have 120 and 84 neurons, respectively, we select
one or two or three neurons as authorization neurons. 4) As
shown in the Table VII, “AZ neurons” means the “passwords”
and “4:29:0.7” refers to that EdgePro selects the 29th neuron
in the 4th layer as the authorization neuron, and the locking
value size is v = 0.7. “RE neurons” refers to the adversary
finding the neurons that can crack the EdgePro. We set a running
time for the reverse engineering attack. When the time exceeds
48 hours (172,800.00 seconds), the attack will terminate with
a “Timeout”. We record the passwords obtained by reverse
engineering, and the model accuracy acc;?,, where the model
is authorized by the password obtained through reverse engi-
neering. 5) We set up two scenarios for the adversary based on
the adversary’s knowledge. “All” means the adversary not only
knows the EdgePro, but also knows which layer the authorization
neurons are in. “Half” means the adversary knows the EdgePro
method, but does not know the location of the authorization
neurons. We assume that in both scenarios, the adversary knows
the scale factors v of EdgePro. 6) For authorized models, the
attacker performs model extraction based on MAZE [56]. Then,
we implement two protection strategies, including only EdgePro
protection, and both EdgePro and GONE [58] (a protection
method by adding noise to the output layer). The classification
accuracy of the extracted model is recorded as accs?, as shown
in Table VIII.

Results and Analysis: We conclude that EdgePro effectively
protects deep models against existing reverse engineering at-
tacks [56], [57]. For instance, in Table VI, the functions of
the target model are completely extracted, i.e., the extracted
model realizes 100% classification accuracy. When the target
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model is protected by EdgePro, the model extracted by the
attacker is invalid, i.e., the classification result is close to random
guessing (accerr <10%). Therefore, instead of directly using
well-known model extraction attacks, we designed reverse en-
gineering specifically for EdgePro to infer passwords.

Table VII shows the password inference results and attack
time cost in each scenario. When the number of authorization
neurons is one, that is approximately 0.5% of the total neurons,
the adversary may crack EdgePro. The adversary just needs
to find the neuron that has a similar effect as the authoriza-
tion neuron rather than infer the exact authorization neuron,
e.g., in Table VII acc;$, reaches 97.90% when “passwords”
are “4:1:0.5”. When we increase the number of authorization
neurons to two or three, the time cost increases drastically and
even exceeds the set time (172,800 s). This reflects that the
robustness of EdgePro increases significantly as the number of
neurons increases, e.g., when the number of authorized neurons
goes from 1 to 2, the average time of reverse engineering attacks
increases by 45.6 times.

When the attacker reverses part of the authorization neurons,
it still cannot destroy the protection ability of EdgePro. For
instance, in Table VII, when the number of authorization neu-
rons reaches three, reverse engineering requires a lot of time
for inference. Under time constraints, “AZ neurons” and “RE
neurons” are more different as the number of authorization
neurons increases, which leads to invalid authorization using
the reverse-derived password. For a model with a large number
of authorization neurons, cracking EdgePro costs far more than
training a model from scratch. In addition, in the real scene,
the adversary also needs to reverse the scale factor v of each
layer, which will further increase the cost of cracking EdgePro.
Compare with both scenarios, “All” and “Half”, EdgePro always
protects the model.

For authorized models, increasing the number of authorized
neurons cannot perform effective protection. Therefore, we plan
to add noise to the output layer for stronger protection. Ta-
ble VIII shows the protection results of combining EdgePro and
GONE [58]. Their protective abilities stack and do not conflict.
For instance, when the number of authorized neurons is three,
EdgePro effectively prevents model extraction when the model
is unauthorized (acc;;, ~10%). When the model is authorized,
GONE plays a protective role (acctt*=11.85%).

3) Model Pruning Attack: We evaluate the robustness of
EdgePro under model pruning attack [59] which is specially
designed for EdgePro.

Implementation Details: 1) We consider three basic met-
rics for model pruning: Average Activation (AvgAct), Grad-
CAM [60], and Layer-wise Relevance Propagation (LRP) [61].
Those metrics can measure the importance of neurons. 2) We
use 10% of the test data to stimulate the EdgePro-trained model
(where p=5, V=(0, 1)) and record the three metrics of each
neuron in the model and order by metrics. Then we iteratively
prune the neurons of the model according to the ascending order.
Finally, we feed the remaining data to the model to compute
accpy. 3) In Table IX, we adapt different pruning rates, where
“accp,-P10%” represents the acc,,, after 10% of the neurons
are pruned. We use acc,,,, as a measure of robustness. The lower
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TABLE VII
EVALUATING THE ROBUSTNESS OF EDGEPRO UNDER REVERSE ENGINEERING ATTACK BY acc)$,, AND TIME

Datasets & Models AZ neurons accnq, accn] Knowledge RE neurons accy$, Time(s)
All 3105 97.90% 16.32
. . ¥ v

#:29:0.7 10.70% | 99.18% |\ —pqr 1206 98.10% 28.50

. . (%7
e0a 002% | 9925 ATl 57601 08.63%  1,053.64
MNIST & LeNeLs Half 576:0.1 0839%  1,666.22
2907157602 r020n | 99487 All 429:0.7+5:76:0.7 96.25%  48,065.76
29:0.745:76:0. 20% | 99.48% Half 429:0.745.76:0.7 9620%  80.748.32
PP —— All 379:0.645:76:03+5:3803  11.45%  172.800.00
4:29:0.7+5:76:0.245:38:0.5 | 10.40% | 99.15% Half 329:0.545.76:05+531:05  10.60%  172.800.00

“AZ neurons” means the “passwords” and “4:29:0.7” refers to that EdgePro selects the 29th neuron in the 4th layer as the authorization neuron, and the locking value size is
V =0.7. “RE Neurons” refers to the adversary finding the neurons that can crack the edgepro.

TABLE VIII
EXPERIMENTAL RESULTS OF IMPLEMENTING DIFFERENT DEFENSE STRATEGIES
FOR THE LENET-5 MODEL ON THE MNIST DATASET

e ext

Datasets & Models AZ neurons Protection accr$, accyy
o. . EdgePro 96.25%  94.35%
MNIST & LeNet-5 4:29:0.745:76:0.2 EdgePro+GONE  96.65%  12.60%
4:29:0.7+5:76:0.2 EdgePro 11.45%  96.10%
+5:38:0.5 EdgePro+GONE  11.90% 11.85%

the accy, of the pruned model, the more robust the EdgePro
is. Note that an excessively high pruning rate will also cause a
drop in accuracy, leading to the false impression of EdgePro
protection. Therefore, we perform fine-tuning after pruning
based on previous work [59].

Results and Analysis: Table IX shows the results of EdgePro
on four datasets. Generally, the pruning rate does not exceed
20%. In this case, the accy,,-P are all very low in Table IX,
which indicates that the pruning can not crack EdgePro. For
instance, when the pruning rate is less than 20%, the average
accy, value is 9.85% on all datasets, which is about é of acc,,
making the model unusable. As the pruning rate increases, Edge-
Pro still effectively performs property protection on CIFAR-10,
CIFAR-100, and Tiny-ImageNet datasets. For instance, when
the pruning rate is 100%, the average acc,,, value is 13.12%
on the three datasets, which is about % of accy;. This shows
that the authorization neurons in the model are concealed. The
adversary cannot detect authorization neurons by stimulating
neurons, and also cannot obtain the property to use the model
by pruning the authorization neurons. However, on the MNIST
dataset, as the pruning rate increases, the acc,, value also
increases. We speculate that because the LeNet-5 model has
few weights, the fine-tuning operation after pruning is close
to retraining a new model. Similar to the experimental results
of model fine-tuning attack, EdgePro shows stronger robust-
ness on complex datasets (such as CIFAR-10, CIFAR-100, and
Tiny-ImageNet) and large models (such as ResNet-18, VGG-19,
and DenseNet-121). This is because large models have more
authorization neurons. Comparing the three pruning metrics,
none of them can break EdgePro. This reflects our selection of
authorization neurons is sufficient, EdgePro is resistant to model
pruning attacks.

E. EdgePro Case Study on Graph Dataset

The deep learning models deployed on edge devices are
diverse, and there are not only for image tasks. In this section, we

discuss the generality of EdgePro, e.g., whether EdgePro has a
protection effect on node classification tasks. Since graph-level
anomaly detection has been a promising means in many different
domains [62], [63], such as transportation, energy, and factory,
itis necessary to protect graph neural network (GNN) [64], [65]
on edge devices.

Implementation Details: Specifically, we select a small graph
dataset Cora and a large graph dataset PubMed.

1) Cora [66]° consists of 2,708 scientific publications clas-
sified into one of seven classes. The citation network
consists of 5,429 links. Each publication in the dataset
is described by a 0/1-valued word vector indicating the
absence/presence of the corresponding word from the
dictionary. The dictionary consists of 1,433 unique words.
PubMed [671° consists of 19,717 scientific publications
from PubMed database pertaining to diabetes classified
into one of three classes. The citation network consists of
44,338 links. Each publication in the dataset is described
by a weighted word vector from a dictionary which con-
sists of 500 unique words.

For each dataset, we use three models, GCN [68], SGC [65]
and GAT [69] to train. The learning rates are all 0.01, and a total
of 100 epochs are trained. For GCN model, hyperparameters
are chosen as follows: 0.5 (dropout rate of first and last layer),
5x 107* (L2 regularization at first layer) and 128 (number of
units for each hidden layer). The SGC model and the GCN model
keep the same hyperparameter settings. For a two-layer GAT
model, the first layer consists of 8 attention heads computing
8 features each. The second layer is used for classification: a
single attention head that computes 128 features, followed by
ReLU activation. For the “passwords” in GNN, we randomly
select 10% of neurons as authorization neurons, set the locking
value to any number between 0 and 1, and set the scale factor to
any number between 0.5 and 2.

Results and Analysis: Table X shows the results on two
datasets. As we expected, EdgePro also has a protection effect on
graph datasets, and the accuracy of the model when unauthorized
tends to be close to random guessing. For example, on the Cora
dataset of GAT model, the acc,,; is 5.7 times larger than accy,,.
This shows that EdgePro is general and competent for different
task scenarios.

2)

SCora can be downloaded at hrtp://www.cs.umd.edu/ sen/lbc-proj/LBC.html
SPubMed can be downloaded at https://lings-data.soe.ucsc.edu/public/
Pubmed-Diabetes.tgz
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TABLE IX
EVALUATING THE ROBUSTNESS OF EDGEPRO AGAINST MODEL PRUNING ATTACK UNDER DIFFERENT PRUNING RATES, MEASURED BY accy,,,, WHERE

aCCpq-P10% REPRESENTS THE accy,,, AFTER PRUNING 10% NEURONS
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Datasets & Metrics ace ace ACCpy-  ACCpy-  GCCpy-  ACCpy-  ACCpy-  QCCpy~  ACCpy-  GCCpy=  ACCpy~  ACCpy-
Models o ol P10% P20% P30% P40% P50% P60% P70% P80% PI0% P100%
MNIST & AvgAct 13.64% 23.50% 43.55% 56.21% 60.43% 62.34% 88.52% 97.27% 97.27% 97.89%
LeNet-5 GradCAM | 11.10% 97.90% | 9.65% 10.53% 13.44% 15.22% 35.69% 46.27% 82.45% 95.82% 97.40% 97.72%
LRP 11.25% 15.66% 22.43% 38.54% 46.95% 56.05% 77.14% 93.41% 95.51% 97.93%
CIFAR-10 & AvgAct 16.32% 22.03% 22.14% 22.14% 22.36% 22.53% 23.12% 24.50% 24.73% 26.44%
ResNet-18 GradCAM | 9.50% 87.61% | 16.10% 21.60% 21.60% 21.35% 21.62% 20.00% 22.17% 23.73% 24.12% 26.87%
LRP 13.24% 14.11% 1535% 1648% 17.76% 18.17% 19.38% 22.12% 24.53% 26.69%
CIFAR-100 & AvgAct 244% 497% 4.15% 3.82% 4.61% 2.63% 349% 441% 5.03% 4.95%
VGG-19 GradCAM | 1.00% 73.77% | 135% 136% 136% 139% 144% 147% 2.15% 2.96% 3.84% 4.93%
LRP 4.66% 6.73% 547% 589% 5.89% 598% 546% 6.12% 621% 4.89%
Tiny-ImageNet & AvgAct 322% 6.45% 5.36% 527% 628% 250% 4.61% 71.53% 7.55% 1.72%
DenseNet-121 GradCAM | 0.35% 55.10% | 2.63% 3.62% 3.56% 3.74% 3.79% 3.80% 4.01% 498% 554% 17.81%
LRP 325% 8.00% 731% 7.67% 7.71% 680% 7.69% 71.72% 71.75% 7.82%

TABLE X using a batch of data as input, and ranks the neurons

EVALUATING THE EDGEPRO ON TWO GRAPH DATASETS: CORA AND PUBMED . .
according to the number of times.

Cora PubMed o Weight Value Ranking (WVR): In each layer, WVR counts

Model | Normal  EdgePro | Model | Normal _ EdgePro the cumulative weight values of each neuron connection,

GON | 83.40% 83.00% GON | 84.20% 84.00% and then sorts the cqmulative weight. values in descending

(14.40%) (29.80%) order as the neuron importance ranking.

SGC 80.60% (?288;2) SGC 83.60% (giéggj) i Grad-CAM Ranklng (GCR) We des1gn the Grad-CAM

: : ranking (GCR), using the Grad-CAM technique to rank

GAT | 89.00% (?Zggz) GAT | 83.20% (2(2)1822) neurons in the convolutional layers. Grad-CAM does not

The values without and with brackets in the table represent acc,, and acc,,,.

F. Effect of Authorization Neuron Selection on EdgePro

EdgePro guarantees unpredictability by randomly selecting
authorization neurons. In this section, we discuss the effect of
different selection strategies rather than random selection on
EdgePro.

Implementation Details: 1) According to the works [70], [71],
we use several indicators to describe the importance of a neuron,
including its activation value, activation frequency, weight value,
Grad-CAM [60], and LRP [61]. 2) We use 10% of the test data to
stimulate the neurons in the pre-trained model, and then rank the
neurons according to different indicators. Our intuition is that
the change of low importance neurons has less impact on the
performance of the model, and is more suitable to be selected as
authorization neurons. Therefore, after ranking the neurons, we
give these neurons corresponding weights, and perform selection
according to their weights. The neurons with lower importance
will be given greater weight, which means that the probability
of being selected is higher. 3) We take random neuron ranking
(RNR) selection as the baseline, and design five neuron ranking
selection strategies. The training parameters for each strategy
are the same as in Section V-B. The details of five strategies are
as follows:

® Activation Value Ranking (AVR): AVR counts the cumula-

tive activation value of each neuron using a batch of data,
and ranks the neurons by the cumulative activation values.

e Activation Frequency Ranking (AFR): AFR counts the

times that neurons are activated (activation value o > 0)

rank the neurons in linear layers. Therefore we rank them
in a random manner.

® Layer-wise relevance propagation Ranking (LRPR): LRPR

distributes the output correlation backward through the pre-
trained model, and determines the contribution ranking of
neurons to classification.

Results and Analysis: Table XI shows the results of different
ranking strategies. Comparing the six ranking strategies, they
all show good model protection with slight differences, for
example, on the CIFAR-100 dataset, acc,; average reaches
72.99% (£0.45%) between different strategies. All six different
strategies have the effect of protecting models. This means that
the selection of authorization neurons does not depend on spe-
cific selection strategies, because the model can adapt to a small
number of authorization neurons through training. Therefore, it
is appropriate to randomly select authorization neurons, which
can fully ensure the unpredictability of EdgePro.

G. Analysis of Parameter Sensitivity

1) The Effect of Authorization Neuron Ratio: We provide an
analysis of the effect about authorization neuron numbers by
comparing model accuracy (both acc,; and acc,,,) and training
time cost.

Implementation Details: 1) We conduct experiments on the
LeNet-5 model using 50,000 training data and 10,000 test data
on the MNIST dataset and the ResNet-18 model using 50,000
training data and 10,000 test data on the CIFAR-10 dataset. 2) We
divide 6 different values: p={5, 10, 20, 30,40, 50}. We record
the accy; and accy,, of EdgePro after running 20 epochs and
compute the average training time in 1 epoch. Finally, we record
the testing time.
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TABLE XI
EVALUATION RESULTS OF EDGEPRO ON DIFFERENT RANKING STRATEGIES, L.E., RNR, AVR, AFR, WVR, GCR, LRPR

Method
Dataset Model RNR AVR AFR WVR GCR LRPR
9920%  99.60%  98.77% _ 99.64%  9891%  99.11%
MNIST LeNet-3 (1001%)  (10.70%) (9.80%)  (10.51%) (11.30%) (12.16%)
§7.10%  S7.01%  S744%  8697%  86.72%  S7.00%
CIFAR-10 ResNet-I8 | 11719y (820%)  (1031%) (1147%) (9.22%)  (9.27%)
3520  T344%  T281%  T3.03%  T249%  T2.60%
CIFAR-100 VGG-19 1 1 00%)  0.69%)  (1.27%)  (093%)  (133%)  (1.03%)
T oot | DemeNer1a | 3510%  55.10%  5485%  55.23%  55.07%  54.59%
y-Imag 035%)  (041%)  (040%)  (038%)  (0.50%)  (0.38%)

The values without and with brackets in the table represent acc,; and acc,,,.
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Fig. 4. Results of accuracy and time cost under different numbers of autho-
rization neurons on MNIST and CIFAR-10.

Results and Analysis: Fig. 4 shows the results. As the autho-
rization neuron ratio p increases, the training cost of EdgePro
also increases. For instance, in Fig. 4(b) compared with p = 10,
when p = 50, not only does acc,; drop by 13.8%, but the
training time per epoch is also increased by 3.6 times. And
in simple models, such as LeNet-5, the impact of p on the
accuracy is not obvious. In fact, p = 5 is also sufficient for
the VGG-19 model with 50,782 neurons. Therefore, it does not
require many authorization neurons to achieve the protection
purpose. However, in consideration of the robustness against the
reverse engineering attack, the neurons should not be too few,
e.g., 1 or 2 neurons are shown to be vulnerable in Section V-D.

Takeaways. It would be beneficial to enhance the model
encryption while ensuring we do not compromise on time ef-
ficiency. Thus, we recommend 10% of the neurons for models
in comprehensive consideration of effectiveness, efficiency, and
robustness.

. accy

100 100 W acChy
80 80
< 60 < 60
8 8
< <
40 40
20 20 I
, Him , Hm HH
0.1) (2.4) “8)  (8.16) 0.1) 1.2) (z 4) (4 8)  (8.16)
v
(a) MNIST (b) CIFAR-10
Fig. 5. Results of accuracy under different locking value sizes on LeNet-5 of

MNIST and ResNet-18 of CIFAR-10.

2) The Effect of Locking Value: We provide an analysis of
the effect of locking value range ) and perform the experiments
on the LeNet-5 of MNIST and the ResNet-18 of CIFAR-10.

Implementation Details: 1) We divide five locking value
ranges: V={(0,1), (1,2),(2,4), (4,8),(8,16)}. In each exper-
iment, lock values will be randomly selected from the range.
2) We record the acc,,; and accy,, of EdgePro after running 20
epochs.

Results and Analysis: Fig. 5 shows the acc,; and accy,, of
EdgePro-trained model under different locking value ranges
V. As V increases, the accy,; values demonstrate a decreasing
trend. When V = (8, 16), accy, is reduced by 16.3% compared
with V = (0, 1). Since EdgePro randomly selects authorization
neurons, it may select some neurons that are irrelevant to the
classification task. When the lock values of these irrelevant
neurons are too large, the classification accuracy of the model
will be affected, resulting in the reduction of acc,,;. Meanwhile,
too large locking values will also lead to excessive learning of the
characteristics of authorization neurons during model training,
resulting in the easy discovery of authorization neurons.

Takeaways. We consider V=(0, 1) or V=(1, 2) to be appropri-
ate, at this time authorization neurons not only has little impact
on model performance, but also are concealment.

3) The Effect of Scale Factor: We also provide an analysis of
the effect of scale factors v by comparing the acc,,; and acc,,,.

Implementation Details: 1) We choose MNIST with LeNet-5
and CIFAR-10 with ResNet-18 for experiments. In view of
the complex structure of ResNet, we multiply the output of
each block by the scale factors instead of the output of each
layer. 2) We divide five scale factor ranges of different sizes:
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Fig.6. Results of accuracy under different scale factors on LeNet-5 of MNIST

and ResNet-18 of CIFAR-10.

TABLE XII
RESULTS OF SETTING THE SCALE FACTOR IN DIFFERENT POSITIONS OF
RESNET-18 MODEL ON CIFAR-10 DATASET, MEASURED BY a.CCpq, AND acCCpy

Position of scale factor settings

D?\E[‘{:)s;gs& none output layer random block each block
acc acc acc acc acc acc acc acc
Cg::ﬁ;_?f‘l&&% 86.40%|14.53% 87.36%|12.57% 86.91% |12.61% 78.43%

~v € {(0,0.5),(0.5,1),(1,2),(2,4), (4,8)}. As with the proce-
dure for determining the locking value, we will also randomly
select the scale factors from a range before starting the lock
training. 3) To verify the necessity of the scale factor, we record
the results of setting scale factors at different positions, including
four aspects, i.e., not setting the scale factor, only setting the scale
factor in the output layer, setting the scale factor for each block,
setting the scale factor to a randomly selected block.

Results and Analysis: Fig. 6 shows the acc,,; and acc,,, of
EdgePro. It can be observed that inappropriate scale factors will
affect the performance of the model. For instance, on the MNIST
dataset, both v €(0, 0.5) and v €(2, 4) will make the model
unusable. They scale the activation of neurons to an abnormal
degree, resulting in the model can not be trained. Additionally,
compared with LeNet-5 scaling all layer outputs, only scaling
block outputs in ResNet-18 will increase the tolerance of the
model for scale factors. This reflects that EdgePro does not need
to add scale factors to all layers of the model. It is sufficient to se-
lect some layers to add scale factors in a complex model. Adding
scale factors in too many layers will affect the performance of
the model. Therefore, for complex models, e.g., ResNet and
DenseNet based models, EdgePro can add scale factors after
each block instead of each layer.

Additionally, EdgePro’s protection is not sensitive to the
position of the scale factor setting. Even if the scale factor is not
set, EdgePro still performs protection. For instance, in Table XII,
after setting the scale factor at different positions, the mean value
of accyy, 18 13.24%, and its variance is 1.25E-04. When the scale
factor is none, the acc,, value is 13.63%. We speculate that
protection without the scale factor is equivalent to that with a
scaling factor of 1.

Takeaways. We consider scale factor v € (0.5,2) to be ap-
propriate. Because our observation from Fig. 6 indicates that
accuracy results are optimized when within the appropriate
range (i.e., v € (0.5,2)).
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VI. FUTURE WORKS AND DISCUSSIONS

In this section, we will discuss the future work of EdgePro.
Theoretically, as long as there are neurons in the model, EdgePro
ensures the security of the model through authorization at the
neuron level. In the experiments, we have explored and proved
the effectiveness of EdgePro in image classification and node
classification tasks. In the future, it would be interesting to
extend EdgePro to more tasks, e.g., semantic segmentation, ob-
ject detection/tracking, and text classification tasks. In addition,
generative adversarial networks also is one of our objectives.

EdgePro provides a light-weight encryption method for deep
models, but how to effectively protect the “password” is still a
security issue. Once the “password” is obtained by an attacker,
EdgePro will lose its ability to protect deep models. Thus, we
consider using classical password encryption algorithms [72] to
convert these plaintext passwords into ciphertext passwords in
the future. Only when the model processes the input data, the
ciphertext is temporarily decrypted to plaintext to ensure that
the model works properly. If an attacker obtains the ciphertext
passwords, it will not compromise EdgePro’s protection ability.

VII. CONCLUSION

We introduce a new protection method to the models on
the edge devices, which is named EdgePro. Different from the
existing methods, we embed the specific markers into part of
the model neurons for the purpose of being light-weight. Only
when the specific authorization neurons are locked to the locking
values, the EdgePro-trained model can work correctly. EdgePro
replaces the encryption and storage of the entire model with the
information of authorization neurons. Our experiments show
that the EdgePro is effective, light-weight, and robust against
adaptive attacks including fine-tuning, reverse engineering and
model pruning. Note that EdgePro can protect not only deep
models running on edge devices, but also deep models on cloud
servers. However, one of the main contributions of EdgePro is
to protect deep models under limited computing resources and
time costs. Thus, we mainly consider edge computing scenarios.
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