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Abstract: In the era of big data, breakthroughs in theories and technologies of deep learning, reinforcement learning, and distributed

learning have provided strong support for machine learning at the data and the algorithm level, as well as have promoted the development
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of scale and industrialization of machine learning. However, though machine learning models have excellent performance in many real-
world applications, they still suffer many security and privacy threats at the data, model, and application levels, which could be characterized
by diversity, concealment, and dynamic evolution. The security and privacy issues of machine learning have attracted extensive attention
from academia and industry. A large number of researchers have conducted in-depth research on the security and privacy issues of models
from the perspective of attack and defense, and proposed a series of attack and defense methods. In this survey, we review the security and
privacy issues of machine learning, systematically and scientifically summarize existing research work, and clarify the advantages and
disadvantages of current research. Finally, we explore the current challenges and future research directions of machine learning model
security and privacy research, aiming to provide guidance for follow-up researchers to further promote the development and application of
machine learning model security and privacy research.

Key words: machine learning; poisoning attack; adversarial example; model privacy; artificial intelligence security
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Fig.1 A stop sign and its backdoored versions using, from left to right, a sticker with a yellow square, a bomb and
a flower as backdoors
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Fig.2 An example of adversarial attack
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Fig.3 Adversarial example crafting framework
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FTF A AR Baluja 25 NS B Bk 863 4% (Adversarial Transformation Network, ATN) ‘& &%
AT AT 0 N E AR 4 A I 45 7 A 8 40 SR B RE A9, [0 B 55 Ji et i N AR I s IO 8% i H T Pt e 71> . Song
2 N9 H B T 4 2B 5 ) (Conditional Generative Models) IR FTREF] Az il 7 9%, 2 3 B AR 2 o S i
WIGRARE B 73 228 A B BT 2% (AC-GAND LU B8 A A 1) S At 40 AT 1HEAT R ABE, SR U DA B AR 00y 5% R E A2 1
A BB TE S ) A AR B AR R R O R BB T A U RS PR AN, Xiao &5 AP0 H —Fh
T GAN (Generative Adversarial Network) PXFHUREG] A2 557775 AdvGAN, H AR s T 72 AE X i 8, %
28 A TR O AR IR X FURE 191 2 TS 5 0 b, A R 0 48 — ELI 5 52 S8, il v LA R0 A AT AR AR 28 Rl B sh i
ENERE S oS RER Ty Rl

X Pt T .Brown 5 ANBUGTE T B 06 Zi 2 N BRAS BT 8858 (13X — PRI, S Xt Hish T (Adversarial
Patch) AE B A8 M BMEAT A A AT LR R B4R ) s 8 2800 Liu 58 AB2$2HH PS-GANK GAN FlI
Grad-CAMB3IZE & BT HUAh T I 2 b 25, LA ZR— Fh BE A 5 48 R IR AH S A SR BUk 7 I AR T ThysBH&E N &
T EARKI R S8 T — PO PR T AR B, I B RPN T AR08 7E 31 ST S b A EE S SR

HoAth. Xiao S5 AT R H T 38 i 2 $ul 3 e SR 2B sk FUAE AR, RIE I SO JR A8 R A HP AR 3R A 0 B R AE AR
XTHUREAG. BLOR A% 7 IR AE AR G RO SRR AR AR AN F8 5 i A EHER = B BRI Lp BE B9, (2 M IR SR B -
T AR 75 T S, FLTE RS 2 Ak A X 0k 7 g A DU HE ke DR T S FRATT AT BAA Y — AN B 4
WL, RIFI A L2 FE S 1E N B 4R MBS 0 PiRe 4] B ARV B B A A A N IR B8 SZ B Su. 55 A DO H B AR 38 1K
o, BlE e A O — AME & S SR AT 45 2 H 4

Az o
=1 E
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B classified as turtle [l classified as rifle [ classified as other

Fig.4 Different random poses of a 3D-printed turtle perturbed by EOT are classified
B4 BN BOT A2 3D 1 BN (AN [R] BEHL 48 3432t 4T 73 207

Yo SR SEBR BT KB IR FURE A CE LS S A0 1 T A IR, DR DR B 2 32 AR AR RILE A | AT
I8 12 % At ) R T Klurakin: 55 N BV IWE I8 1 0B G 5 (9 SE R ety U7 i, 06 18 8 1 I8 1L 4R A Sk SERBR AR R 48 X
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FEAT KR, Athaly 55 ACTIH R 5E T (L Bl @47 7 B IR AR 70,4807 7 2D, 3D A4 s ik 7t
3D 3K =P EREE TR IO AT A 1) AR B VAR RO R, IR R I T RETE &R T R A AL S 3D
WA AZTIE S — Pl FH (X PURE A A2 T T —— R e EE B vk (Expectation Over Transformation, EOT) i
T EARAL IS AR A R T HEREAT B A2 T VE A BT PURE AR TE BN . Bed% . 4. DIR AR T AR I
HUAR 9 ) 4% P Eykholt £ AP T —Fhid H F X0 B9k RP, (Robust Physical Perturbations) ,HASH5AEA
5] P B 2 A T P AR R X B R B,

3212 BEWE

FH T 7E BB (1) SR 0 5 FH Ah FRAT 138 3 TV R O B () 484 . 30515 2, R AR ER S AL (1 i N\ A0 i e,
[R] S 7E 3% Fofrdy 5 v, B8 5 BBk T R A e P R B0 SIS R s B ) S 1 SR (A [R]L B i SR G e s
BRI TIER VR 7 E09-030 T RA BEAG THI 5 vEL04-07] BT e 3 B U 7 VA O8RS T SRAE 1 7 V101,

FHTFIEBER T E A 7R PR BG TR (Transferability) 5O RG-S H AR R AR Bl 1) % 4t
FEARFRE A ] A ik H A B AN E S DUAFYIZRE NS B R B AS R e B & B, G E ] DA S
o H AR TR [ 3 R A S AR s 45 LIl ZR B ORI B AR T AR X B O R AR TR AR B 6 PR A I
P FH G B 0 B R 1) B B AR TR A Ty TEE SR I SR B (15 00 T B 3 n] DARE T AR R 2K U ) R ARR
M BB B O & R FTHR 28, I & B Rl 28 AR R DL ol B b5 B &8 85 F H B & 25tk
D7 B ARASE B A O ORE AR, IR AR BB SRR A 6T B AR A AL AT B ST B Bl OV AR T, 1K P 5 v R
UEIE TR A 22 e vE I O 58 (9 n MINIST) {HL 1 R A 0F FUAE BB T LAY 2 1) CIFAR X ImageNet %5
B B 42 B J5 Papernot 25 N0 H B /K i Hi% (Reservoir Sampling) #2881 1 &AM B f I 255502  Tlyas
SN AR ECE PR AN top-k S M2 R L5 H FE A SIS Sl B 25 55 2% 11 B ™ s 1) 1R 100 0 5 ARS8 5
i P VEHEAT 7 2, Shi S8 NSHE ) Curls&Whey BUli UM ZFEME . T PE. M K NE 5 gk — 2001k T
HT B AR ) Bk Uy .

BT EE Chen 25 N4 B T F ML AL AT BR 243 5L ZOO Sk EHAh 1T H briR 2 ) A
TY 80 B DAZE O PURE 9. S2 B0 45 SRR I 200 Wk kR M TR T ERBE NN B SR EHHE A 588
% C&W Uk A 24 AR, X Foft )32 75 B8 2 1) 0 340 (8 FLAROS T B AR R S0 (A 28 i % B BB D
(AL W TG v 87 P T A58 2 25 96 IR B R BSOASE B AN 4t A3 b 2 () 1R 00 At X S B 04 B0 PR ) 1% U, Bhagoji 55 A
(6511 FH B8 HLAFAE 7340 (Random Feature Grouping) F1ZE 4> 081 (PCA) HiF /b A2 sx HUkE 451 BT 75 110 2 1 A5
BRI X Tyas 58 NV IR FES6 08 (Gradient Priors) 5 Z R HLILML (Bandit Optimization) HIEL A K /lRix
— AP Tu 25 N5 AutoZOOM HEZE, EZEAFEFE AL 1) N 1 P A SRS 2596 BRI 2% 3082 1Y) 1 3 1 B
BUBE BE Al T SR 0, 70 20 T3 B0k R I AR AR e a2 26 U1 2k ) B 4T 4% (Autoencoder) BROW 4k 1 1 4
AR ZHELL R T ZOO Mrli Sk I AT 7 24 457 Mook RCR AN AR B4 0 T ORIk B 75 458 2 25 1 U8

BT PSR BB J7 v AT EL S AL A 2% SIHH O R F HR, B AR 2D BB SR AT R A (1 TR . T B A AR
UMY 25 H 28 AR 25 (115 L, Brendel 558 N8I i S Bt (Boundary Attack) 092, H 32 BB AR W1 46 40 1) 1
A5 B 75 T ) DR U R A I B R B R SR S IR SR A B AR B 5 SR AR AN Ol O PR AR S B T AT
FEVE I B A b, B A BRSSO R S R R i (R T B R B A B AR RS B R
TSt ATL A TGS T Y11 555 B A 5 VAT AR AR LT, 1 B T R 5 1 e T HL A S8 2R 1y B e XAk B DA 4

BT REERFEEAE Nyas 55 N H B0 51k N T 33 R 2 V213 2K 0 B2 00 000 1o P2 A5 2 8R4 A
VRS LA T SR T, R T 50 23 45 0 TN 6% 14D N o 50 A ST 1), R 1 2R 12 4K S ( Natural Evolution Strategy,
NES) #EATHABEAL v A8 7T 509 1 Ui — BB, Li 8 NS A 2931 NES A 3X1E 8 B b iR, 9 DUIEH i
ANFEA it 1)L, — ball b 5g SCHIME 25 2 73 A K~ 1 452 2% b0 B T SR 5 48 31— N0 AR AN 1 70 A I8 40 A
2530 P RAE AR AR W] B8 30 X HURE 1% 7 VEAS B T8 52 Ay o, DRI 1 e A 2 52 BV i 42 09 2% AP0
PE RS,
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Task: Sentiment Analysis. Classifier: CNN. Original label: 99.8% Negative. Adversarial label: 81.0% Positive.

Text: | love these awiul awf ul 80's summer camp movies. The best part about "Party Camp" is the fact that it literally
literaly has re No plot. The eliches clichs here are limitless: the nerds vs. the jocks, the secret camera in the girls locker
room, the hikers happening upon a nudist colony, the contest at the conclusion, the secretly horny camp administrators,
and the embarrassingly embarrassingly feelish foOlish sexual innuendo littered throughout. This movie will make you
laugh, but never intentionally. | repeat, never.

Task: Sentiment Analysis. Classifier: Amazon AWS. Original label: 100% Negative. Adversarial label: 89% Positive.

Text: | watched this movie recently mainly because | am a Huge fan of Jodie Foster's. | saw this movie was made right
between her 2 Oscar award winning performances, so my expectations were fairly high. Yrfertunately UnfOrtunately, |
thought the movie was terrible terrib1e and I'm still left wondering how she was ever persuaded to make this movie. The
script is really weak wea k.

Task: Toxic Content Detection. Classifier: LSTM. Original label: 96.7% Toxic. Adversarial label: 83.5% Non-toxic.

Text: hello how are you? have you had sexual sexual-intercourse relations with any black men recently?

Task: Toxic Content Detection. Classifier: Perspective. Original label: 92% Toxic. Adversarial label: 78% Non-toxic.

Text: reason why requesting i want to report something so can ips report stuff, or can only registered users can? if only
registered users can, then i 'll request an account and it 's just not fair that i cannot edit because of this anon block shit
shti ¢'mon, fueking fuckimg hkell helled.

Fig.5 Adversarial examples for text classification

SR & NS ERER R

H SRS 5 A3 A0k (1 0 7t Bt A i 7R AN o508 SR TR SCH R 100 T A 1o 2 0 2t 3038 40 A B T T LA
A, B ARTE S AL ER AT O B AR DA JULASME A8 S, F T SR B A2 B, DR o P A R R R
B A BTV FEAS B B3 L T SO IR B G P Bl NI HE LSR5 (A5 28 A R /N AR A (R 6 T SCAR X
L, N IR TR 2% 5 258 BN P sl A5 4, 5 45 7 75 8 4] 2 77 2B T A% PRl BB VA AN IE R I A) 1, IR Bl g4
O] AT S A, 0 SR R AR A 1 TR R N B iR B B i i 2 A A B S I SO RHE,
A2 X BURE B T B A2 TE R 7 8 B A1 U0 A R, Y 2 A S0 AN [F I AR TE A BRAT 45 R AT X BT
Yoi AR RGN, PLESEI T2 ST A T3, A BTG I 742

H &I Papernot 25 A0V e AR 72 SCAS 7 Bl 6 BUREAS 1) 1) B, B2 HE 7 — PR T TSMA Sy AR
ST S A AR BT R, B B T 36 A2 R 4% (RNND .Ebrahimi 28 NU73E HL T —Fh LT BR AL B9 B Bont4i S
A R JT%: HotFlip, F7E B J5 (1 TAE Hol P i 225 [ W USLiZ 7 VA BB /E one-hot R AL FH B S A4
Ko 3B 3k 2 AT R SO B 4 Liang 25 AP1ET FGSM HvA 1) JBAR, 32 W A B SR B 1A iB X
A3 st IR RE FE R B B A EE BTN I BRAME s AE R XM R I sh S R R AN
T, K . Samanta 58 ANBORIX AN LA AR B sh A, 700 B 46/ 0 1) B3 gk A7 B o) DA ASE J5 S IR 8V 4 4 DR 5 OF
i.Gong £ \BFETF FGSM F1 Deepfool 8 AE 5T 1] 1] 5 (Word Embedding ) #E 47 Yt h, 4R Ji 4 F 17 #% I 85 (Word
Mover Distance, WMD)$ Bl iz 4117 15 3F 47 & . Lei 58 NBZHIERD T F T~ 30 AR 43 S 10 00 255 o 1) (B 48 HH 22
AR LT DL A Aol S A A

B Jia AT POE BB A T & RS H B MUE R EBVE R BRI E L. iuER
J7 B TR e N 2 e UAR B VE TRE SCRI ) R ) S E 2 R 1) B R 4. Wang 55 NSl O o B =
AIF AT BRBGH T T Jia B AN TAE Y& T 28 il 8 & 1 0 A) 7 R R 4E. L S AUSIHE H —FiaE A
BT PLSCAE FRAESE TextBugger, FHA% O JEAE 5 85UB M AT R 7 v2: 3840, B A (S0 2 R RN 285 38 — i 2 5
R e 1 11 AT 8 78 AN SR A B A A ] X 23 IS 45 SR 1K) B R B, e R 9] DT ik B A s BIMICSR [ SR B S
R 2 AT Y R 4 28, TR B R AIEAS B8 1 SCAR 5 TR SO AR (138 SO AGAE — e YU R 9 S 723 T B 2 4 8)
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SR, B AR REALAZ AR AT token BEMUMNER 5 1A TEVERT IR S SR 85I . Zhao 25 NUOHEHE T2 T GAN 1)
XA S, ZFR BRI R AL TR ROV ERFEAS 1 GAN LRSS 380 785 £ % B 23 TR 1Y)
AR 5% 8 5 g /NP i N FRRRT 7 1 451 T R A R 0 R R N I R AN 4 AR X R R AR A
.

BEBAFAR AL 5 PG U, 0T BT 4 S T8 58 R 0 R AU DR S o A DA TR
A5 G, WF TN 5% 25 8 TR A A R S I — 8 I 1 A R R N ISR A S AR S N B By
FRAT LIRS RS PE SCHF GBS AT B AU I S SRS . N RIS 10 T sUOR GRS I Grossel®]
HAE 2 ISMA T RIS I X OB, R H M3 48 T Aol 1) 2 1) B A% I8 ) 1) 17 88 s [ i BB IE B 1 X L e 78
R A AT B AT AT I Kreuk 8 NBSMEECT FGSM 451 2% bR 8, A5 3 B S8 4 I FH T30 i B 0 1 8
PR A A ST U R AL SO AR RGN -5 81 3N APL A7 GANBSIAE AR 5 fh 27 STV AR AL g
RS UREAS A 75 480 7 T AR ST FUE A RS LUINZREO, AL AL AT IR [ A0 A X TR 8.

323 HIAbE

MWN x 0.001

"it is a truth

::> universally
acknowledged
that a single"

Fig.6 Illustration of targeted adversarial audios
Bl6 & [T s ] 02

ANTE T B Bl B AL 3 5, X T B B B AR AR U, AR S ) B IR B AR BB, PR 9 AR S 1
rid B JE R IFAN S B P BB AA T B A e 4 DR O RE M X AR G R R SRR IR B
FEAC R & ASE [ 4 HE R ). b T 35 TR0 28 e 7 00T S\ 35 SIEAT K B AR B, DR ok TG vk B s P 4 4t
S Tt U5 BRI T 2R RO B AL

BH& B /£ 56 B 8T 58 TAE R, Cisse S5 APSUT A 1 — ANl B HESE Houdini, F T 20y G045 1R A5 4t
FE P9 (1 58 ol A 7Y (EL 2 At AT 1K) 75 3k A S 17 A 5 SROE 52 I, I 3 ) 8 UK AL 4% AT TH 5O T SR — Bk
i, Carlini 55 NP2 H T B G375 T 56186 B2 (10 R 170 MU eky T ik, 05 s 0 A 438 e 08 IR 20 3o i L e = O
JA T SR SR SE RN T AR OT TR R %07 VR R 45 R AR R ORIl 1 AN e A R 7 U R — BOA
HASBE X ME 2 5 5 R0 R SR RS A R 55— BOE HUB s, N 2l T DeepSpeech 1 iR L.
B XA (A2 R AR R 59, JLF- AN RET T BR 1 H AR 2 A0 ) A 8 5 AR AR e A S A Tt i 7
R LB O ELREAR R S AN A B ROR U0 SR 9% 75 s FE TS 2 e s B it = e RN T
0 RR — R B, Qin A NI I M) P 7 2 4 [ A UL 5% DR AU 5 A I 4 4 TR I 14 3 85 2k B, R P T A
(Auditory Masking ) .00 B 22 JRER T 17 N BEAN AT S5 (5 MHOGH UREAS 32 15 1 6 PURE AR JE ZR R TR 114
EHEE, IR I OR AP AT 52 25 100% 10 A R 2h 2
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BB AEN A SRR 10 SR F5 2 N FH e 0ok 2 30 5 AN R T A T SR ) 2, TR O B — 0k PR
T RORTE B AR BT EEAT T FE. Taori 48 NS HY 17— Fh B T30 1% SO A0RE FE2 0 T )RR 800 Pt 5
A2y % Du 58 NPT — B L B S 1) SRR RO U A ROV, I B TR E IR s ARG
H SR T 45 22 A UK AR S8, Yuan 25 A\ P7I5E H #) Commandersong J& 2 Bty 7RI ®iE 5 IR0 R 48, H
BB E AR A 0 AURRAE DA — i N B DL SR B 7 QRN B — B AR b AR R TB0OX B AR I 1 3 1R
il ZR G RE 5 R HH O R AR B IR A ISt AT ARSI PP MR 5 28 1D 3 48 5 VR ORI 7 7.

3.2.4 BEHIELE

(] [] o target node 8§ [] Results for attacking Citeseer data
Q ]
erturbation §' %., 10
[ 0 o 1)
oy NP g 05
attacker node O s
(] (] S o dbmmmmmm e
: : s
i Train node classification model : £ E o
: @ -0.5 33
(2] =S
K. <3§
O 40/ o E

% . =
Target gets =107 . . .
misclassified Nettack Nettack-In.  Clean
graph

Fig.7 Small perturbations of the graph structure and node features lead to misclassification of the target model

K7 ISR G AE RN B T 3 H AR A (1 R 23 200

EFxt B %85 (Graph Data) BT PB4 ORI & 20 e 1 1 A 1 4 R B i 2 ) AR AR 7E PR E S
PRI 5L T ARG % o P A O R0 1A ek e o P A5 Py et 0 i 552 B B FH 37 35 b R B S22 461 B g 7 A
AP 24 R ZKCZE SR I AR T T AT O L AU TR AR AT SR B AR B O TT B I, LUK S e 0 AR A
AT 38 B 4 d 5

Ziigner 25 NPTy yout 2T @ M (Attribute Graph) FI4% G5 B4R B 46 FU M 4% ( Graph Convolution
Networks ) BT HLBCe @EATHF 78, B0k 1 B e ST 80 5 B AR 7 2. Dai 55 A\ U006t ] 46 22 ¥ 2 ( Graph
Neural Network) HEEL$&H T FA P i EALG BB B &5 N AEE e T ATtk 5
BB G I s G T AR R T A B I B S R R IR T AT R R AN
T R R P B 5. Chen 85 N U0V X ] 5 208 B0 4 Y PR Fb B0l 7 i —— 8 [ A5 93 N (Targeted Noise
Injection) F/NAEX K (Small Community Attack) . HH, 5 ] M 75 y3 N d 3o 4 N0 R0 s A 45 i Il w1 it
5 W N I SR 5RO — 28 T /N A X Bt A A A A T R AR R R — A R T B PR UK
Z A8, A I R AT g 4 S B PR S AN 1 0 2 TR (R BE &R . Bojchevski 58 N2 R AEAE DL S B8 10 4518 K 1 %) 3
TBENLFE (Random Walks) HIM %524 3] K7~ (Network Representation Learning) Hi%k X S8 1A 45 8 — A4
SUZMAL 7] . Wang 25 ADO3VER5t 6 /] 7328 (Collective Classification) X — 4% 4¢ B R 8 vk B 5 BBt @ XN
— AT B AR A 17 A DA S T AR SR L.
325 WEHEAEELE

2R b AT, 22 B RN URE ) Bk v B G R B ISR 1 R AR TR BUE Y, B T O SBc iEAT
SRAE T 7 MG, SO . B AR TR U 1] AR AE ST R X A8 2, 2R Sk T E A I 2 TR AR 7R BB AT, K 22 4
Yo % B LE F & 5t T 8o BAR MG, 9 BR A Lp Y850k 42 1) DL B A7 508 5 K/, U AT g 80/ s
(R X N TR ) 5 SR 1 52 M R S AR T, A Sk L5 SR P o 70 T80 g 320 T M0 7 4038 B 70 1) ) TR A 5, BT
AR RRE 8 B0k SIS RO U A e b e B TR B D BB AR A N SSIA SN P B bR A R — AME S AT

(K7 ] .
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Table 1 Summary of classic adversarial attacks

Fz 1 BMPXTHOREGI B 7 R 2
o R B T it FE Y Y 5 B ) ‘
WIRr X2 i T PR 1 Yy o Rt
L-BFGSI33] v X v v v X ?, @) K%
FGSMB32! v x v v v X o O [
-FGSMP?] viooox v v  vox ‘., P %
MI-FGSMI[4!] v X v v v X o 0 [
M-DI2-FGSM[*?] v x v v v x Lo ) K&
PGDI43] v X v v v x 2o () K&
JSMA3] v X v v v x 2 @) K&
DeepFooll#¢] v X v X v X 4t © K4
Uapl47] v X v X v X £pte ) K%
C&WBT] v % v v v X Lo, t2te L J A
EADDS] v % v v v X 21,4, L J SEER
ATNI48] v % v v v % 2, ) SEER
AC-GAN] v v v x v % N/A o K%
AdvGAND] v v v v oo v ox 2 ° %
PS-GANI2] v X v X v X 2, 0 [
Xiao et al.[55] v X v v v % Total Variation P> E %
One pixel%] v v v v v X i) O K4
EOTBT] v % v v v v ?, L J SEER
RP,158] v X v v v v Yot te (] Sl
Papernot et al.to1] X v v v v X e O EIEEA
Ilyas et al.[0] X v v v v X Yo © K4
Curls&Whey[©3] X v v X v X 4, © EIEEA
Z00[64] x v v Ve x ?, O KR
AutoZOOM!67) x v v v o voox 2, © %
Boundary[68] X v v v v X ?, o B
HotFlip[77] v X v X v X Cosine Similarity O A
Papernot et al.[7¢] v X v v v X N/A O A
Jia et al.l’!] x v v x v ox N/A 0 Ak
TextBugger!’’!] v v v v v % Cosine Similarity P Ak
Zhao et al.[70!] X v v X v X t, © g/ A
Houdini[®3] v v v v v x P © R/ 50
Carlini et al.l] v x x v v x Lo 0] = 45
Qin et al.%¥] v x x v v v PSD Y =4
SirenAttack[?®] v v X v v X te C)) B
Commandersong®”] v v X v v v € () =2
Ziigner et al.*?] v X v X v X Specific Budget © EeT
Dai et al.l'00] v v v v v X N/A [ ] B ¥t
Chen et al.l'0!] v X v X v X N/A © SR En
Bojchevski et al.[1%] v X v X v X 1) © EeT
[103] v x v v v x Specific Budget © Pl S

Wang et al.

TE: V=il = s PRAR G T AR B A KN - £,(p = 0,1,2, eo)=Lp Ju: Bk O
PRI R B 3D -

O={K,0="",@=r.
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3.3 XA GIRE T 3

FEGE R B AL T B i an A B B dropout HRANE — @ FEE o] DALE WL 2% >3 158 B B Ao fek (R
TevE DI SE By YR A A LA 2 ST RS PN 7E 1) 5 25 M A L AE T B B A SR A5 X T34 B Bk 1) 8 X o
ST VE SR ARUE A Y B A 5 K L ) (1 25 H AT AL, R A — M8 IA B 52 4 4 Nl B IR FE M)
XTHURE AR B 1 5 3, DR A B v S5 1D 97 0 7 2 R R SR ML 4 2 ) IS 2R 22 A ORAPIF 96 1) L
331 BESMLGESHFETHR

HHT V0 2 5 72 AR B B RE B T N M R Sk Ut 5 SRAG ey Wi 7 IR G AR 22 W 7 35 BUAE ) 148
FIALFRAE Ry B A6 BUAE A Bt 1) SR, 49 1 JPEG R4 (JPEG Compression) 104, 877 % Bz /MY, (Total Variance
Minimization, TVM) 1951, &[4 4% 4 (Image Quilting) 1951, IR Z 45K (Bit-Depth-Reduction) 10014 Xu %
N UTOSTHRE H 2% B 1 €6 JE 48 ( Depth-color-squeezing ) /7 2% 34 B £ % L bF 491, 1o A Joi JE AR 2 e B M5 R k4T &
1. Buckman 2 A7 tH Thermometer Encoding 55 18 77 7%, H A5t AR & 0 MG R 3EAT B, B FH — 8k i) i)
5 A ME R ORI, Guo 28 NUOSHE BRI H /3 2k Mk N\ (Locally Linear Embedding, LLE) kX 4 A i #5
HEAT P 4k e 32 Ry Y () 8 4 14 . Prakash 55 AN U0V T~ BERY X [ S8 75 B S Mt X — IR 38 8 5 %

(Pixel Deflection) Bl /72, 1% J7 125 185 5 i) A5 N\ A DT TEE 1 48 R Ge vt SR AR X Bt 3)). Akhtar 55 A1)
LI ZPLEh L IEM 4% (Perturbation Rectifying Network, PRND Kyl Xt Hidt sh, B i R PRN 4 A\ i i 2515
FRY 5 A 5% A0 SR I A 0 2%, T SR AG I B 4 30 50k PRIN A H VR AR R F0 A N S 2 0 T R R A 28 ) i N

FH T A 7 25 M 38 A7 E 158 Z2 TR RN, CRIGH/NS B e 1 M 75 T R g8 A ORI R BB R 0 28D R TR R
X — [, Liao S5 AU H HGD 22 Mg, 1% 7 2 1 1 BB AR K T4 BUER I Logits 5 2B B logits Z [
7 AR AR R R ORI 2R 25 M 25 Shen 25 AU R2RETH BRAE A (R X Hitt R 30 2 X2 ) MR PUREA B S ABFE A1)
T WL B 1AL AE GAN HESE R B R 48 A 1 T b A AR AL ) B 44 ISR, DO BV BR RS B 1. 2548
M, Samangouei 45 AUIEEH Defense-GAN, HAZ U AR 2 F) FH Az OB R Sk 0 1E 85 FEAS (19 20 A AT S, 98 5 A
JC5 AR TR AR 30 ACL ) T 49 A AR, M T AR N BB AT 0. Hwang 58 AU T 25T VAE [R5 40xT
HUFEBIR 7% PuVAE, I E AR SRR TE b4 S5 HURE R B BitE Bt 50, 9 B el i) #5% 5 A4 Ak
Ji BIAE A Dubey 55 AN 1E 660,15 20 A4 BIAG 2 UG Hodle 2 3E AT B i 4 (Nearest-Neighbor) 48 2 5k X}
AR FRUI UG E AT 0 AL 52, M o0 418 R 1) Tt 25 SRA'E D A Tl IS e 225 5.

S 08 S o 2 A e AN PR R S T SR X sk N AR N R LG Bt PE M 7S (Localized and Visible Adversarial Noise,
LaVAN) i AN 52 W AR b 1) 32 38 56 R0 — Bl B Bk . T 3% Bl Mook 78 5 g G AL B 510 N BRI e A A
1k, Naseer 25 N[O W T 5 #5486 2 38 (Local Gradients Smoothing, LGS ) 75 2%, EL A g & 2 At 146 i 38 v 1)
W75 7 L AR 5 T P8 ik N B A 2 PN 6% T T U AV o M 75 IX S s . 5 AR B LRI AR B, LGS 7E R 124
~N1EXF BPDA (Back Pass Differentiable Approximation) [ ¥4 BE & i 1 55 48 77 7.

Wu £ NI —Fh 254 B (5 FEAS BRI 484 R WHESL HCNN (Highly Confident Near Neighbor)
REAFER) (RIE AR RN PRI B FEA SR B e B A5 B DX 3, DA S AR 2 1) & B 4. Song. 55 A SR X
TAEE B B B H AR AR B 0 BURE ) 32 ZEAEAE T U 2R B0a i (M 28 20 A0 X3 B T X — A AL AR AT 3R T
Pixel Defend, I8 i 4 X0 HTAEA A% B I SR 1 = E 28 70 A0 DX 3R 15 A0 0 At 491

FAR MG AL PR AE B0t 3 7 S8 B A 5 R B s T AR R B AR SGE & R E B TR g 5 N LT
TR R AR AT AN 2R — 2 5| N TR AR 7 325, IR A% 7 32 AT D55 H A 7 A 7 v Bl [) 1A D=2 B 5 g
B AR 28R, BT DAPE AN RS E AR Y ) A5 450 T Bl A T SR AR 1)

332 REXZE

Begel 3022 42 (Security-by-Obscurity ) 57 A AL il 3 o 17 T8 o 5 B A U2 o 312 v L s 2% S B0 ) 22 4= 1k
7:19.1200 S Ffr 515 460 75 925 5 A 97 00 R S 0 85 ek e o 2 0 e R Ok St AR 2R T A B PR L
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ST BB A VAL A 1) 3G AR B v ) M R A AR B R A 2) B4 Gl Ui E IS S 3D BEAL
o3 R 28 I .

BARA (Model Ensemble) .He %5 A2V 7 B0k B 119 22 55 )5 480 SR W B BGED SR I AN BB A Ay — Ptk
B4 7 v, 2 B R 2 FOE R (Adaptive) B0k 3 1T DL TH H B AR /NP IR PR 48 Sk ORI X =iy 11 5
% Liu 25 N85 SRR g S5 B AL AR $2 T RSE (Random Self-Ensemble) B 17 72, 5 32 22 AR 76 4
22 R 26 v N BE BILRE 75 2, K 22 A Bt AL S TR 00 25 SRRk 7 — D DA S R AR B 1) R R IR O VE A Y T AR
ANEE AT A A A7 T8 B4 L T 0 T 55 22 110 W P A B gk AT 4R i, - EL AT B8 10 1 5k T gt 7 B ML AR 55 T B ) I i
T AT LR UEAS RS B [ 2 (9 S50 B8 7. SR 1T, W R G IR A 20 & 73 28 28 A T nT e 2 B AIG 22 4 1 11231241,

BEBEHEAMR (Gradient Masking) (017 A% S5 781 77 v 3% P13 ok I e 1 0% e T o 3 R D O 2 A5 R R EA T
B4R SR T 3K b 7 V5 T I B AR R A B (1) B e 1, R R BBk 3 KA ZR 8 0 P Y R B B R T — E B R, 9
HE &G TR ST DURZS 5 Mgl & AR B & J7 v FL (0119,

BEMLAL (Randomization) .Xie 55 AU2SVHE H 7EASE B T [va) £ 175 o) 458 FF 6 AL DA B35 0t 0 250 o, 0 68 B AL 1
K7/ (Random Resizing) F1[# #1375 (Random Padding). /& & e T (1 HF 50 38 BHU221 5] N BEMLPE TT DASE iy i 8 X 4%
ISR HZ Lin S8 A2V IS H Hgh & A2 0 IS A2 51 NBEHLYE R et 75 5, E4 H 78 DU S e 22
2% (Bayesian Neural Network, BNN)HE 42 T X Bl AL 1 G2 A, A2 S 5B 1) 5 56 43 4. Lecuyer 58 N2t 5E T 2
KR AL BB 1 792 PixelDP,H: == LIRS 75 R B 40 28 I 286 v NN 222 43 R R it 75 2 DA P9 26 1 o1 R B ATL A, DA e
1-norm ¥ [F] A BP0 B 5 AR 2R A 4 7 23 AT 738 A 5 M 7 22 3 BRURA DRI 1) Y L Y
3.33 SNRFBDF

Gu %5 NUBIE Bhik 48 B 4s 59 (Contractive Auto-Encoder,CAE) A2 Y T ¥R B 46 W 4% ( Deep
Contractive Network, DCN) |, H: F= BLURs £ F 1 11 2k A 30 2 s B0 AL 5 i 28 51 1 (Smoothness Penalty) . HEAR
U RE TR R TR SR Y 2% 1 B P (EL (R 2 BRI AR TR AR BT RE . Szegedy 55 AU29ME HH 4 N H5
BT BB 1 92, BRI PR 2 i B b 25 SR I AR TR X v ER AR BB B A 3L T FGSM. 7 A B 1 X HURE 45,
HARER 1 ISMA Hii49).Cao 55 A IBOVREIXT 1A 481388 o 20 o 3120 SR AT, 55 T 31X — A 04 Hh 4 T X 8

(Region-based) [#)73 FA5AY, 1 3 L IEAR 2 Bl DARE A sOA o0 1 8 32 75 A rb R4 2R AT T30 Yan %5 A 1131
$2tH Deep Defense, FoiZ O AR R A4 — N B T X HUh 30 1) 18 T T ER 1 30 B A k0 3 A4 TF T T90 3 s 488 1E 4 4
FFERIMA XTI T BEET 1 70 SR AN A 150 /IMEL R AE S0 HPE T B0, 72 AR S B BURS B i 00 T 4 v
TR B Jakubovitz £ N US2IF #0250 26 HE AT LU AR B 1) Frobenius i £ AR I 3E AT 1E WAL AT 938 k0
YN JE AL (Post-processing) 2 BR, FF1IE B IR Foh 75 AT DAL Ji 46 WX 265 7045 15 A8 A0 i /0N BRI 400 1 i v 6 s 12k

RFFEUINGR. X BTN LR fi T 1 SR I — AN X X R A I B3 8 7 ¥, % 7 VKl A TR AR 258 IR R R A
BN B GE Y i v 3 [F) I 2R A B DR A5 2 ) B B M AR T I 2 45 5 A S B o LA T T 7 2R R o 49
FAR 58 2 R X ek 2, 5 B0 A iz AR 1 e R BE0L 491 G Moosavi 25 N O 3 G 578 I 25 A B s 43 FH AN TR]
D7 E R AR O BRI, T8 4 B T XN ZR A B P B S e Ve S Bl 2R o5 — A 32 BEah SR, B T4E T8
B S HORE FE T AN A SR PR A Bl R SR A A DR e ATY AR 25 5 52 B S My B T B R — R B, Tramer
SFNFE T AR ORI ZRUSSI B 4 5 v, B R 22 AN Bl 2 G PR RS B SR A BT TR AR, AR i e T 8 S A A R
DN G ot BB AT I . e A0, O 1 B Bl 5 B 2R FURSE 4 48 F Kannan &5 NS4 7 —Fhk T
logit FCXF TP ISR 7%, A8 E R FE AR SR T Buill 2Rt EInN T — AN TR I s /MU BUrE 40 1) logit 5
XTI ) SR AR HE AR 1 Togit 1) ZEE. BV G S0 5 R I Bl 2: 45 5 % B E S B0E (Blind-Spot Attack) 135 {HE ATy
SR BT A RO B g5 ik 2 — 1000,

BRI R 45 Papernot 25 ABSHR H—Fh I T- AR 2548 (Knowledge Distillation) R[5 481 7 5, 15 KB I 4 il
BT ST R SR AR T ) /N B TR B s A 2R e 1 1) [ R OO B AN AR SR T, i St 9 IE B X P 7 4
15 G B AP0 Guo 558 NIBORIERA R AR RUAE BT (Pruning) I8 2438 i A 28 P4 V8 B 1o 428 I 45 1100 6 it P e e v L



LT B IR A 5 RAR 15

bR (EI B R I 1 A5 B T B S M AR BURE ). Zhao 55 AUSTUR IR RUAL BT Rk /D> 17 00 46 1K) 22805 B2 % T
JR R 10 268 A S 00 Tt A 50/ B 8 P, ot 2 500 S8 B 0P D 2 B A R A el IR AT RS 22,

3.3.4 AL

IRV Z A8 27 ) BE AL T PR v s CRINZRA0 I R B 1Rl — 20 40D (R ARHAE 25 [A] v i A I 253k
P 53 A0 1 X 3R CAAE I ZR I B 0 B 28 A 4] 2 310 T A 2 S 6 38 A1 2 TR I 3 6 I3 AR 25 55 Hh TG P45 3
I, — LG AH ST FE 42 R ARSI 5 R A0 2 1) v 8 1 2R B 20 A R PR B S8 PR AR 4 1) 5 Y SR A IR A 4] L1 38:1390
T VA G T SRR L8], 2 (] — B B 040L, UG AR S s i) ) A 0420 S A A iR A 43148

Metzen 55 A\ D4R FHASERL (1 v B JZFFAE I R 1 — A7 PXZS AR A I 45 SR ASE WU SK Bro A 491, 428 T A DT 7 EIE
HHAZ AR I 455 25 25 A I 2 B BB A 2 B ek P 0 g v A B S e 491 BT R B 01450, 1 i e A 4% R 32 A 1 B, Lu
SENUSHRH T — M ISk 7% SafetyNet, F 2 22 AR R ) B OGH A9 FH 1E 55 1 AR 75 TR B 4 28 I 28
JE 2 1 ReLU 0 BRI HS 43 A7 I A (5] SRS X HURE s L S5 N USONU 2 HY MAS R 28 I 45 vp 2% 2 45 B 1)
H PSR S THE R, FEE MR AR A BN ZR T G o SR X 40 I R AR RO A5 5 AU, Zheng 55 A U401 B 4 1%
JEE A5 2 I 28 6 BOAREAG] 2 8 DR R 0 R R 2 I, HL R B2 IR S 5 i R [ 288 1) 1) T 5 R A B 7 AR ) Bk 2 RS
FEAAN AL T X — AR AT T T-defender 51k, HoAZ 0o SEVARL I 1) FH U B 450 0 T 8% 2 37 J 2 4 22 T TR i HH 0
A A SR F R R AE SR SR A K A 451

Meng 25 NI H T —Fh i T 5% (Attack Agnostic) FIBAEIMESE MagNet, iZHE 48 BEAS 75 BAS 2 AR 37
Oy AR AN TR T AR U B AR s R, IR T AT DA T ORGP & A S B 4 42 N 4% A5 Y MagNet B — /MBS
ANJRSE A 25 ( Detector ) WX 28 1 — A 5 82 25 (Reformer ) [0 45 2 1l - 60 I 25 AR 318 VR 1 27 ST A IR AR 13 (Manifold
Hypothesis) >R X 73 i U A5 A R oA 4, 060 T-45 78 B AN AR, G ST ] — AN e 0 488 DA DA A5 A S e 12k 10, )
B HAR VR AR PURE AR I AT 70, IR WILERS HOE N B B AR s> 2585 < TR BB Hodh AT A, HRE AR e
Tob R A A DAASE LR AT R4 3 T AR KT U RE A R T A% ) T R AR IR A%, A T 1 S5 B 3l
FRAr A3 R . Ma 25 N\ D4STR| Y JR) A Jii 454 (Local Intrinsic Dimensionality, LID) SRH% i X HUkEARLE XS FT
-7 () R 24 T e, I FLAIE BH IR SE R AE AT DU R X 73 SR 48 Ghosh 58 AU LT VAE MBI #1772,
Hr VAE R & I A =y B TR A S B o0 A HARANR A 20 0 BT — AN 2800, 1K A5 B2 R 1k AT e 458 14 1) 43
2%, R ) i3 22 o — S B PR A AR A DRt oA 461 9 46 456 B A7 Tl Pang. 55 ASOVR MR H K-density
) 2% Bl A 35 - 4 JBE A I 28 I, ) [ 28 A (Reverse Cross-Entropy, RCE)  SRAC B AR 2 1 2k B o WL
A XA R B AT DAL R 22 B B 22 X 43 TR0 FEA 5 0 AR IR R AIE.

Tao 55 NUSUE SR F BHURRHIE 5 P 304 42 70 1 DS IDRPE SRff e ol A5 2 v SR S 3] S B 4 FH I 43 42 7, 28 )5 T
DRI M ok 2 7 P s M [] R 9k 555 JHG At ok 42 7 1 4 FH DA 38 i R 28 e 5 8 SR 1) ] A e P o i i TR 2R 5 i s A
B e 5k 4 A T HAE 48] Zhao 55 NS2IR] RIS B LA 27 (9 AR X R BE 27 SR Y IR I 55 1 1R AT T BDW P AR,
FEBEH T — Pl ik T4 PR U A ) X A A W g v B A A T B T IR FE R A IR B Y Fisher
5 S B, T e X B BN R AR — AR AR ) S 1 R S e R AR R O A A Bk S ) 52 B A R
fEm BT R T R BITE Z ATERE Ma 55 AN USSVAp AT 17 IR B 4 20 X 268 455 B 7 6 b 0l 1 1 PN ST 45 44,
FEAE S IEAE 32 7 ) P R R A 8 O 288 AN A48 P AR AU s 0 XS B A9 P 7 9, 1 7 T R A LUGER I 90% I HE R 22 F0
PR PR R A 11 FAS 6] 0] i s
335 ek

BRI B 15 SR A3 — AN T m] fe B BT 15 00 5 e 9 2 20 SRR (R e, 0T HLR I R s 0L R I H
b BRI bR HIE S A 7E B B A A v G0 1 B0 30 BT AR AR 9 — PR ER B e 75 Xu 88 NISIRE, B D0 T
FET WL R0 2548 T 5, A IR 0 I A6 5 v 40 24 TR de i N Bs B ARAEAS R 28 B A SR 1 L e X
R Ny IR R AR A 2T I R B Ik TR R A A 1, T T B SR T 20 ) 22 A SRR RS (5, T R i A
B AU T R T e (A A, R DURE 52 5 3T T A R 055150 s 3 BF 9 38 a0 4 1 e ek A ADLAR B 2
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SR TE JUI 2 R VRE B 7 1, A ey A% IR 28 S5 o 0 5k 1) 22 4 1431571,

Chen 55 NS 7 —F 28 TS M U0 A0 1 02 0 12 v 6 T o0 PR AR 2R ) 8 s 12k, 12 7 9 il 0 PR A\ AP A1 P e
IIE BT X RGP PEREHEAT I M. Raghunathan 48 A U915 T2 g Fasth (Semidefinite Relaxation) 215X
LG RS2 1R P 22 090 28 ZE S R AR 00 T I A5 2k B BRI XA B IR 5 M 2 S50 i Ak X R0y B 2 TR
M7 =N B IE B IE U 0, ET A 5 6] BT S 1S e PE. Wong ZE AN T —Fh vk ST AT ReLU 1)
TR A 22 X 6%, T 6 A3 SIS 38 T SR idls B 9 50l SR Pib 20 B A R UE B I B b v A B AR R B RV R
Posh m] ik 2 (O30S A A ™ A BB (Convex Outer Approximation) 287 3 T &4 10 1k i AR B /M 1% AR X
B R BRI OL R K45 25 Sinha 58 A\ UONSR B 43 A0 2B HR A0 A0 1K) Ji U], 3885 2% 1 Wasserstein ball H AL 43
A HEAN R B A 302 28R IR 1) s PR 1 P 30 Sk 3 DA Y 2 T i ARAIE T B BN AE R B B T
YL Madry 55 NS E PR A0 1) A BET 5045 22 I 26 (10t B e o 1, 1) P e e A 34 31— 28 e 20 X 2 1S L 1)
SR AR BRUAE X U] 45 2 R 0T e/, DUIR TS B IS IR A3 22 X 4% 43 95 4
3.3.6 ETFHFR

SN 25 3233V a5 R B WL AR AR 1) 5 e 020 — b L 7R %) B 0 g 9 AR T, 3K S 7 1 2 R R 5K
VA SRR B P ) B R ORAIE. R b, D 1 o IR A Ry R B 7 B T T A B ) AR TR SRR ) 5V, B
A Nash # Stackelberg 1828 HEAT %2 4225 2] EAR RN DUE A 1T F AR A 15 00T S T 2R P
AELEFDE— VT 2% A 1103104 VS IR 6 5 VA L SRAR A A5 32,8 1 bl b 72 A 1 Bt SR 7E 2 KA S HRE6E
AR SEBR B LA & — /> B T AR R 1 i) RO, oy T 0 470 257 S0 AN 2 — A F0 00 B if ) 1 2, T <tk S ks 25 1) A R
BT Re AT A HR 2R b (R v DAL, A R TR R B0 I 3 ST SR G A (AT 9 T A A B s, TR B 22
Tl 10 52 1t >fe 80 odt Bty WS R 58 S — AN B R IE 9T 7 ) 3K 6 73 IR g — /N A 56 [ 2 e AT R B i 4R
R AR 2 B AT 4 e e, R A A A e 24 e S T A, TR A A A2 8 0 ) S A A SR TE A R TR AT
A e S EOT E A &L

4 BRERFARE S RIP

BLAS 7 2 H AR B RS A= b Ak A Fe A H: 2% Bl — i M ASE 2, R85 2% ST B 55 (MLaaS) #5x0. & K H
IR A Ty 2y T 7 FH MLaaS ¥ &, 9 A B &I 2088 70 1035 @ 00 F5 0 2 58 T 70 I3 DI Sl o 25 S A
BB AL T R ORI (5 R AR I PR B0l 0 2 T AR 36 = 5 SR AR RS B R0 B0 DL BT B SR i o h B R,
BT B R, IR T3 8 AT 55 AL 38 2% IR AR 5 ek I JF T 284 08 R 2 0, B 41645 2 T Al 45 LA ik
R LA F P IR R R AT BB SRS 1 (58 R, L R) I 5.4 45 25080 R 7 2 14D o RL 5000 THT 1 25 Y1k 8 1) XU

TE I 37 55 v B0k 38 SR FH 1A M0 vk s e ok, R I ot b T B 7 OB R (5 8 sl @ ok 3 o0 Wk 2
TN GAE B AR B 11 77 SR HE W7 P 2500 0 3 2 BB R A5 S AR T 3 97 I H b AN [ 3R ER 1 B ]
PLAS NI R0 85 57 B (Training Data Extraction) X FIAERI ZEHL (Model Extraction) Jua. Hrp £ s 5 B =
T8 S HUATL 8 2% S B I 25 B 1 D B0 70 A B H AR 2R %) Tt 00 225 SR HE BT )1 SR odle b 7 6 B FEAS B ) i
e i o7 07 BUZR B0 i B RL (5 5, T A 2 2 B g o U Je ok 7 28 G 2% 10 T R R 58 T BRI H bR B B Py
TR AR B A 1 — AT BRIE 1 B AR AR S AR B 1) 5 3, T8 B B BB BLAE B B X PR SR B0 43 i s
LB PRASJZ IR T HLA% 7 T BB L3

4.1 B IESHE

I T HL &2 SRR AR Y 2B B A 20 i A 0 I 2 00l v 60 25 1RO B RA 5 JEL L1600, TR B Xt 5 T B 3 Tt
WL = SRR R G N2 B8z 10 = SURIME B
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Fig.8 A training set image of the victim (right) and the images recovered by different model inversion attacks

K8 IZREPRIZEEEG CGF—17) M FEHE 57 St ik =2 R D67

BB DI BE (Data Extraction Attack) . 7E I8 & 25 3 S 0F 70 4TI, AL 88 257 20 B T2 N T 0 s A 1)
JEDRME B AAH DGV 9T 1 S LA B BR 2R HEAT A R 29006 97 S S0 B i N BEFAE B B SR i H RO Fi N
ST I AR T 0 4 A ] B0 A 12 AR B A AT A R 0 T I, TR 0k i 5 ORIE S B B RA 22 4 DA 1E vk o A
Fa AL (5 2. 2R 1M, Fredrikson 28 NSV FH 25472 R R MR H R BT N O R iHE B2 B S 4MiE R4
I EE IR (R MRGRIED) (A1 (AH DG 1, AT DA ) HE HA 993 S8 ) 3845 45 5L 8Ll i, Fredrikson 55 A U7V I M0t &
I B 2% >0 B5 B [ FI00 25 S ] DL A B I 0 N A I NI e, o &1 1 B AR 4 E — bR N RE A
X ={xy,%g, ., xy}, Bili F AT LLFI A MLaaS “F & &4 0 8 B 45 O AT & W), 1S BIA S M 45 Ry =
{f(xr), f(x2), v, f o) FBEFH R X, Y Y515 2] — A 5 R G5 £ AL B AR AL £ S8 5 BB T F/all ) &2 f
HIVI 2R B0 . Song 55 NI i BB ok 35 0] DAJE G 78 I 2 B BORE 11 250 8008 20 B B A5 28 2 H0h S8 )5 78 Tt Bt 2
HOEAT ARG 1) 7 2k 53 WU SR 38 . Dy 1 A R I Rt BURR A 110 T A8, O AP I 2R s B AL, Shokri 55 AU T
PERIREE =] (Collaborative Deep Learning) #58!, H G422 5 35 i A Hb I 25002 ISR 3. 23240k
T I G A ULR 3P % B I ZREE IR B RA . SR, Hitaj 58 AU OVR AT AT B AL PRY7 (Privacy Preserving) [ HMETR
JEE 2 2] H S A AR OR A T IR e B, e B T BB L = 2 5001l SR JZ T (Record-level)  EZE
Y BRFANLRINT TAE#42 tH 1 24T GAN BBk 2 T i) X E4: %% 2] (Online Learning) 335t F BIALAE 7 > B
7 Salem 2 ND7VIHE HEBE T A Bt 470 X 45 (TR & 26 B 4% (BM-GAN D 1] FH A5 284 75 58 37 i o) A R A3 A T
S5 SR AL R BT B T T BB R I R0 A5 S

BB (Property Inference Attack) Bk T 5 BUEAR U 25 53 2 4b, Bt 5 v] DL BUBE A I 25503
A e A R 12k, Tt P T A A A U A Y (1 1 R B I PR S B — SR AE DI GRS b 1 15 L 5% Ateniese 55
AU A T BT o0 0288 (Meta-classifier) [ PEHE BT ook o HAIE I3 o e 40 B A 16 22 7 BR AL AL )
TCVEAG R 7 A0 i A A T L R T, R 2 B 1 1 B s D7 v B B By /R AT SR AR AR (HMIMD IS HF [ &AL

(SVM) A 1R 5 i Bl R A B T8 B 10 20 X 2 15 B [ B 2 A 15N 7 o0 2R 28015 IR, S B0™ B I 55 1
T AR FE A 2 N 25 B BT R O T i IX — 1) B, Ganju 28 AU T — BB (4T 3 4 T B 1 22 X 4%

(FCNNs) [ J& VEHE W Boeh 7725, TRl Ak 7 e 28 I 2ol 72 . Melis 55 A U740k ILFE B [F) IR B2 2 I BT 4
XTI R E5 5 7 5 11 e M 4 T 50t A7 98 e 8 F 2.

R AW BH (Membership Inference Attack) ¥ 52 HE K 50 o H6 T ol 38 F1) P A Y 000 445 SR ke i W o 784 1) 2
Hd bR A B AN IR A — Fp Bt U7 20X U 7 v R RE 45 AL 88 2% 20 22 A B LT R 17 72 3 10 Wy
TEERIT AU, VP2 A SRS I2 W RGUER 2 2 T B B A5 B, — FOX B L T L A8 % S BERL ) B 32 b
RIS B R W B, 0% 5 B0 S0 S R R SRS B EE U 75) Shokri 28 AU7O Y T —Flsk A
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W Moty U535, 12074 e M U 2R A0 R i AR [ () T =R 1 B AR I 2R — 5 H AR R SR A
AR 7R (Shadow Model) |, A3 BAE A6 Hdli /2 15 & -5 TR U SRR (bR 28 s AR5 KX Lo il f A\ H A
AR 0] PSR T 2 0 (] R TN 00 L A R DA S B e B AR I RAE TP i TAEAR BRI ZR— > Y
W52 FE AR HEWT AR 0 A AR TR BT 12 e R (e () T A AR 2 o A\ B GRS 3 A AR K]
WTiZ it R 75w T H AR AR PR I S a8 S A TSty i T AR B SR AR LR (ISt e A0 T H b AR 4
Fys 04T 5 H AR RN SR80 7 A A 7 P Bl 255 ) DR I Bt SIE i 1) R A e v e k8 ) 7, Salem 25 D770
JRUHE T 3K S A e, I LR B BSGE JE AT U VA e 6 2 M DR T o AR, DR R 5 I s i R R L A
SRR ) 22 A MG T oK BE KB B Ah Melis 55 ADT4IRIE 7t S B W9 [ 3QIR B2 2 2] 2R Gt IR A 4% 5 18 32 31 B A
HE W M

4.2 1RBUZERY

7t MLaa$S “F & b, BT I 2R &8 5 o T 7 L% BCH: o A7 PR RIS J2 DR S 7B AT 9 0000 iR 55 I AL
o I BB R R B A — 8 WL 1 SR, T WL 2% TR 8 o 2 B — R 51 1) 2 B 5 1), DR i Je o o A e 2
SR AT DASE IS R BN Tramer 56 ARUR BB HE 4 #0081 7R B ik B 20 Tl 422 Vb A7 n 4+ LIk A0 3k BE 5
BRI N e 2 PERLEY, Al th, Oh &5 N U78IRIE 5t 2 B i 25 ] DU — ZR 71 (10 25 960 & R v ol v 4 LA 3804
IR . R R SR DL T A aod R S5 4 2 I 26 1) P 045 58, T 0K AL 2 100 PN 5043 JEe A B T Bk 3 A et oo 2
AR (1 T G AR ARG, DT . 3 B v B SN LB iR B B RO AR Wang B8 NUTR T S HL G
¥ (Hyperparameter Stealing Attacks) HF 5 45 SEUE B iZ B0 h&E A T Wl B1H . @8 FEIH . SRR ALe
T 20 X 44 55 4 FhAAT IR LA 27 =) B,
4.3 BRFRARIPFE

43.1 ETFESRFABIERIAREF

R L CRAP B s o0 AT AT F0 05 88 22 A 22 R, 1 s 8 Bt A E IR X R 1 RO R e 0 B N R T s A
AR B = A 114 B0 WA B AR R A R A R Sk B B K, PRI ISkt T — AN 1R R U B R T A
B XA B XA 8 S — 2R R A SR B 2 G 0. T 22 /3 BeFA - (Differential Privacy) T2 4%t
R L CRAP s 43 B 1) A2 B 5 o) R B A s SC U801 e BRURA 8 SRS I BRRS B S N8 b AT ] — SR e s A 2=
335 R B 4 R — Bl M BRI B b ) — B BRRA TR I LA 2 S BER A 3] T L AE )
B BRFAEHE A v 1) Hdls 2 A0 5 28 A IS AN ek 22 10 9 B s B P AR 4] — S ME RIS B AERX A sth o T iR
BEATA T SUA B S ZE 55 B A, W 2 BE ML AL HLEE 25 5] 3R G0 0 70 45 23X Pl Bt AL A o 2 B AT DATE RS 8 1 9 5
B B 56 i, tH T DA ASE ) 258 o B e ok o L R A 28 0 25 R e ST

VIR B 22 23 B RA . VI SR 5 B ML AR 1 — A S8 73k 2 R 3 2 JR 38 22 40 B FA 81 Erlingsson 25 A 1182]
Wit 7 — PR ZE S B HLE] (RAPPOR) |, SRV Y88 (W T R N T2 16 2 B FA T 52 1 WO B8R I ok B B B
M P HAE B X Mgt Hls. B AL RAPPOR  HLHITE A 7 K Bis ik 21 A T WO AR ol DA 2R B 1 4 v XUk 5%
AT, SR FH BEATL I 1 Sk L 4 FH P B A, BT 7 7 i 92l 554 2 0 DA q (R IR B 38 S22 SRR A 1-q M 20 [m]
BENUE. Liu S ANUSIHEH 7 — R4 H A28 2 BRFAE B 1% LinkMirage, 1% 7 V28 1 SO0 #1589 45 (146
H KA, AT SRV AN SZABAT B AME B R 7 Re g AR = U B AL R I FH P A 28 I 245 I LA T #1852
Y. oAt K 22 B0t F 00 3 3k 7 )N sk B2 A [y 453 2k R B U84), BR BEDSST, AR D OISR R nBE ML 75 (1) 5 2ok FR it
e- 7247 B AL PRAIE.

TR By B 22 43 Be A A0 AS B FF T B B, m DA S 51 N BB AL 75 LA B ATL A 28 T 47 Sy 1 5K At 22 43
Re R ORATE. 24 17T, B A 25 160 2005 ) 89 00, 51 N 1) M 75 0 o o 398 <, DRI S SS0ASE 8 3000 10 % 1 B AR DR T S il
—Hk [, Papernot &5 A USONE T 1 —Ff R 47 H0 8 B8 A 1 B HE 22— PATE ( Private Aggregation of Teacher
Ensembles) &MY AR W4 At 1F Ui 22 43 B AL OR i, ARt — @ I BDWLEE AL (Intuitive Privacy) {RBE. B 44Hh, 1%
HEZE S b Y SR Kl 23 B N ASASAHAE I 748, 28 5 F I 8742 23 Sl I A (R R A8 45 31 NNl S7 ) 80 BE B,



LT B IR A 5 RAR 19

5 A TN B BOE ik 8 v A 2O B 1 T 45 SR I 1k H SR AR v 1) b SR I 2 S SR Ak k. i SR O 43
TS TR 8 ) 2 e AN T 2 SR TR 4 i R R AN IR T BRI 4 RO 4R, P LARS RA AR /N s AHL G SR
PN 25 A AR I 1) S0 TR A X A — BB 2 B RAME B DR AR 3 AR G vk S ) N 1 R o i
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