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Abstract—Federated Learning (FL) is nowadays one of the most
promising paradigms for privacy-preserving distributed learning.
Without revealing its local private data to outsiders, a client in FL
systems collaborates to build a global Deep Neural Network (DNN)
by submitting its local model parameter update to a central server
for iterative aggregation. With secure multi-party computation
protocols, the submitted update of any client is also by design invis-
ible to the server. Seemingly, this standard design is a win-win for
client privacy and service provider utility. Ironically, any attacker
may also use manipulated or impersonated client to submit almost
any attack payloads under the umbrella of the FL protocol itself. In
this work, we craft a practical backdoor attack on FL systems that
is proved to be simultaneously effective and stealthy on diverse use
cases of FL systems and leading commercial FL platforms in the
real world. Basically, we first identify a small number of redundant
neurons which tend to be rarely or slightly updated in the model,
and then inject backdoor into these redundant neurons instead of
the whole model. In this way, our backdoor attack can achieve a
high attack success rate with a minor impact on the accuracy of
the original task. As countermeasures, we further consider several
common technical choices including robust aggregation mecha-
nisms, differential privacy mechanism,s and network pruning.
However, none of the defenses show desirable defense capability
against our backdoor attack. Our results strongly highlight the
vulnerability of existing FL systems against backdoor attacks and
the urgent need to develop more effective defense mechanisms.

Index Terms—Federated learning, backdoor attack, deep neural
networks.

I. INTRODUCTION

A S A promising distributed learning paradigm in the era of
edge computing, the concept of Federated Learning (FL)

was first proposed by Google in 2016 [1], [2], [3]. Intuitively,
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the main idea of FL is to build deep learning models based
on datasets that are distributed over multiple end devices (i.e.,
clients) in a privacy-preserving way. Recently, FL has already
found a wide range of applications in popular mobile apps,
such as Google’s GBoard [4], Apple’s QuickType [5], and var-
ious data sensitive application domains including financial [6],
medical [7] and security [8] scenarios, where distributed data
cannot be directly collected to a central server for training
deep learning models, due to various factors such as intellec-
tual property rights, government regulations, and other physical
constraints [9].

As the data owner, each client has exclusive access to their
local dataset, which is invisible by design to either other partic-
ipants or the server in an FL system. In addition to this inherent
privacy preservation mechanism, real-world implementations
of FL systems further leverage secure multi-party computation
(MPC) techniques to protect the intermediate computation re-
sults of each client [10], such as the local parameter update of
each client which is sent to the server for collaborative training of
a global model, from privacy disclosure. Despite the enhanced
privacy, it however makes the FL systems more vulnerable to
existing malicious attacks in centralized systems, as a malicious
client in an FL system, if any, can submit arbitrary attack payload
under the privacy umbrella of the FL system itself. Moreover,
existing defenses in the centralized setting are inadequate, as
they are usually incompatible with the cryptographic primitives
in FL systems [11]. In this paper, we focus on the so-called
backdoor attack in FL systems.

Intuitively, to conduct a backdoor attack means to modify the
model function, by either poisoning a subset of training data
or directly modifying the model parameters with the following
two-sided adversarial goal: (1) making the model misclassify
a set of attacker-chosen inputs (i.e., triggers) into specified
classes; (2) preserving the normal function of the modified
model for the purpose of attack stealthiness. Although a number
of works investigate backdoor attacks in centralized learning
systems [12], [13], [14], these attacks could hardly be applied
to the new FL setting because the local backdoor constructed
even by the state-of-the-art techniques could not survive after
it is aggregated with benign model updates from other clients,
i.e., the submitted local backdoored model might be overwritten
immediately in the attack round. In other words, one of the key
challenges of conducting backdoor attacks under the FL setting
is, how to integrate the local backdoor into the global model
without compromising the normal model function.
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In recent literature, a few works also start to design proto-
typical backdoor attacks on FL systems [15], [16]. In order to
prevent the backdoored local model from being overwritten in
the attack round, these methods mainly scale up the malicious
model updates before submitting it to the server. However, as
these attacks operate on the whole model, our experiments find
that these preliminary attacks may heavily impact the model’s
performance on the original task and hence lack stealthiness.
For example, especially when data distribution is non-i.i.d, we
find previous attacks would incur a sharp drop on the accuracy
of the main task. This limitation is mainly due to that scaling
up malicious model updates would make the aggregated model
more similar to the local backdoored model. However, as the
local backdoored model is only trained on the attacker’s own
local data, it usually shows poor performance on other partici-
pants’ data. From this viewpoint, previous backdoor attacks on
FL could hardly pose practical threats to FL systems due to
the lack of stealthiness. Moreover, to the best of our knowledge,
most, if not all, of the proposed backdoor attacks are not actually
evaluated on real-world platforms. It is important to study highly
practical backdoor attacks on federated systems.

Our Work: In this paper, we propose the first practical back-
door attack against FL systems that achieves both high attack
effectiveness and stealthiness. Our method mainly takes advan-
tage of the redundancy of neurons in DNNs, as we find that
many neurons in a large DNN model tend to be rarely or slightly
updated in the training phase. We first propose an algorithm to
identify a small number of redundant neurons that are less related
with the original task. In the following attacks, our backdoor
injection will only operate on these redundant neurons instead
of the whole model. Thus, our injected backdoor would barely
impair the model’s performance on the original task. Moreover,
as the identified neurons are usually rarely updated, it also
allows the injected backdoor to be successfully integrated into
the global model without being overwritten during aggregation
in the attack round.

To further enhance the persistence of attack effectiveness in
the long term, we also explore two novel techniques, backward
gradient and forward activation, to work in a hybrid way to
reduce the possibility of making the backdoor forgotten. Specif-
ically, a backward gradient method is proposed to minimize the
backward gradient of the backdoored neurons with data samples
from noise distributions when constructing the backdoor, which
makes the backdoored neurons less sensitive to the private data
on other clients. The forward activation method is designed to
enhance the specific activation paths by manually increasing
the weight values in the identified neuron paths that have the
strongest correlation with the triggers. In short, the backward
gradient method is used to inject more persistent backdoor
during the backdoor construction, while the forward activation
method is used to further enhance the backdoor after it is
injected.

For evaluations, we conduct extensive experiments on four
typical use cases of FL, which cover retina disease detection,
face recognition, loan status prediction and malicious comment
detection. Our experimental results highly validate the following
advantages of our proposed backdoor attack. 1) Given a rela-
tively small ratio (e.g., 10%) of selected neurons, our method is

able to trigger the global model to misclassify the targeted inputs
with a high success rate (e.g., over 90% on disease detection
and face recognition tasks). 2) Meanwhile, our attack has little
influence on the performance of the original task of the global
model, including the cases of non-i.i.d client distribution. For
example, in loan status prediction, previous method causes the
main task accuracy to decline by about 21.3%, while our method
only incurs a drop about 4.3%. Moreover, we also evaluate our
attacks on four real-world FL platforms including TensorFlow
Federated (TFF) [17], PySyft [18], Federated AI Technology
Enabler (FATE) [19], and PaddleFL [20]. The experimental
results show that these practical platforms are all vulnerable
to our backdoor attacks.

Finally, we discuss possible countermeasures for the mitiga-
tion of backdoor attacks in FL, including Byzantine-tolerant ag-
gregation mechanisms (including Krum & Multi-Krum [21], co-
ordinate geometric median [22], FoolsGold [23], and Zeno [24]),
Differential Privacy (DP) mechanism [25] and Fine-Pruning
method [26]. Unfortunately, the former countermeasure shows
limited defense effects on our attack while the latter two coun-
termeasures, to some extent, mitigate our attack, yet at an unaf-
fordable cost of decrease in the global model performance on the
main task. Without effective defenses, real-world FL systems
can be highly risky. For example, in the medical diagnosis
scenario, an injected backdoor can force a diagnosis model
trained in the FL manner to misdiagnose a particular patient
into a totally wrong disease type, which may further harm the
patient’s personal safety and also bring medical dispute to the
hospital. Similarly, in a face recognition surveillance system, an
injected backdoor during the FL training phase can force the
model to misclassify an impersonator to a certain officer who
has high authority in the company, for the malicious purposes.
We hope our work can attract more research efforts from the
community to help improve the robustness of real-world FL
systems against the practical backdoor attack threats.

In summary, we make the following contributions:
� We identify one of the key challenges to backdoor a FL

system: how to integrate the local backdoor into the global
model without compromising the normal model function.
We address the challenge by exploiting the redundancy
of neurons in DNNs and propose a novel backdoor attack
against FL systems, which achieves both high effectiveness
and stealthiness.

� We evaluate our attack on four practical use cases of FL
systems and on four real-world FL platforms. Moreover,
we also provide comprehensive ablation studies on several
factors impacting the performance of our attack method.

� We discuss several possible defenses against backdoor
attacks in FL. Our preliminary results reveal that the design
of robust FL systems against backdoor attacks remains a
challenging open problem, which calls for more research
efforts from the community.

II. BACKGROUND AND MOTIVATION

Intuitively, a DNN backdoor is a hidden pattern that is injected
into the parameters of the victim DNN during the training pro-
cess. The backdoor will produce an attacker-desired outcome if
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and only if a specific trigger is input. To stay stealthy, a backdoor
does not affect the model’s normal behavior on clean inputs. In
literature, a number of existing backdoor attacks are proposed
in centralized machine learning scenarios, which can be mainly
divided into the following two categories according to the type of
the attack payload: data poisoning attack and model poisoning
attack. In data poisoning attacks [12], [13], [27], the attacker
has full access to the training procedure, which allows him/her
to first choose a target label and a set of triggers. The triggers
can be watermark-based triggers (the normal input manually
stamped with a small pixel pattern) or semantic triggers (a
subset of samples with certain commonness, e.g., faces with
eyeglasses). Then, the adversary prepares a random subset of
training images that are stamped with the trigger pattern and
modifies their original labels to the target label, into which
the adversary wants the images to be misclassified. Finally, the
adversary injects the backdoor by training the victim DNN with
the modified training data. As a comparison, in model poisoning
attacks [14], [28], the attacker is not just assumed to have access
to the training set. Instead, the attacker can even select certain
internal neurons in the DNN that already have strong correlations
with the attack-chosen trigger, and he/she then enhances such
correlations by manually tampering the weight value of these
neurons to directly inject backdoor.

However, as existing backdoor attacks in centralized settings
either only change the model’s behavior on specific attacker-
chosen inputs or insert a backdoored component directly into a
stationary model, these attacks could hardly be effective against
FL systems. It is mainly because, in a FL system, a submit-
ted backdoored model will be continuously aggregated with a
number of benign models to produce the global model. Such an
aggregation will prevent the local backdoored model from being
fully integrated into the global model in the attack round (i.e.,
overwritten by the aggregation) and hence may not function as
the adversary expects.

Recently, a small number of researchers also start to notice
the threat of backdoor attacks to FL systems. For example,
Bagdasaryan et al. [15] proposed a model-poisoning backdoor
attack on FL systems, which replaces the global model with a
malicious local model by scaling up the attacker’s updates. A
similar approach is also proposed in Bhagoji et al. [15]. Although
their methods can easily integrate the backdoor into the global
model, the global model’s accuracy on the original task would,
however, be heavily impacted. In fact, FL explicitly assumes
that the local dataset on a client can be relatively small and is
not necessarily drawn from an identical data distribution (i.e.,
non-i.i.d. property). Therefore, if a model is only trained on
a client’s own local data, it may suffer from overfitting and
achieve low accuracy on the global test set. FL helps balance
the contributions from different clients by averaging the local
updates to produce a more accurate joint model. However,
scaling up a local model would break such balance and make the
global model more similar to this local model after the average
aggregation. As a result, the model accuracy on the original task
would drop radically during the attack round. This phenomenon
makes existing backdoor attacks on FL systems prone to be
detected based on the performance degradation, regardless of

whether the model accuracy could recover to the normal state in
the subsequent training rounds.

In [29], Xie et al. proposed a more effective backdoor attack
on FL systems by controlling multiple clients at the same time,
which, however, is a much stricter assumption compared with the
single manipulated client setting in this paper. In [30], Wang et al.
proposed an edge-case backdoor that forces a model to misclas-
sify on tail data, i.e., they live on the tail of the input distribution
and are unlikely to be part of the training, or test data. During the
review period of our paper, a work [31] used a similar approach
to inject the backdoor into less updated parameters to achieve
enhanced backdoor task persistence. In comparison, our work
places a stronger emphasis on real-world scenarios and conducts
testing within real-world federated learning frameworks.

III. THREAT MODEL AND OVERVIEW

In this section, we present an overview of backdoor attacks
on FL systems, where the malicious client crafts a “poisoned”
local model to infect the global federated model and enforce
it to malfunction on targeted inputs (i.e., triggers) in a highly
predictable manner. For instance, in the case of a backdoored
face recognition system, the adversary is able to deceive the
system via impersonating another individual.

A. Threat Model

In general, we assume that the attacker is one of the partic-
ipants in the target FL system. The attacker is able to control
its own local training data, its local training process and the
local model parameters. We do not require the attacker to have
knowledge about the aggregation algorithm used to combine
participants’ updates into the joint model, nor about the local
learning process of other benign participants. In summary, we
make the following assumptions for the threat model throughout
this paper: 1) the attacker controls exactly one malicious client;
2) the attacker has the full control over its own local training
procedure; and 3) the attacker has no knowledge of other clients’
training data or training process.

It is worth to mention that the main difference with the setting
in a centralized learning system is that it usually assumes that
the attacker controls a large proportion of the training data.
In contrast, in FL, the attacker can only control its own local
resources, which means the other parts of the FL systems and
their influences on his/her attack scheme are almost invisible
and unpredictable.

Adversary’s objectives.
� Effectiveness: First, the attacker wants the FL process to

produce a global model that achieves high accuracy on the
attacker-chosen backdoor subtask.

� Stealthiness: Besides, the attacker wants to be stealthy
enough that the server is unaware of the backdoor attack,
e.g., incurring minimal impact on the model’s normal
function.

B. Attack Overview

Interestingly, we find one untapped method can be employ-
ing the redundancy of neurons in DNNs to achieve both high
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effectiveness and stealthiness. The existence of redundancy
of neurons in DNNs is echoed by the so-called over-
parameterization phenomenon [32]. This phenomenon is mainly
caused by the fact that the recent developments in deep learning
is promoting more and more complex models, which are de-
signed to have an excessive learning capability for modeling the
training set to make them better generalize to real-world cases.
For example, VGG-16 has 138 M parameters. As a side-effect,
the redundant neurons in these models are rarely updated (or
the values of their updates are very small) during the training
phase and thus are less related to the main task. Motivated by this
observation, our attack in general aims at injecting backdoor into
these redundant neurons, which hence is expected to mitigate the
problem of locally crafted backdoor being overwritten by other
clients in the aggregation phase. Moreover, as the redundant
neurons are less related to the main task, an injected backdoor
to these neurons is expected to have limited influence on the
main task.

In general, our attack consists of the following three phases:
1) identifying the redundant neurons; 2) constructing the attack
model and 3) enhancing the persistence of the backdoor. Be-
fore diving into the detailed implementations, we provide an
overview of each attack phase below.

1) Identifying target neurons: In this phase, the attacker selects
each target neuron based on the estimation of two proposed
metrics: redundancy and sensitivity.

Redundancy: By observing the parameter updates in the
global model in certain rounds, the malicious client then com-
putes the redundancy metric ε for each neuron as the maximal
parameter differences during these rounds. A lower ε means that
a neuron tends to be more redundant. Based on this metric, an
attacker can identify the redundant neurons.

Sensitivity: Yet, if a redundant neuron is however insensi-
tive to the triggers, it is still very hard for the attacker to
build correlations between the selected neurons and the desired
backdoor. Therefore, the adversary also considers which of the
redundant neurons are more suitable for backdoor injection. For
this purpose, given the trigger inputs, we compute the sensitivity
metric χ for each neuron to reflect the neuron’s effectiveness
in forcing an attack-chosen trigger to be misclassified into the
target class. A higher χ indicates a higher effectiveness. Based
on this metric, an attacker can filter out the ineffective redundant
neurons.

In summary, at the end of this phase, the adversary has selected
a set of target neurons which simultaneously have a low value
of ε and a high value of χ.

2) Constructing attack model: To inject the backdoor, in this
phase, given a global model Gt, the attacker first follows the
normal protocol to use the local data to train a model Lt+1.
Then, the attacker freezes all the neurons but the target ones that
are selected in the first phase and retrains the model Lt+1 by
using a training set mixed with normal training data and trigger
data. In the end, a malicious model Lt+1

adv is produced and waits
to be submitted when the attacker is unfortunately selected by
the server.

However, this basic design might still suffer from some degree
of the overwriting effect in the long term. Compared to previous

methods that inject the backdoor into the whole model, as our
backdoor is constructed only on a small number of neurons.
Hence, our attack may be more vulnerable to the overwriting
problem. Especially, when the data distribution of each partic-
ipant is different (i.e., the non-i.i.d. setting), the global model
will be adjusted by other clients to fit their own local data
distribution in the subsequent training rounds. As a result, the
injected backdoor might be overwritten with its effect canceled
out in the few next rounds.

3) Enhancing backdoor persistence: To alleviate the overwrit-
ing problem above, we propose the following two approaches
that work in a hybrid way to improve the persistence of the
backdoor injected in the second phase. First, as other clients’
data are invisible to the attacker, it is generally hard to make
the backdoor neurons to fit exactly all other clients’ training
data. To circumvent this seemingly insurmountable challenge,
we propose to minimize the association of the backdoor neurons
with any inputs in the problem space. Specifically, we propose
to introduce random data from a noise distribution into the
backdoor injection process (i.e., Phase 2) to limit the association.
Our general consideration behind this approach is that if the
backdoor neurons are even insensitive to noise data, they are very
likely to be insensitive to other clients’ data as well. Second, if
the overwriting problem is indeed unavoidable, we can further
strengthen the connection between the backdoor neurons and
the trigger inputs. Specifically, we identify the activation paths
which are specifically related to the backdoor function in the
model Lt+1

adv and then manually increase the weights of neurons
on these paths. In this way, we can further make the backdoor
more difficult to be overwritten and therefore more persistent.

IV. ATTACK IMPLEMENTATION

In this section, we present the detailed implementations of
each phase in our proposed backdoor attack.

A. Identifying Target Neurons

In a standard FL process, the server sends the global model G
to each client in each round. Thus, the attacker can easily observe
the change of the weights of each internal neuron in the global
model. To select redundant neurons in the FL model, the attacker
first follows the prescribed FL protocol by training the local
model on the main task in the early rounds. In the meanwhile,
the attacker caches the global model G in each round. When
the attacker is selected and wants to backdoor the FL model, for
example, in the round t after the server sends the global model
Gt to the attacker client, he/she then calculates the maximal
update over the last τ rounds, denoted as εi, for each neuron wi

as follows,

εi = max {|Gt
wi

−Gt−1
wi

|, . . ., |Gt−τ+1
wi

−Gt−τ
wi

|}, (1)

where τ denotes the observation interval. Intuitively, a lower εi
means that a neuron wi is less updated during the observation
interval, which in turn means it tends to be more redundant to
the learning model. For convenience, we call εi the redundancy
metric for the neuron wi and select the top redundant neurons
based on this metric.
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Algorithm 1: Identify_Target_Neurons.

However, as mentioned in Section III-B, not all redundant
neurons are suitable for backdoor injection. In practice, we
notice that it is difficult to inject a backdoor into some redundant
neurons, which is mainly due to that their connection weights
with the surrounding neurons are very low. In other words,
these redundant neurons have little contribution to the model’s
output and final decision. Therefore, to facilitate the injection
of backdoor, the attacker should also consider to select neurons
that can be easily affected by the trigger. Specifically, we pro-
pose the following procedure to quantify a trigger’s impact on
a neuron wi. First, we run back-propagation w.r.t. the global
model Gt at the current round and compute the gradient of loss
�(Gt(xtrigger), yt) for all the triggers with respect to wi, which is

formally defined as 1
m

∑ |∂�(Gt(xtrigger),yt)
∂w |, where m represents

the number of trigger inputs held by the attacker and xtrigger

denotes one trigger input. If this term has a higher value, the
corresponding neuron wi is more sensitive to the trigger.

Furthermore, we also consider to select neurons that are less
sensitive to the normal inputs. Similarly, we quantify the normal
inputs’ impact on a neuron wi as 1

n

∑ |∂�(Gt(x),y)
∂w |, where n

represents the number of normal training samples held by the
attacker. If this term has a lower value, the corresponding neuron
wi is less sensitive to the normal inputs. Combining the two
metrics above, we hence define the sensitivity metric χi of each
neuron wi as follows,

χi =
1

m

∑∣∣∣∣
∂�(Gt(xtrigger), yt)

∂wi

∣∣∣∣−
1

n

∑∣∣∣∣
∂�(Gt(x), y)

∂wi

∣∣∣∣ .
(2)

In summary, a neuron with a higher χ is more desirable for
the attack because it can be more easily affected by the trigger
but less easily affected by the normal inputs, which further
increases the success rate of the downstream backdoor injection
procedure. Algorithm 1 summarizes the whole procedure.

Selection criterion: Generally, we select the neurons with a
low value of redundancy ε and a high value of sensitivity χ for
the facility of backdoor injection. As the weights of neurons
at different layers of DNN tend to have different scales, we
propose to perform layer-wise selection in practice. Specifically,
we select a neuron if its value of χ is above the (100− θ)th

percentile of all the neurons at the same layer meanwhile its
value of ε is below the θth percentile. By adjusting θ, we
can effectively control the number of targeted neurons. The
higher the value of θ, the more the number of selected neurons.
When θ = 100, our attack is equivalent to previous attack that
injects the backdoor into the whole network. It is worthy to note
that the parameter θ does not represent the absolute ratio of
selected neurons. Due to the multiplication effect, the final ratio
of selected neurons is in the range of [(θ/100)2, θ/100], e.g., if
θ = 30, the range will be [0.09, 0.3].

B. Constructing the Attack Model

Given a global model Gt and the selected neurons, in this
phase, our goal is to inject a backdoor into these selected
neurons, and meanwhile maintain the normal performance of the
backdoored model on the original task. In order to achieve this
goal, we propose the implementation of the following two-step
procedure.

In the first step, the malicious client is required to conduct the
normal local training process, where only the normal training
data is used, to obtain a model Lt+1 which should have been
submitted if the client is benign. Intuitively, the purpose of this
step is to ensure the model accuracy on the main task.

In the second step, the local model Lt+1 is retrained with a
training set mixed with normal training data and trigger data. We
freeze all the neurons but the selected ones which are reserved
for backdoor injection. In fact, the parameters of DNN models
are often grouped in matrices, while a neuron wi that our attack
operates on is only one cell of a certain parameter matrix W .
Therefore, to only update the selected neurons, we introduce a
mask M for each parameter matrix W . The mask has the same
shape as W and each cell in the mask has a binary value 0
or 1. For neuron-wise parameter freezing, we define the weight
update operation asW = η ∂�

∂W �M +W , where� denotes the
element-wise product operation and η is a predefined learning
rate for the local optimizer, e.g., Adam [33]. For simplicity,
we use the notation M [i] to represent the mask value for the
neuron wi. Intuitively, if M [i] = 0, no weight update is applied
to the neuron wi. In our context, we always set M [i] to 1 if the
corresponding neuron wi is selected in Phase 1. The learning
objective during the retraining is defined as follows,

min �(Lt+1(x), y) + �(Lt+1(xtrigger), yt), (3)

where x, y represent the normal training input and the corre-
sponding label, respectively, whilextrigger, yt denote the trigger
input and the target class, respectively.

During the retraining, we mix trigger samples with the benign
samples in every training batch. Detailed configurations can
be found in the next section. This helps the model maintain
its accuracy on the main task while injecting backdoor to it.
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The retraining process is iteratively executed until the model’s
accuracy on both the main task and the backdoor subtask meets
the attacker’s expectation, which is usually measured by the
attacker on a prepared validation set. Finally, the attacker obtains
a malicious model Lt+1

adv and is ready to submit it to the server
for aggregation.

C. Enhancing Backdoor Persistence

Next, we describe how we improve the durability of the
injected backdoor, i.e., to maintain the performance of our
backdoor attack for a longer term.

As we inject backdoor into a small number of neurons, the
backdoor is naturally vulnerable to model update. Moreover, in
the non-i.i.d. settings, the data distribution of each client can
be highly divergent from each other, which is a rather common
situation in many real-world FL applications. For example, in
the case of face recognition, each client has unique user data. As
a consequence, the backdoor is very likely to be overwritten in
the next few rounds of aggregations. To overcome this problem,
we leverage the following two novel techniques in a hybrid way
to improve the persistence of the injected backdoor.

Backward gradient: We first need to understand what it means
to prevent the overwriting from other clients. From the per-
spective of the backward gradient, we find whether a neuron
is overwritten largely depends on the gradient value that is
backpropagated from the model loss to the neuron. Formally, the
backward gradient w.r.t. the neuron wi is written as ∂�(G(x̂),ŷ)

∂wi
,

where G is the global model, (x̂, ŷ) are the training data held by
other benign clients. Intuitively, if the backward gradient is close
to 0, it indicates that our target neuron wi would not be over-
written. A naive idea to mitigate the overwriting problem can
be employing a dataset following exactly the same distribution
with other clients in the training phase. However, this violates
the privacy constraint in FL and does not fit in our threat model
in Section III-A.

To circumvent the above insurmountable privacy barrier, we
propose to alternatively minimize the backward gradient of the
backdoor neurons with almost every data point in the problem
space. In practice, we propose to minimize the backward gra-
dient of the selected neurons with data points from a chosen
noise distribution. Intuitively, if the backdoor neurons are even
insensitive to noise data, then they should also be insensitive to
other clients’ data as well. Specifically, we augment the original
learning objective in (3) during the backdoor injection phase to
the form below

min
w

�(Lt+1(x), y) + �(Lt+1(xtrigger), yt)

+ α
∂�(Lt+1(xn), yn)

∂wi
, (4)

wherex, y represent the normal training data and the correspond-
ing labels of the malicious client, respectively; xtrigger, yt rep-
resent the trigger inputs and the target class, respectively; xn, yn
represent the noise data from a predefined data distribution; and
α is the weight to balance the trade-off between the loss of the
main task and the impact of the noise data. Our experiments show

Fig. 1. An example of activation path. Each line represents a target neuron
identified in Section IV-A and each number represents the average activation
value of the target neuron for the trigger inputs. The red lines represent the
selected activation path.

Algorithm 2: Select_Activation_Path.

that using this technique to construct the backdoor would make
it more difficult for other clients’ update to affect the backdoor
neurons in the future training rounds.

As a noteworthy technical detail, due to the use of noise data
in training, the above technique may appear slightly unstable
during the construction of the backdoor model under the ob-
jective defined in (4). In practice, we propose to dynamically
adjust the trade-off coefficient α to guarantee the success of
backdoor injection. Specifically, after the attack is completed,
we will measure the attack success rate of the result model to
monitor whether the backdoor is successfully injected into the
local model. If the attack success rate is too low, we will reduce
the value of α until the attack success rate reaches a high value.

Forward activation: From the perspective of the neuron ac-
tivation, existing works [12] in backdoor attacks on centralized
learning systems suggest that the backdoor function in a model
is highly related with some specific activation paths across
neurons. These specific activation paths are highly activated, i.e.,
the activation values of all the neurons in the path are commonly
high, when the model input is a trigger. Fig. 1 gives an example
of the activation path. Inspired from this phenomenon, we then
strengthen these specific activation paths by manually increasing
the weights of the neurons in the paths to further improve the
durability of our backdoor.

Therefore, the first question is that given a malicious model
Lt+1

adv and the corresponding triggers xtrigger, yt, how to find these
specific activation paths corresponding to the triggers. Based on
the general criterion that all neurons in the activation path have
high activation values when the corresponding trigger is input,
we design a greedy procedure for activation path selection in
Algorithm 2. Specifically, from the output layer to the input
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layer, we iteratively select the top k activated neurons connected
to the previously selected neurons. The initially selected neuron
in the output layer is the one that represents the target class of
the trigger.

After the activation paths for the triggers are in place, we
then strength the backdoor function by increasing the weights
of the neurons in these paths. Specifically, we iteratively increase
the weight for each neuron wi in an activation path from back to
front, which is based on the operation wi = wi + δ. For the sake
of stealthiness, this process immediately terminates once we
observe the model’s accuracy on the main task starts to decrease.

Finally, we remark that in our preliminary study, we also
design an alternative way to identify the activation paths. Similar
to the criterion we use to identify the target neurons in Sec-
tion IV-A, we find it is possible to first calculate the activation
value of each neuron for the normal local data samples from the
target class, and then select only the neurons with a low activation
value for the normal data to form the activation paths. In this
way, the backdoored model is also expected to preserve a higher
utility for the main task. However, we do not use this method
in our final implementation for the following reasons. First, as
the attacker needs to enhance the backdoor only when the data
distributions on other clients are extremely divergent from its
own data. In such a setting, the attacker may not even necessarily
have a normal input of the target class, which therefore makes
this alternative design impractical. Second, in our current design,
all the activation paths consist of the target neurons selected
in Phase 1, which are highly redundant and insensitive to the
normal input. This already guarantees that the activation paths
we choose to enhance have very limited influence on the main
task performance. Hence, we prefer to reuse the selected target
neurons instead of running another round of selection as in the
alternative design.

In summary, we leverage the two techniques in a hybrid way
to strengthen the persistence of the backdoor. The backward
gradient method is used to inject a more persistent backdoor
during the training phase, while the forward activation method
is used to enhance the backdoor after it is injected into the model.
Thus, the two techniques form a compensating combination for
improving the backdoor persistence.

V. EXPERIMENTAL SETUP

Federated learning: For each application, we implement and
simulate an FL system for model training. If not specially
mentioned, we fix the following default FL settings: the number
of selected clients at each training round m = 10, the local
training epoch E = 1, the server aggregation method is average
aggregation and the local optimizer is Adam with learning rate
10−3, β1 = 0.9 and β2 = 0.99.

Attacks: We mainly evaluate the proposed attack in the paper.
In the experiments, we set baseline attack as θ = 100 which do
not select redundant neurons and inject backdoor into the whole
model. It can be regarded as the previous method, i.e., the model
replacement proposed by Bagdasaryan et al. [15] and Bhagoji et
al. [16]. Not only that, our baseline method is actually stronger
than the model replacement method, because the basic step of

the model replacement method is to inject backdoor into the
whole model, and then scale the model update before sending
it to the server. In our baseline method, after injecting backdoor
to the local model, we further use two techniques (backward
gradient and forward activation) in a hybrid way to strengthen
the backdoor. Moreover, we focus on the semantic backdoor case
in the genealogy of backdoor attacks, where the trigger input is
an untampered image from a related data domain instead of
an image with manually-stamped artifacts (i.e., the watermark,
which is much less stealthy). In each trial, among the inputs
that are correctly classified by the FL model in the test dataset,
we randomly sample 100 inputs from the same class as the
adversary’s triggers. In an attack, we randomly pick the target
class for the triggers. By applying our attack implemented in
Section IV, we can inject backdoors into the global model in a
FL task.

FL tasks: We conduct experiments on four typical use cases
of FL, which cover retina disease detection [34], face recogni-
tion [35], loan status prediction [29] and malicious comment
detection [36]. It is worth to note, we choose the four cases
considering the diversity of data distribution, model structure,
and the number of clients. For example, the data distribution
on retina disease detection and malicious comment detection
tasks is i.i.d, while on others is non-i.i.d. The involved models
are respectively Inception.v3, VGG-Face-16, three-layer fully-
connected neural network, and TextCNN. The number of clients
on retina disease detection and face recognition tasks is 10,
while on loan status prediction and malicious comment detection
is 51 and 100, respectively. Moreover, we also consider many
benchmark datasets such as CIFAR [37] and EMNIST [38].

Metrics: To evaluate the effectiveness of our backdoor, we
use the metric Attack Success Rate (ASR). To evaluate the attack
stealthiness, we useΔAccuracy which measures how discernible
the backdoor model is from the normal model by comparing
their performance difference on the main task. To evaluate the
real number of selected neurons (recall the selection criterion
in Section IV-A), we use the metric Average Ratio of Selected
Neurons (ARSN).

VI. EVALUATION

In this section, we present key evaluation results and analysis.

A. Impact of Neuron Selection

First, we evaluate the performance of our attack under differ-
ent configurations of target neuron selection. Table I summarizes
the influence of the number of target neurons on the attack
effectiveness and stealthiness after 10 training rounds of the
attack round.

From Table I, we conclude that our method is able to use a
small ratio of neurons to construct backdoor and pose strong
threats to FL systems. With a proper setting, the trigger inputs
can achieve a high success rate. For example, when θ = 30, the
real ratio of selected neurons is below 0.2 and the trigger inputs
are misclassified into the desired classes with over 88% success
rate after training on all four tasks.
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TABLE I
IMPACTS OF NEURON SELECTION THRESHOLD ON ATTACK EFFECTIVENESS AND STEALTHINESS

Compared to previous methods, i.e., selecting all the neurons
in the model, constructing backdoor with a few neurons can
achieve better stealthiness. As the number of selected neurons
decreases, the ΔAccuracy of the main task also decreases on all
four tasks. For example, on the retina disease detection task,
when θ = 30 (ARSN is 0.15), the main task accuracy only
declines by about 2.6% during the attack round. Observing
such a minor change, the server could hardly determine whether
such a change is caused by a deliberate attack or simply caused
by randomness, which in turn validates the stealthiness of our
attack. We also find an abnormal result in the face recognition
case: when θ = 30 (ARSN is 0.16), the main task accuracy
declines over 20% during the attack round. However, this decline
is much smaller than attacking on the whole model (θ = 100 in
our experiment). The main reason is that on the face recognition
task, we divide the dataset into an extreme non-i.i.d situation in
which all the images of an identity only belong to one client.
In this situation, when we inject backdoor into the model (refer
to Section IV-B), the backdoored model trained by the local
data tends to be overfitted, leading to the large drop of the main
task accuracy. In the case of extreme no-iid, if attackers aim for
higher attack stealthiness, they can only achieve it by reducing
the magnitude of model perturbations in each individual attack.
However, this comes at the cost of requiring more attack rounds
and a slower backdoor injection rate.

Within proper settings of θ (e.g.,30 ≤ θ ≤ 50), both the attack
effectiveness and the stealthiness can achieve a high perfor-
mance. For example, on the loan status prediction task, with
θ = 30, the global model can misclassify 94% of the triggers.
Meanwhile, the ΔAccuracy of the global model after training
(i.e., AT) is less than 1.1%.

Moreover, compared with the results on i.i.d tasks (such as
retina disease detection and malicious comment detection), the
degradation of the global model’s accuracy on non-i.i.d tasks
is pretty high. For example, on the face recognition task, with
θ = 100 the main task accuracy changes by about 46.2%. When
dataset is non-i.i.d., simply scaling up the whole malicious
model would make the aggregated model crash for the main task.
Our attack that selects a small number of neurons can largely
reduce the ΔAccuracy, e.g., with θ = 30 the main task accuracy
changes by about 21.4% during the attack round.

When the number of target neurons is insufficient, the back-
door function is difficult to be injected, e.g., on the retina disease
detection task, when θ = 10 (the real ratio of selected neurons
is only 0.04), the attack success rate (AA) has only 84% which
implies the local backdoor has not been integrated into the global
model. Moreover, on the face recognition task, when θ = 10, the
attack success rate (AT) drops sharply to 43%, which is mainly
because the backdoor injected to a smaller number of neurons
would be more sensitive to model update.

B. Impact of Attack Timing

Since an attacker may launch an attack in any training round,
here we evaluate the influence of the attack timing on the
effectiveness and stealthiness of backdoor attacks. Moreover,
when the total number of participating clients is large (51 for
loan status prediction and 100 for malicious comment detection),
a practical FL system may randomly select a smaller set of
clients (10 in our setting) to participate in each training round.
Thus, the attacker is not guaranteed to has the opportunity to
conduct attacks at a target round. Instead, he/she can set an attack
window, in which if he/she is selected, he/she will conduct the
attack. Therefore, in the experiments, for retina disease detection
and face recognition, we set the specific attack rounds, while for
loan status prediction and malicious comment detection, we set
the attack windows, e.g., the last-but-20 rounds to the last-but-10
rounds.

From Fig. 2, we can observe that a trade-off still exists
between the attack effectiveness and stealthiness. Generally,
conducting attack in the later training rounds leads to a higher
attack success rate, but at the cost of the model accuracy on
the main task. If the attack is conducted in the last few training
rounds, i.e., close to the end of training, the effectiveness of
the backdoor attack can persist at a high level until the end of
the attack for more rounds. This is mainly because the injected
backdoor would be less affected by other participants’ updates
when the model is about to converge. In the meanwhile, a late
attack would cause the global model to perform poorly on the
main task, which causes a decrease in stealthiness. Therefore,
in practice, an attacker may tend to adopt flexible strategies to
achieve both high effectiveness and stealthiness, e.g., selecting
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Fig. 2. ASR and ΔAccuracy change when conducting attack at different
training rounds. The x-axis of (a) and (b) represents the interval rounds between
the attack round and the final training round. The x-axis of (c) and (d) represents
the interval rounds between the central of the attack window and the final training
round.

Fig. 3. Impact of the number of selected clients.

fewer neurons for backdoor injection and conducting attack in
the late training rounds.

C. Impact of the Number of Selected Clients

We also study the impact of the number of selected clients
during a single training round. We conduct experiments on loan
status prediction and malicious comment detection tasks. The
attacker conducts attack only when he/she is selected during the
attack window.

Fig. 3 shows that the average attack success rate varies with
the number of selected clients. We observe that on the loan status
prediction task the attack success rate increases with the number
of selected clients increasing from 10 to 30, and on the malicious
comment detection task the attack success rate increases with
the number of selected clients increasing from 10 to 50. This
is mainly because that the more number of selected clients in a
single training round, the larger the probability that the attacker
is selected. Moreover, we can also observe a decline in the attack
success rate when the number of selected clients increases from
30 to 40 on the loan status prediction task and from 50 to 70
on the malicious comment detection task. On the one hand, the
probabilities of selecting an attacker are both near to 100%when
the number of selected clients is large. On the other hand, the
malicious model updates submitted by the attacker account for a
smaller proportion of the total updates as the number of selected

Fig. 4. Backdoor persistence after additional training rounds.

clients increases, which consequently increases the difficulty
of a local model to be integrated into the global model. As a
countermeasure, the attacker in this case can increase the ratio
of selected neurons to 50% to preserve the attack success rate at
a high level.

Finally, we discuss the relationship between the difficulty of
our attack and the number of total participating clients. Note
that the number of selected clients cannot grow infinitely in
practice when the total number of participating clients is very
large, e.g., hundreds or even thousands of clients. It is because
that choosing a large selected number in each training round
will largely increase the communication cost [3]. This cost is
unacceptable, especially when all participating clients are not
on the same Local Area Network (LAN). This fact implies that
the difficulty of the local malicious model to be integrated into
the global model does not increase linearly as the number of
total participating clients increases.

D. Backdoor Persistence

Then, we investigate how many additional rounds the back-
door can still persist. This experiment is conducted on the retina
disease detection task. In this experiment, the baseline method
injects a backdoor to the randomly sampled neurons in the
model. We only conduct the one-shot attack on the 20th training
round and then record the attack success rates in the following
rounds.

From Fig. 4, we can observe that 1) all attacks reach a high
attack success rate right after performing a backdoor attack in
the 20th training round. In the following rounds, the injected
backdoor is gradually weakened by the benign updates, leading
to the drop of attack success rate; 2) the attack success rate of
the baseline attack drops faster than that of our attacks, which
shows that our method can indeed enhance backdoor persis-
tence; 3) the backdoor constructed by the whole model, i.e.,
θ = 100 in the experiment, persists the longest training rounds,
as this backdoor drastically modifies the global model, making
it difficult to be adjusted by the benign updates. However, at the
same time, it greatly reduces the main task accuracy as evaluated
in Section VI-A.

Moreover, we should remind the reader that the persistence of
the injected backdoor is highly related to the attack timing (recall
Section VI-B). Because our attack occurs only in the initial 20
rounds of training, it results in a relatively short persistence
of the backdoor. However, if we were to conduct the attack in
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Fig. 5. PGD versus a combination of PGD with our method in terms of
backdoor persistence.

Fig. 6. The effectiveness of our backdoor attack at different percentage num-
bers of malicious clients in the total clients.

later training rounds, the persistence of the backdoor would be
prolonged.

We further conduct an experiment to illustrate the effective-
ness of our attack for improving the persistence of the backdoor.
The experiment settings are consistent with those in [30], which
is conducted on CIFAR-10 and EMNIST datasets. The trigger
sets were obtained from [30] as well. In contrast to the previous
experiment, in this experiment, we perform continuous backdoor
attacks (without weight scale) over 200 rounds and then observe
the backdoor’s persistence. The baseline method is PGD (Project
Gradient Descent) attack from [30].

From Fig. 5, we can observe that when we conduct a backdoor
attack in the long term, the backdoor presents a high persistence.
Besides, we can also observe a complement between our method
and the previous method, e.g., PGD attack. The PGD method
is specifically designed for backdoor attacks aimed at evading
anomaly detection. It can effectively limit the degree of model
modifications within a given threshold δ during an attack round.
As long as the δ is sufficiently small, the PGD method can evade
all anomaly detection techniques. By incorporating the PGD
method, our approach can achieve greater stealthiness while
maintaining stronger persistence.

E. Number of Malicious Clients

Our method can also be extended to scenarios with multiple
malicious clients. Here, we conduct experiments on the EM-
NIST dataset about how our attack performs under different
numbers of malicious clients in the overall client pool.

Fig. 6 shows the mean success of our attack as a percentage of
attackers among all participants, measured over 100 rounds. We
can find that without a defense method, an attacker who controls
1% of the participants can achieve almost 100% backdoor ac-
curacy. This is because the attacker can scale up model weights
to accelerate backdoor injection. While a defense method (norm

TABLE II
ABLATION STUDY OF THE TECHNIQUES FOR ENHANCING

BACKDOOR PERSISTENCE

difference clipping) is deployed, the attacker cannot scale up
its local model weights and slow down backdoor injection. In
this case, an attacker needs to control 10% of the participants
to achieve a high backdoor accuracy. This implies that while
defense methods may not completely prevent the injection of
backdoors, they can significantly slow down the injection rate
and increase the number of required attacks. This may further
limit the effectiveness of federated learning backdoor attacks in
large-scale scenarios.

F. Ablation Study

In Section IV-C, we propose two techniques in a hybrid way
to enhance the persistence of the backdoor. Here, we conduct an
ablation study to show the effect of different techniques for our
backdoor attack. This experiment is also conducted on the retina
disease detection task. In the experiments, we set the baseline
method as the one that injects backdoor into the model without
enhancing it. We further consider three settings: only use the
backward gradient method to enhance the backdoor (BG), only
use the forward activation method to enhance the backdoor (FA),
and use both backward gradient and forward activation methods
to enhance the backdoor.

The results are list in Table II, which are measured when 20
training rounds after the attack with θ = 30. We can observe that
1) BG and FA can both improve the persistence of the injected
backdoor, i.e., the attack success rate of each method grows 22%
and 31%, respectively; 2) BG and FA would slightly decrease
the main task accuracy (less than one percent) compared to the
baseline method; and 3) using BG and FA in a hybrid way can
further improve the effectiveness of our backdoor attack.

Moreover, our method needs to observe the global model to
identify target neurons. Here, we design an experiment to mea-
sure the impact of the observation gap. To mitigate the impact
of the attack timing, we consider a one-shot attack scenario.
Attackers are chosen by the server at various intervals, while
they do not initiate attacks until after 100 rounds. Instead, they
engage in normal training and observe the global model. In the
100th round, the attacker conducts a one-shot attack. We test the
SAR of the backdoor task and the ΔAccuracy of the main task
10 rounds after the attack occurs.

The results from Fig. 7 indicate that as the observation interval
increases, the persistence of the backdoor gradually weakens,
although the extent of this decrease is not substantial. This
suggests that our method exhibits a degree of robustness to the
attack interval. However, it should be noted that when the attack
interval becomes too large, our method may face challenges in
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Fig. 7. The effectiveness of our attack under different observation gaps.

computing redundant neurons. In extreme cases, such as when
they are selected only a few times, attackers may have to rely on
their clean data for evaluating the redundancy of neurons.

VII. EVALUATION ON REAL-WORLD FL PLATFORMS

In order to conduct a more practical backdoor attack, we
further investigate the vulnerability of the popular open-sourced
FL platforms, including TensorFlow Federated (TFF) [17],
PySyft [18], Federated AI Technology Enabler (FATE) [19],
and PaddleFL [20].

Platform analysis and experimental setup: After we carefully
study these four platforms, we find that generally FATE and
PaddleFL are more vulnerable than TFF and PySyft. This is
mainly due to the following two observations. 1) FATE and
PaddleFL follow a typical FL training produce: the client side
trains a local model on its own data and submits the local
parameter updates to the server side, while the server side
receives the local updates and aggregates them into the global
model. In this framework, the malicious client controls over its
own local training procedure, and thus can arbitrarily modify the
local model to inject backdoor. 2) TFF and PySyft are designed
as server-side controlled frameworks. Compared with a typical
FL training round, the server not only controls the aggregation
of the local updates into the global model, but also controls
each client’s local training process step by step. In this situation,
the client side is only allowed to supply its own data during
the training phase and obtain the resulting model when the
training process is over, which largely restricts the capability
of a malicious client.

In order to conduct attack on these platforms, we need to
adopt different methods. According to the above analysis, for
FATE and PaddleFL, we can directly modify the model training
code in the client side, i.e., replacing the normal local training
process with an attack process. For TFF and PySyft, due to we
assume that the attacker has the full control over its own local
client, the attacker can execute the attack outside the platform
and then replace the final model. Specifically, When we need to
inject backdoor, we 1) copy the local model which is sent by the
server side and block the thread used to upload the result, 2) run
an extra thread to conduct backdoor attack, and 3) replace the
benign model with the backdoored one and wake up the thread
to upload the model. Compared to the first method that directly
modifies the source code of FL platforms, this method requires
additional time overhead.

Moreover, in actual attacks, time overhead is an important
factor. If the server waits for a long time, the server may detect

TABLE III
BACKDOOR ATTACKS ON FOUR REAL-WORLD FL PLATFORMS

the abnormality of the malicious client. Therefore, we propose
a fast attack version to reduce the time overhead. Specifically, in
the stage of identifying the target neurons, we only focus on the
fully connected layers instead of the whole model. In the stage
of constructing the attack model, we only train the model for
one epoch instead of several epochs. In the stage of enhancing
the backdoor persistence, we directly scale up the weight of
neurons in the activation paths instead of gradually increasing
their weights.

Evaluation results: For demonstration purpose, we use the
LOAN dataset to conduct experiment. In the experiment, we set
θ = 30 and other experimental settings are consistent with the
default settings. Table III shows the attack performance on four
real-world FL platforms. We can observe that 1) all the four
FL platforms are vulnerable to our backdoor attacks. The attack
success rates of normal version for four platforms are all above
93%; 2) the time overhead of our attacks are less than 30 s which
is not a long time (considering the platforms’ default settings
that the maximum waiting time of the server side is generally 2
minutes); and 3) the fast version of our attack can largely reduce
the time overhead with the cost of slightly degrading the attack
effectiveness.

VIII. POSSIBLE DEFENSE

In this section, we further evaluate several possible coun-
termeasures for mitigating our backdoor attacks in FL. For
demonstration purpose, we mainly evaluate the defenses on the
retina disease detection task.

A. Byzantine-Resilient Aggregation

First, we consider four state-of-the-art robust aggregation
mechanisms Krum & Multi-Krum [21], coordinate-wise me-
dian [22], FoolsGold [23], and Zeno [24] in FL. We first briefly
introduce them in the following.

Krum & Multi-Krum [21]: Assume the defense is expected to
tolerate f Byzantine clients out of n. Given all model updates
(δ1, . . ., δn), for each model update δi, Krum computes the
distances from δi to each of the remaining updates and then sums
up the (n− f − 2)-closest distances. Finally, the server selects
the model update with the lowest sum as the aggregated update.
The key difference between Krum and Multi-Krum lies in the
final step, where multiple models with the smallest distances are
selected.
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TABLE IV
BYZANTINE-RESILIENT AGGREGATION AS A COUNTERMEASURE

Coordinate-wise Median [22]: Given all model updates
(δ1, . . ., δn), the server computes the median value δ̂(i) =
median(δ1(i), . . ., δn(i)) for each weight wi in the model.

FoolsGold [23]: Adapts the different learning rate
(η1, . . ., ηn) for all clients, which based on the model update
similarity among indicative features in any given iteration and
historical information from past iterations. As a result, Fools-
Gold can maintain the learning rate of clients that provide unique
model updates, while reducing the learning rate of clients that
repeatedly contribute similar model updates.

Zeno [24]: Treat each candidate gradient estimator as a sus-
pect and compute a score using a stochastic zero-order oracle.
Then, Zeno takes the average over the several candidates with
the highest scores.

Results & analysis: Table IV summarizes the influence of
Byzantine-resilient aggregation. We set θ = 30 and 50 for all
the experiments. As we can see, Krum can easily defend against
our attack if we only conduct a one-shot attack in which we
scale up the model update and make it distinguish from benign
model updates. As a countermeasure, we choose to continuously
attack in many training rounds. In this situation, Krum can be
broken by our attack, e.g., the global model misclassifies 94%
of the triggers. As our method only injects the backdoor into
a few numbers of neurons, the model update is therefore not
far from other clients’ updates. As a result, our local model
would have a large opportunity to be aggregated by Krum. Due
to Multi-Krum selecting more model updates in each round, it
is more vulnerable to the backdoor attack. The similar results
are shown in Zeno, as it also selects more model updates in each
round.

However, for the median aggregation, our vanilla multi-round
attack shows limited effectiveness (the attack success rate is
only 34%). It is mainly because that our method is based on
backdoor injection into the redundant neurons. As a result, when
the update on the redundant neurons from other clients is small,
our malicious updates are hardly selected during the median

aggregation. In order to overcome this limitation, we consider
limiting the value of Δwbackdoor for the backdoor neurons, i.e.,
by adding an item |Δwbackdoor| to (3) or (4). This method largely
improves the success rate of our attack from 33% to 85%.

Moreover, FoolsGold cannot defend against our attacks, es-
pecially in continuous attack setting. This is because the key
insight of FoolsGold is that benign clients can be separated
from malicious clients by the diversity of their model updates.
In federated learning, since each client’s training data has a
unique distribution and is not shared, malicious clients share
a common objective and will contribute updates that appear
more similar to each other than benign clients. However, in
our method, we only assume one malicious client to conduct
attack. This setting would heavily reduce the effectiveness of
FoolsGold.

In summary, although Byzantine-tolerant aggregation mech-
anisms to some extent lower the chance for the attack payload
from the malicious client to be selected, most of them fail to
prevent the backdoor from being integrated into the global model
once the malicious client is selected. In fact, the aforementioned
robust aggregation mechanisms, e.g., Krum, Coordinate-wise
Median, and Zeno, are initially designed against Byzantine
attacks in distributed learning systems, which mainly aim at
compromising the overall accuracy of the FL system. As a result,
most robust aggregation mechanisms only provide a conver-
gence guarantee for FL systems under attack, while our backdoor
attack is highly stealthy in terms of overall accuracy. For this
reason, our attack successfully evades the Byzantine-tolerant
aggregation mechanisms.

B. Differential Privacy

In this section, we consider FL under the constraint of Dif-
ferential Privacy (DP) which is proposed in [25], denoted as
DPSGD. We briefly describe the process of DPSGD. Each client
follows the same setting as in the normal FL protocol to train the
local model and submits the model update δ back to the server.
For the FL server, the following three additional steps are re-
quired before conducting the aggregation. 1) Given all model up-
dates (δ1, . . ., δn), the server first computes a scaled update δ̂i =
δi/max(1, ||δi||2

S ), in whichS = median(||δ1||2, . . ., ||δn||2). 2)
Add Gaussian noiseN(0, σ2S2) to the sum of the scaled updates∑n

i=1 δ̂i. 3) Update the global model by adding the mean of the
result in step 2. In this method, σ controls the balance between
the privacy and utility. Moreover, previous work [39] proposed
weak DP which add a small amount of noise, i.e., low σ, to
prevent backdoor attack.

Since DPSGD conducts norm bound operation before aggre-
gation, our one-shot attack that scales up model update is difficult
to succeed. Therefore, we also choose continuous attack in the
following experiments.

Results & analysis: Fig. 8 summarizes the influence of DP. We
observe that the backdoor attack remains effective if the standard
deviation of noise σ is low. For example, when σ is smaller
than 0.01, the backdoor attack success rate only decreases by
about 1%− 4%. This result shows that weak DP presents poor
defense against our attack. It may because that weak DP can be
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Fig. 8. Attack success rate on trigger inputs and classification accuracy on
clean inputs under different DP level. These results are measured 10 training
rounds after the attack.

viewed as a method to strengthen the overwriting problem in
the FL training process. Our attack has already considered this
problem and proposed two techniques (backward gradient and
forward activation) in a hybrid way to enhance the persistence
of the backdoor. Moreover, we can also observe that a higher
noise, which makes the backdoor attack ineffective, also greatly
degrades the accuracy of the global model on its main task. For
example, when σ = 0.1, although our backdoor attack presents
a low attack success rate, the main task accuracy also decreases
by nearly 45%, which is usually unacceptable in practice.

In summary, DP in FL can reduce the effectiveness of our
backdoor attack, yet the obtained defense capability is at an
unaffordable cost of degrading the model’s performance on its
main task. Finding a balancing point between the FL system’s
robustness against backdoor attacks and its utility remains an
open problem to solve in the future.

C. Fine-Pruning

Last, we consider a centralized defense technique called fine-
pruning [26]. As we have discussed, the backdoor function can
be injected into the model mainly due to the excessive learning
capability of large DNN models. If redundant neurons in the
network were removed, the model should have an insufficient
capability to “remember the backdoor”. In this way, fine-pruning
can be considered as an ideal defense against our attack. The
fine-pruning [26] defense seeks to combine the benefits of
pruning and fine-tuning. Specifically, the defender exercises the
DNN received from the attacker with clean inputs from the
validation dataset and records the average activation of each
neuron. The defender then iteratively prunes neurons from the
DNN in increasing order of the average activation and records
the accuracy of the pruned network in each iteration. Finally,
The defender uses the validation dataset to fine-tune the pruned
network.

Results & analysis: Fig. 9 shows the influence of the fine-
pruning defense. The fine-tuning step is not reflected in the
results, as we observe that fine-tuning with the partial data
owned by a client greatly degrades the main task’s accuracy. We
observe that compared with the baseline attack, e.g., θ = 100,
our attack, e.g., θ = 30, is more sensitive to the pruned neurons.
The attack success rate of our attack drops sharply when the
fraction of pruned neurons is above 0.4. The reason is obvious:
our method mainly takes advantage of the redundancy of neurons

Fig. 9. Classification accuracy on clean inputs and attack success rate on
trigger inputs versus the fraction of neurons pruned for backdoor attack.

in DNNs. We deliberately combine the backdoor function with
redundant neurons. These redundant neurons are usually not
highly relevant to the main task and will be pruned earlier in the
pruning process.

However, we can also observe that the classification accuracy
of the main task also drops obviously as the fraction of pruned
neurons grows. This observation is somehow inconsistent with
previous work [26] in which the classification accuracy of the
main task still maintains at a high level when the fraction of
pruned neurons is above 0.6. The main reason is that our experi-
ment is under the FL setting. Each client only owns a partial
dataset. When the defender executes the pruning operation,
he/she can only use the partial dataset to calculate the average
activation for the neurons. As a result, such results may be
inaccurate, and the neurons with low activations may still be
highly related to the main task, especially, when the distribution
of the partial dataset is non-i.i.d. Pruning these neurons will
inevitably hurt the usability of the model.

Finally, we would like to discuss the difference between
redundant neurons and low-weight connections [40]. It is worth
noting that the redundant neurons in our paper do not specifically
refer to the low-weight neurons. The redundant neurons are
selected based on the difference among previous model updates
(recall (1)) instead of the absolute weight value in the current
model. The selected neurons may also have a high weight,
especially, after we inject backdoors into these neurons. Thus,
removing connections with low weights directly (technique from
model compression) is also not effective for our attack.

IX. DISCUSSION

Privacy versus robustness in FL: The success of backdoor at-
tacks against FL systems implies that the improved user privacy
in FL is, to some extent, at odds with the robustness of the global
system. As the privacy protection of FL has improved, so as the
stealthiness of the attacks. Currently, as neither the training data
nor the model updates are visible to the aggregation server due to
MPC protocols, a malicious client in an FL system can submit
an arbitrary attack payload to compromise the global system.
Moreover, when the system consists of massive participants in
an open network, almost nothing can be done to ensure that all the
clients are honest. As a result, FL in the current stage is inherently
vulnerable against backdoor and other model-poisoning attacks,
as well as Byzantine attacks. We hope our work could alarm the
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developers of FL systems to become more concerned about the
balance between data privacy and system robustness.

Backdoor defenses in centralized settings: As we have men-
tioned in Section VIII, common technical choices for defense,
including Byzantine-resilient aggregation and DP, are not specif-
ically designed against backdoor attacks. As a result, these
methods either show a limited defense effect on our attack or are
unable to mitigate our attack at an affordable cost of the main task
accuracy. Then the question is, what about leveraging existing
backdoor defense methods in the centralized setting? For the
defense methods (e.g., [41] and [26]) that work at testing time,
i.e., most of them are mainly used for detecting the existence
of a backdoor when a learning system is already online, the
defender would still neither have no sufficient clean data to
conduct a retraining-based defense, nor the server can re-issue
a new session of FL process without being exposed to the risk
of backdoor attacks again. For the defense methods (e.g., [42]
and [43]) that work at training time, they require the defender to
inspect either the training data, or the resulting model. Therefore,
they both violate the privacy principle of FL and could hardly be
executed under most MPC protocols. Moreover, the adversary
can simply bypass this step during the training process, because
in FL setting an adversary fully controls a local client. Detecting
backdoor attack at training time would be an interesting topic.
We hope our work will attract more research efforts from our
community to help improve the robustness of FL systems against
the practical threats from backdoor attacks.

Backdoor attacks on other FL paradigms: Although we focus
on the mainstream horizontal FL paradigm that are widely used
in industry, there do exist other FL paradigms like vertical FL [9].
In a vertical FL, the local dataset at each client shares the same
sample space but differs in the feature space. Under this setting,
the adversary would face some additional challenges to conduct
a backdoor attack, e.g., each client in vertical FL only possesses
a certain part of the global model that is related to its local
features. Extending our attack to this paradigm is an interesting
direction that deserves dedicated research and we leave this as
a future work.

Limitations and future works: (1) In order to avoid over-
written problems, we propose two approaches, namely back-
ward gradient and forward activation, to improve the persis-
tence of the backdoor. While the relevant experimental results
demonstrate the effectiveness of our methods, they also have
certain limitations. In forward activation, we empirically set
the weight amplification factor through trial and error. This is
primarily because deep neural networks are highly nonlinear,
and blindly increasing weights related to the backdoor task may
not necessarily yield positive results. A feasible strategy is to
identify a range where increasing model weights related to the
backdoor task provides positive benefits and only amplify those
weights within that range. However, automatically determining
this range is a challenging problem that could be good for further
work. Moreover, in backward gradient, we aim to make the
backdoor neurons insensitive to almost any input except the
triggers. This object is difficult to optimize during the attack.
A more promising way is to infer the data distribution from

the global model updates, which is a particularly challenging
yet interesting question. (2) Despite the fact our attack can
perform well in many real-world FL settings, we should claim
that our attack may not perform well in large-scale federated
learning scenarios, e.g., millions of participants. In fact, none
of the existing methods can genuinely compromise large-scale
federated learning training scenarios. Even if attackers con-
sider increasing the number of malicious clients, in the case of
federated learning settings with millions of clients, achieving
a significant percentage of malicious clients, such as 1%, is
either impossible or extremely challenging. Consequently, the
exploration of conducting backdoor attacks with the minimum
number of malicious clients in large-scale federated learning
settings represents a highly challenging yet intriguing research
direction. (3) It’s evident that existing attack methods operate in
distinct attack dimensions. Therefore, further research would be
to carefully explore whether the existing attack methods have
complementary relationships and to propose a robust multi-
dimensional collaborative attack method. We argue that this
may be one of the most promising methods for successfully
conducting backdoor attacks in large-scale federated learning
scenarios.

X. RELATED WORK

A. Defense Against Backdoor Attacks

There are a number of recent research works on defending
agaisnt the backdoor attacks in the centralized setting, which
can be divided into two categories: data cleaning-based meth-
ods [42], [43], [44] and model modification-based methods [26],
[41].

The data cleaning-based method is mainly to identify the
poisoned data in the training data, and then remove these poi-
soned data to avoid backdoor attack. It is a method of active
defense during the model training process. Tran et al. [44] found
a new property of backdoor attacks, which they call spectral
signatures. This property allows them to utilize tools from robust
statistics to identify the poisoned data. Shen et al. [43] found
that there is a difference in model accuracy between normal
data and poisoned data during training process. Based on this
observation, they proposed a trimmed loss method: iteratively
select the training data that can minimizes the loss of the current
model to retrain the model. This method can effectively select
the normal training data and resist backdoor attacks. Chen et
al. [42] proposed an activation clustering method, which can
analyze the activation value of the neural network on the training
data to determine whether the data is poisoned.

The model modification-based method is mainly to first judge
whether the model has a backdoor by analyzing the state of
the model, and then modify the model parameters to defend
against backdoor attacks. It is a passive defense method after the
model training is finished. Wang et al. [41] assumed that in an
infected model, it requires much smaller modifications to cause
misclassification into the target label than into other uninfected
labels. Based on this assumption, they proposed a detection
algorithm to detect whether a model contains the backdoor
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functions. Beyond that, they also proposed a model patching
algorithm to alleviate the model’s backdoor. Liu et al. [26]
proposed the fine-pruning method, which does not need to detect
whether there is a backdoor in the model, and directly prunes
and fine-tunes the model to resist backdoor attacks. Besides
these defenses in the centralized setting, there are also a few
defenses [45], [46] in the FL setting.

B. Robust Federated Learning

Byzantine attacks and defenses in FL: First observed by
Blanchard et al. [21], Byzantine attacks on FL systems are
also conducted during the distributed learning process. Different
from backdoor attacks, Byzantine-related research on FL mainly
assumes the adversary’s major objective is to prevent the conver-
gence of the FL process or deteriorate the overall performance
of the final global model. In the last few years, a number of
defenses based on robust statistics have been proposed, such as
Krum [21], coordinate geometric median [22] or Bulyan [47].
Yet, some recent studies successfully crafted targeted attacks to
counter-prove the Byzantine robustness of the aforementioned
statistics-based approaches [48], [49], which indirectly fosters
a new trend of learning-based Byzantine defenses for FL sys-
tems [50], [51]. Yet, we should also notice that some existing
defenses may not be directly applied on real-world FL systems
due to their incompatibility with the secure MPC encryption
schemes.

Privacy issues in FL: In additional to the security problems
like the backdoor attacks and Byzantine attacks on FL systems,
user privacy can also be violated if no additional protection is
implemented. For example, several recent works in parallel [52],
[53], [54] confirmed the possibility of reconstructing other
clients’ samples based on the global model updates, while [55]
proposed a novel attack to reconstruct the data samples from
the difference in model prediction. As a result, real-world FL
systems usually leverage additional privacy-preserving mech-
anisms to protect the intermediate computation results, e.g.,
differential privacy [54], secure MPC techniques including
partially- or fully-homomorphic threshold encryption [56], or
secret sharing schemes [10].

XI. CONCLUSION

In this paper, we present the first practical backdoor attack on
FL systems, which is proved to have high attack effectiveness
and stealthiness simultaneously on four typical use cases of FL
systems and leading commercial FL platforms in the real world.
Considering the limited defense capability of common defense
matrices like Byzantine-tolerant aggregation mechanisms and
DP mechanisms, we find this newly-designed backdoor attack
would probably pose strong threats to the security of building FL
systems in the real world. We hope our current work can attract
more research efforts from our community to enhance the ro-
bustness of FL, this trending distributed learning paradigm with
far-reaching applications, against potential backdoor attacks.
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