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Abstract—While fuzzing has been widely adopted and proven
effective in exposing vulnerabilities in embedded firmware, fault
localization, as the last mile of the vulnerability discovery pipeline,
still remains a large challenge. Current post-fuzzing analysis heav-
ily relies on manual debugging, which is hindered by the lack of de-
bugging support in embedded environments and the prevalence of
overly tainted, noisy suspicious instructions. These factors impose
significant burdens on analysts and slow down vulnerability triage.
To bridge this gap, we propose FIRMLOCATOR, a highly efficient and
automated framework for fault localization in embedded firmware
crashes. FIRMLOCATOR introduces an event-driven memory foot-
print collection mechanism to capture concrete memory accesses
during crash reproduction. It then performs a history-guided
propagation analysis to precisely trace data dependencies, recon-
structing fine-grained data dependency chains. Finally, it applies
heuristic strategies to score and prioritize candidate instructions,
providing actionable insights for root cause analysis. We evaluate
FIRMLOCATOR on 19 ARM firmware binaries and 59 crashing test
cases. The results show that FIRMLOCATOR achieves a localization
accuracy of 98.3% within the top 10 instructions, demonstrating
its effectiveness and practical value in automated fault localization.
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I. INTRODUCTION

F IRMWARE is a specialized software program embedded
in hardware devices, providing essential functionalities for

initial configurations, managing communications, and perform-
ing I/O operations [1]. It plays a pivotal role in our interconnected
world, serving as a critical component of devices employed
across various infrastructure sectors, such as advanced manufac-
turing and intelligent healthcare. Given the ubiquity of firmware
and its critical role in the proper functioning of these systems,
vulnerabilities in firmware can lead to severe consequences,
potentially allowing malicious attackers to install malware [2],
steal sensitive data [3], and even remotely control compromised
devices [4].

With the growing risk of firmware attacks on embedded
devices, considerable efforts are needed to mitigate firmware
vulnerabilities. One of the most effective methods for discover-
ing these faults is fuzzing, which involves providing randomly
generated test cases to explore program behaviors [5], [6], [7],
[8]. When the firmware crashes, the fuzzer saves the correspond-
ing test case for later analysis. However, discovering crashing
test cases is only the first step in improving firmware security.
Identifying the root causes of firmware crashes is a crucial
step after fuzzing, as it provides a deeper understanding of the
underlying vulnerabilities.

Given crashing test cases, analysts have to undertake the
complex task of manually analyzing their root causes, a process
known as fault localization. This task is extremely tedious and
prone to human error [9], [10]. Over the past few decades,
researchers have proposed various automated fault localization
techniques. Spectrum-based Fault Localization methods involve
mutating the initial crashing test case to collect two large sets
of crashing and non-crashing test cases with similar execution
traces. They then statistically correlate program entities (e.g.,
statements and instructions) with the observed crash [11], [12],
[13]. Postmortem-based Fault Localization methods start with
debugging files (e.g., core dumps, execution traces, and memory
snapshots), then perform reverse execution and backward taint
analysis to track the propagation of invalid data [14], [15], [16].
More recently, Learning-based Fault Localization approaches
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have utilized neural networks to understand the code context,
then highlight statements or instructions related to the crash [17],
[18], [19], [20].

Despite the variety of techniques proposed for software run-
ning on resource-rich systems with abundant debugging support,
automated firmware crash analysis remains an underexplored
area. Identifying the root cause of a firmware crash is still
non-trivial due to the following challenges.

Challenge I. Inadequate debugging mechanisms: Intuitively,
analysts require a comprehensive understanding of the crash
to figure out its root cause. Runtime information, such as the
execution trace, register, and memory values during the exe-
cution leading up to the crash, can provide valuable insights
for analysts. Unfortunately, fuzzing campaigns towards the em-
bedded firmware lack debugging mechanisms (e.g., sanitizers)
to automatically identify and extract key information related
to the crash. Analysts have to dive into tens of thousands of
instructions only with the support of a basic program debugger
or raw logs [5] to manually examine both control flow and data
flow, which is extremely tedious, time-consuming, and prone
to human mistakes. Considering the lengthy execution trace
and rich runtime information, it is challenging to automatically
extract and utilize essential runtime information for firmware
fault localization.

Challenge II. Limited investigation guidance: The embedded
firmware is usually stripped into a raw binary file where debug-
ging symbols (e.g., function and variable names) are stripped
away, leaving only a bunch of instructions mixed with data.
The lack of semantic information in the stripped firmware bi-
nary overwhelms the analysts with an abundance of potentially
suspicious instructions that still require non-trivial manual in-
vestigation. However, previous works either treat all instructions
uniformly [9], [15] or fail to differentiate instructions within the
same basic block by design [21], [22]. These over-tainted and
noisy instructions offer limited practical guidance for the final
manual root cause analysis.

Apart from the aforementioned two challenges, there is an-
other common and crucial challenge towards fault localization.
Given the execution trace leading up to a crash, analysts can
reversely analyze the instructions to figure out how a pointer
is initialized with corrupted data, propagated through function
calls, and ultimately dereferenced illegally. However, it is te-
dious and time-consuming to manually dig out the root cause
through tens of thousands of instructions. For the automated
root cause analysis, the primary obstacle is the memory alias
problem. Memory aliasing, where multiple pointers may point
to the same underlying memory location, introduces uncertainty
into the analysis of the data flow of the crashing test case
and greatly complicates the task of accurately tracking data
propagation [15], [16].

Our solution: In light of these challenges, we propose FIRM-
LOCATOR, a postmortem-based fault localization framework
tailored for embedded firmware crashes. FIRMLOCATOR aims to
identify faulty instructions of a crash reported by the embedded
firmware fuzzer. Our solution consists of three key components:

First, to tackle Challenge I, we design an event-
driven footprint collection mechanism based on firmware

Fig. 1. A simplified crash scenario. A NULL pointer passed through a packet
is dereferenced, triggering a crash.

rehosting. By capturing concrete memory accesses dur-
ing crash reproduction—including instruction address, access
type (read/write), involved registers, and memory operands—
FIRMLOCATOR enriches the reverse execution phase and signif-
icantly accelerates the resolution of memory aliasing.

Second, to address Challenge II, we develop a two-phase
root cause analysis pipeline that computes suspicious scores
for tainted instructions. Recognizing that not all instructions
contribute equally to a crash, we propose two complementary
heuristics to rank instructions based on control flow redundancy
and data flow relevance. This prioritization narrows down the
candidate set, improving interpretability for analysts.

Third, to mitigate the inherent ambiguity in root-cause at-
tribution, we conservatively select up to five instructions as the
root-cause candidate set. These instructions are highly correlated
with the data and control dependencies surrounding the crash
site, providing a principled balance between comprehensiveness
and precision.

Identifying only one as the “sole” cause would be arbitrary
and sensitive to compiler optimizations [23]. Determining the
“true” root cause at the instruction level is inherently ambiguous
in embedded firmware. A single faulty high-level statement
is typically compiled into multiple low-level instructions, and
none of them alone fully captures the semantic fault. Forcing a
single-instruction ground truth is therefore oversimplified and
potentially misleading.

To address this, we adopt a pragmatic and semantically
grounded evaluation method. For each crashing test case, we
manually identify up to five semantically critical instructions
that together characterize the faulty logic (e.g., pointer deriva-
tion, missing bounds check, unsafe memory dereference). This
set is used solely as the ground truth for evaluation. This method-
ology aligns with the principles of dynamic program slicing,
where a fault is viewed as a chain of infected states rather than
an isolated point, as shown in Fig. 1.

Importantly, this root-cause instruction set is conceptually dis-
tinct from the output of our framework. FIRMLOCATOR produces
a ranked list of suspicious instructions. Localization is counted
as successful within top k if any instruction in the root-cause
set appears in the top k results. This method prevents unfair
penalization caused by instruction-level granularity differences
and more accurately reflects the cognitive process of a human
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analyst who explores the neighborhood of a crash site to under-
stand the failure context [24].

This design is therefore not a trivial extension, but a neces-
sary refinement that more accurately reflects how root causes
manifest in optimized embedded firmware binaries.

This paper is an extended and substantially improved version
of our previous conference work [25]. While the core idea
of event-assisted reverse execution was introduced earlier, this
journal version significantly advances the framework in several
important aspects.

In summary, we make the following contributions.
• Enhanced root-cause ranking mechanism: We redesign and

refine the heuristic scoring strategies used for ranking suspi-
cious instructions. Unlike the conference version, where heuris-
tic interactions could occasionally cause negative optimization
effects, the new design balances multiple heuristics and achieves
more stable and robust ranking results across diverse datasets.
• Enhanced ISA support for reverse execution: We substan-

tially broaden the instruction set support of our reverse execution
engine, extending the reversely modeled ARM Cortex-M in-
struction classes from 29 to 43. By aligning with the ARMv7-M
architecture specifications [26], this extension ensures seman-
tic continuity during back-tracing and significantly increases
the framework’s applicability to highly optimized, real-world
firmware.
• Refined root-cause labeling methodology: We introduce

a principled root-cause attribution protocol that allows up to
five semantically critical instructions to be labeled as ground
truth, explicitly accounting for instruction-level ambiguity and
aligning human judgment with ranked outputs.
• Broadened and diversified evaluation: Beyond the original

Fuzzware dataset, we incorporate additional benchmarks from
GDMA, Hoedur, and other public repositories [27], [28], [29],
[30], [31], yielding a more diverse collection of firmware images
and crashing inputs. Compared to state-of-the-art works, FIRM-
LOCATOR demonstrates its superiority in 20.3% improvement
in full execution trace analysis capability, polynomial-level ac-
celeration in overall efficiency and 62.7% higher success rate
within the top 10 instructions in effectiveness.

To foster research on this topic, we open source FIRMLOCATOR

at https://github.com/NESA-Lab/FirmLocator.

II. BACKGROUND

Firmware rehosting: In firmware analysis, researchers pro-
pose firmware rehosting due to the slow nature and high costs of
using actual hardware [32]. Firmware rehosting is a technique to
execute firmware binaries in an emulated environment instead of
their original hardware devices. The emulation process replaces
the need for the physical hardware, allowing users to analyze and
even manipulate firmware code in a controlled virtual setting.
Due to the effectiveness of firmware rehosting, recent works
have adopted this technique for vulnerability discovery [5], [33],
[34].

In the context of firmware rehosting, the hook function is a
powerful method for intercepting specific actions. For instance,
when using Unicorn [35] to emulate a firmware binary, one

can design and implement a simple_test function, and
register it with the UC_HOOK_CODE option. When executing
the binary, the simple_test function is called before the
program executes any instructions. Although hooks provide
analysts with the ability to monitor the execution process, it
is still hard to collect key runtime information related to the
crash for the sake of both effectiveness and efficiency in fault
localization. In this work, we propose an event-based footprint
collection method on top of firmware rehosting to facilitate fault
localization.

Reverse execution: In the field of postmortem-based fault
localization, analysts perform reverse execution to gain deeper
insights into program crashes [15], [16]. The key idea of reverse
execution is to undo the executed instruction to revert registers
and memory values to their previous states, providing analysts
with a unique perspective on the evolution of program state
over time. To undo the executed instruction, analysts usually
design complicated handlers that inversely execute the instruc-
tion according to its behavior (i.e., inverse handlers). Besides,
the process of reverse execution heavily relies on runtime data
collected from the system, typically including detailed logs,
memory dumps, and other relevant data that encapsulate the state
of the system. In this work, we utilize our collected footprint to
improve reverse execution and design multiple inverse handlers
for the 32-bit ARM Cortex-M embedded firmware.

Use-define chain: In the field of data flow analysis, a Use-
Define Chain (UD Chain) is a data structure that describes a
use and all the definitions of a variable in the program, where
that variable can reach the use without any other intervening
definitions [36]. The use-define chain consists of a bunch of
use nodes and define nodes, providing a way to track the data
flow by establishing a connection between uses and defini-
tions of different variables. In the firmware analysis scenario,
constructing an accurate use-define chain is non-trivial due to
the closed-source and symbol-stripped nature of firmware. In
this work, we propose an automated method that utilizes the
execution trace and disassembled firmware binary to improve the
effectiveness of use-define chain construction, upon which we
further analyze the propagation of invalid data and taint relevant
instructions.

III. OVERVIEW

This section presents the problem scope and design goal of
FIRMLOCATOR, followed by a high-level overview of its archi-
tecture and key components.

A. Problem Scope

FIRMLOCATOR is designed to automate the identification of
root causes in embedded firmware crashes, particularly after
a fuzzing campaign based on firmware rehosting [5]. Given a
large number of crashing test cases produced during fuzzing,
the primary objective of FIRMLOCATOR is to efficiently pinpoint
the critical instructions that contribute to each crash, thereby
narrowing the scope for human analysts. By highlighting and
ranking suspicious instructions, FIRMLOCATOR supports both
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Fig. 2. Two instruction snippets of direct reasons to trigger firmware crashes.
The relevant register values before the execution of the instruction are shown
on the right. The snippet (a) shows an invalid memory write, and the snippet
(b) shows an invalid instruction execution.

novice and experienced analysts in postmortem vulnerability
analysis.

The root causes of real-world firmware crashes are often com-
plex and multifaceted, including issues such as use-after-free,
double free, and out-of-bounds writes. Manually modeling each
type of vulnerability is neither scalable nor practical. However,
at the machine instruction level, most crashes can be traced
back to two fundamental causes: invalid memory accesses and
invalid instruction executions [9]. In this work, we refer to these
two reasons as the direct reasons for crashes. Fig. 2 shows
two instruction snippets of direct reasons. The relevant register
values before executing the instruction are detailed on the right.
Fig. 2(a) shows an instruction snippet of the crash site for CVE-
2021-3329. When executing STR R4, [R3, #0] at (1),
the program tries to store the value of R4 (i.e., 0x200002b0)
in the memory at the address R3 + 0. However, the register R3
happens to be zero, which triggers an unmapped memory access
at R3 + 0 (i.e., zero). Then, the program crashes because of an
invalid memory write. Fig. 2(b) illustrates another crash reason.
When theBLX R4 instruction is executed, the program attempts
to branch to the address of R4 (i.e., 0x20003280), which is
a function pointer in the memory area. However, the function
pointer references an invalid instruction (i.e., a NULL pointer)
at runtime, resulting in a crash. While these direct reasons may
not always be the ultimate root causes in all cases, they provide
FIRMLOCATOR with the key information (i.e.,R3 in Fig. 2(a) and
R4 in Fig. 2(b)) to perform fault localization, serving as a first
step in revealing the underlying issues. Accordingly, instead of
modeling tremendous crash types, the FIRMLOCATOR framework
is designed to handle these two direct reasons to maximize
scalability and applicability.

B. Architecture

Fig. 3 illustrates the high-level architecture of FIRMLOCATOR,
which consists of three key components: footprint collection,
reverse execution, and root cause analysis.

Footprint collection: To facilitate effective crash diagnosis,
FIRMLOCATOR begins by replaying the crashing test case on
the firmware binary in a rehosted environment. During this
phase, it captures runtime events including memory accesses
and control transfers using an event-driven footprint mechanism.
This design compensates for the lack of debugging interfaces in
embedded systems and provides essential runtime context for
subsequent analysis.

Reverse execution: The main purpose of reverse execution is
to construct the dynamic propagation of data in a crashing test
case. To tackle the prevalent issue of memory aliases that can
obscure data flow analysis, FIRMLOCATOR employs a history-
driven reverse execution method. This method leverages the
concrete memory access data from the footprint collection phase
to precisely resolve aliases and track dependencies.

Root cause analysis: As described in Section III-A, FIRM-
LOCATOR focuses on crashes triggered by invalid memory or
instruction operations. The memory address or register involved
in the failure is treated as the taint sink. FIRMLOCATOR first ap-
plies backward taint analysis to collect all instructions involved
in propagating data to the crash point.

Subsequently, a two-phase root cause analysis is performed:
first, tainted instructions are extracted via standard backward
analysis; then, they are scored and ranked based on behavior-
specific heuristics that reflect control flow patterns and mem-
ory history relevance. This ranking highlights the most critical
instructions for root cause diagnosis and provides actionable
insight to human analysts.

IV. DESIGN

This section details the design of FIRMLOCATOR and its core
components. The main workflow is as follows. First, FIRM-
LOCATOR accepts a crashing test case generated by fuzzers
and the corresponding firmware binary as inputs. Second, in
the footprint collection phase, FIRMLOCATOR reproduces the
crash to collect runtime data, including instruction addresses,
register and memory values. Third, the reverse execution com-
ponent uses action events to build a use-define chain and data
events to recover unknown data to further construct a data-based
use-define chain. Then, FIRMLOCATOR carries out backward
taint analysis along the use-define chain to identify instructions
related to the crash. Finally, FIRMLOCATOR adopts heuristic
ranking strategies to highlight key instructions as the root cause
for analysts to investigate.

A. Footprint Collection

To support precise and scalable crash diagnosis, FIRMLOCA-
TOR introduces an event-based footprint collection strategy atop
firmware rehosting. Specifically, FIRMLOCATOR identifies two
types of key events for understanding firmware crashes, includ-
ing data events and action events. In the following, we introduce
details of the event-based footprint collection methodology of
FIRMLOCATOR.

1) Data Events: Many firmware crashes are triggered by
unexpected memory accesses. Fig. 4 shows an example of
a crash due to an invalid read. The program first stores
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Fig. 3. Overview of FIRMLOCATOR. The architecture of FIRMLOCATOR consists of three components, including footprint collection, reverse execution, and root
cause analysis.

Fig. 4. An instruction snippet of CVE-2021-3322, where a radio frame is
inserted and marked for fragmentation. The frame contains the full payload size,
leading to an unexpected pointer alias, which finally results in an unexpected
NULL pointer dereference in net_6lo_uncompress function.

R0 in the memory at the address R3 + 16 at (1) in
ieee802154_reassemble function, then loads value from
the address of R0 + 16 and assigns it to R6 at (2) in
net_6lo_uncompress function. Finally, the program loads
a value from the address of R6 + 8 which results in a NULL
pointer dereference at (3).

However, given a crashing test case and the firmware binary,
it is non-trivial to obtain such knowledge to understand the
crash. Analysts have to dive into runtime details, examine every
instruction from the crash site and finally figure out the fact
that it is R0 + 16 and R3 + 16 pointing to the same address
(i.e., 0x201073d4) together with an invalid value (i.e., zero)
of R0 at (1) that induces the crash. As there are a large number
of instructions that are executed between (1) and (2), it is
time-consuming and error-prone to manually analyze the crash
reason. In addition to manual analysis, the effectiveness of
automated analysis methods is also limited by a large number
of instructions. Existing automated analysis methods rely on
the correct recovery of registers at the crash site and memory
data from crash reports or core dump files [9], [15], [16], [37].
However, these methods can only recover a part of the data values
along the execution trace due to inherent analysis limitations

(e.g., memory aliases and irreversible instructions). The longer
the execution trace to analyze, the less data can be recovered,
and the less accurate the result will be. Therefore, it is difficult
to pinpoint the exact root cause.

To overcome this difficulty, we propose a history-driven
method that leverages concrete memory accesses to reconstruct
the data flow for the crashing test case. FIRMLOCATOR views
the memory access behavior as a data event. Memory access
is either a read or write, thus FIRMLOCATOR pays attention to
two types of data events. One data event is a successful memory
read and the other is a successful memory write. FIRMLOCATOR

monitors these two events and immediately pauses emulation
as soon as either event occurs. Then, FIRMLOCATOR saves the
details of the data event. We design a data structure to store
the type of memory access (i.e. read or write), the address
of the instruction being executed, the actual data being read
(written), and the corresponding memory address. Based on
data events, FIRMLOCATOR obtains concrete memory access
information and efficiently understands the data flow between
memory reads and writes even for extremely long execution
traces.

2) Action Events: In addition to the memory access history
captured as data events, the execution trace is another crucial
piece of information that is utilized by FIRMLOCATOR to enable
effective fault localization. We consider the execution trace as
a sequence of instructions executed by the firmware. Through
the analysis of the execution trace, analysts can understand the
behavior of the program leading up to the crash, thereby focusing
their analysis on the root cause more effectively.

However, recovering the complete execution trace of a crash-
ing test case is non-trivial. A naïve approach would involve
tracing backward from the crash site, following the PC values
saved on the stack during function calls. The key challenge lies
in handling inconsecutive instructions, which can hinder both
intraprocedural and interprocedural analysis. Fig. 5 illustrates
two main kinds of inconsecutive instructions in intraprocedural
and interprocedural analysis. For intraprocedural analysis, the
key issue is the inability to reliably resolve conditional branches
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Fig. 5. An instruction snippet of the firmware for CVE-2021-3322. Inconsecu-
tive instructions for intraprocedural and interprocedural analysis are highlighted
in different colors.

without access to the actual runtime register values. Although
we can construct a control flow graph and find all preceding
blocks of any instruction with static forward analysis, it is still
challenging to determine the correct block because of the lack
of accurate register values for conditional branches. Consider
the example instruction LDR R0, [R4, #48] at (5): while
static analysis can identify the two preceding instructions at(2)
and (3), the correct preceding block ultimately depends on the
values of registersR0 andR3, which are unknown. Incorporating
these implicit register dependencies into the analysis can intro-
duce prohibitive overhead, rendering the approach impractical.
Similarly, for interprocedural analysis, the challenge lies in the
lack of visibility into sibling function executions. Even if the
call chain can be reconstructed from the stack trace, there is
no way to know whether a relevant function has been invoked
or not, as its stack frame would have been popped off. In the
example of the BL 0x403a4c at (6), the stack frames for
net_buf_simple_pull at (1) and sys_mem_swap at
(4) have already been removed, potentially obscuring crucial
context for understanding the root cause.

To address this challenge, we hold the idea of breaking the
whole into parts and propose a trigger-based method to first
collect each execution of one instruction and then recover the
complete execution trace. More specifically, FIRMLOCATOR first
regards the execution of one instruction as an action event,
which is triggered when an instruction is about to be executed.
Since ARM architecture stores the next instruction’s address
in the PC register, FIRMLOCATOR intercepts execution at each
action event and logs the value of PC. Finally, FIRMLOCATOR

successfully recovers the complete execution trace by combining
the collected action events, which helps identify the root cause
that is far from the crash site.

B. Reverse Execution

Through the event-based footprint collection phase, FIRM-
LOCATOR obtains runtime data consisting of memory accesses
and executed instruction addresses. In this section, we introduce
how FIRMLOCATOR utilizes this information to perform the
reverse execution for further understanding the propagation of
the corrupted data.

Fig. 6. An example of constructing the use-define chain for the instruction
LDR R0, [R1, #4]. The source operand [R1, #4] and its base register
R1 generate two use nodes. The destination operand R0 generates a define node.

For an invalid memory access or an invalid instruction ex-
ecution that triggers a crash, the basic idea for identifying the
root cause is to reversely examine instructions in the execution
trace from the crash site and figure out why the corresponding
data has been corrupted, which is called reverse execution.
Unfortunately, even with a complete execution trace available,
determining the precise data propagation and correlating in-
dividual instructions is a non-trivial challenge, primarily due
to the memory alias problem. Consider again the example in
Fig. 4, where the instructions at (1) and (2) access the same
memory address (i.e., 0x201073d4). If we could establish this
correlation, we could then blame the instruction at (1) as the
root cause of the crash. However, the main difficulty is that
the concrete memory addresses involved in these instructions
are often obscured by the presence of irreversible instructions.
Take the instruction MOV R3, #0 that sets the register R3
to zero for example. We only know that R3 holds zero after
execution, and there is no hint to recover the original value of
R3 prior to the execution of this instruction. In this case, the
reverse execution fails to handle other instructions that use the
old value of R3 before the instruction MOV R3, #0. To tackle
this challenge, FIRMLOCATOR adopts a two-step history-driven
method to perform the reverse execution. First, we construct a
use-define chain for analyzing execution traces. Then, on top
of the use-define chain, we inversely execute the instruction to
recover registers into previous states. We detail our design as
follows.

1) Use-Define Chain Construction: The first step in FIRM-
LOCATOR’s reverse execution process is to iteratively reconstruct
the complete execution trace using the action events collected
during the footprint collection phase. For each instruction en-
countered, FIRMLOCATOR carefully parses the instruction’s be-
havior, extracting the source and destination operands. Fig. 6
illustrates this use-define chain construction process. Taking
LDR R0, [R1, #4] as an example. In this case, the firmware
reads four bytes from the memory address ofR1 + 4 and stores
them in R0. The operand [R1, #4] is considered a source
operand, and R0 is considered a destination operand. These
source and destination operands represent the data flow within
the instruction. To obtain the data flow between instructions,
FIRMLOCATOR further utilizes the two operands to generate
use nodes and define nodes. Specifically, a use node describes
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a read behavior for a register or memory address, while a
define node represents a write behavior. For the LDR R0,
[R1, #4] instruction, the destination operand R0 is used to
create a define node, and the source operand [R1, #4] is
used to create a use node. Additionally, FIRMLOCATOR also
creates extra use nodes for the base register and index register
involved in the memory operand. It is important to note that a
single instruction may generate multiple explicit and implicit
use and define nodes, as FIRMLOCATOR thoroughly analyzes the
semantics of each instruction to identify all the relevant source
and destination operands. As FIRMLOCATOR parses each new
instruction in the execution trace, the corresponding use and
define nodes are appended to the growing use-define chain. This
carefully constructed use-define chain serves as the foundation
for the subsequent data recovery step in FIRMLOCATOR’s reverse
execution process.

2) Event-Based Data Recovery: After constructing the use-
define chain, the next step in FIRMLOCATOR’s reverse execution
process is to inversely recover the register values preceding
each instruction’s execution. To achieve this, FIRMLOCATOR

employs custom handlers designed to handle specific types of
instructions. We selected 43 ARM Cortex-M instructions that
appear frequently and have a significant impact on data flow
and control flow from the actual execution of some real cases.
For instance, we design add_handler for the add operation.
From the instruction add R0, R1, we derive R0’ = R0 +
R1, R0 = R0’ - R1 and R1 = R0’ - R0 where R0’
denotes the value of register R0 after execution. If there is
only one unknown value in three operands, we can recover it
using the other two values and update the corresponding node.
Whenever a node in the use-define chain is updated, FIRMLO-
CATOR examines the entire chain for other possible updates that
can be propagated. This iterative process continues until the
use-define chain converges, at which point FIRMLOCATOR has
recovered as many previous states as possible. However, these
methods are insufficient to process the node with memory alias,
as aforementioned in Fig. 4. To solve this problem, FIRMLO-
CATOR utilizes data events to recover the actual runtime data.
For example, consider the STR R0, [R1, #4] instruction
that stores the value of R0 in the memory at the address R1
+ 4. During the previous footprint collection phase, FIRM-
LOCATOR has obtained the target address (i.e., [R1, #4])
and concrete data to be stored. Armed with this data event,
FIRMLOCATOR can directly recover the value of R0 from the
concrete data, and the value of R1 by subtracting 4 bytes from
the target address. Compared to other techniques such as hy-
pothesis testing [9] and value-set analysis [37], the data event
not only guarantees accuracy, but also greatly accelerates reverse
execution.

C. Root Cause Analysis

In this section, we introduce a novel two-phase root cause
analysis method. First, FIRMLOCATOR performs common back-
ward taint analysis to obtain an initial instruction set, where the
instructions are associated with the root cause. Then, FIRMLO-
CATOR assigns suspicious scores for all tainted instructions to

Algorithm 1: Taint Propagation Algorithm.

rank and highlight the instructions that have higher priorities in
further investigation.

1) Backward Taint Analysis: The backward taint analysis
starts by identifying the direct reason for the crash. FIRMLO-
CATOR then leverages this information to track the propagation
of invalid data backward through the execution trace. In the
following, we introduce how FIRMLOCATOR sets the taint sink
and taints instructions.

Taint sink: The taint sink is the starting point of backward taint
analysis. FIRMLOCATOR identifies concrete memory addresses
or registers as the taint sink according to the instruction type
at the crash site. For invalid memory read (write) instructions,
both the base and index registers are marked as taint sinks. As
for invalid instruction execution, we further check where the
firmware loads the instruction address. In the case of invalid
instruction execution, the PC register, which holds the address
of the next instruction, could be explicitly or implicitly modified.
For instructions that explicitly modify PC (e.g., POP), the stack
address from which PC loads the target address is identified as
the taint sink. For other instructions that implicitly modify PC
(e.g., BLX), the used register is identified as the taint sink.

Propagation rules: FIRMLOCATOR follows a systematic algo-
rithm to propagate the taint backward through the use-define
chain. Starting with the taint sink, it iteratively locates the
define nodes and their corresponding use nodes, adding the
associated instructions to the tainted set. This process continues
until there are no more nodes to process. Algorithm 1 shows
how FIRMLOCATOR propagates the taint. First, FIRMLOCATOR

converts the taint sink to a use node and adds the node into
an empty set S. Then, for every node u in S, FIRMLOCATOR

leverages the use-define chain to locate its define node d, then
removes u from S. The instructions associated with d and u
are then tainted. The data source of d is used to locate its use
nodes set U in the use-define chain. FIRMLOCATOR adds nodes
set U to S. This backward tainting is executed repeatedly until
there is no node in S. By the end of the backward taint analysis,
FIRMLOCATOR has identified the initial set of tainted instructions
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in T , which represent the potential root causes of the observed
crash.

2) Suspicious Score Assignment: Now we revisit the strat-
egy of automated root cause analysis. While the previously
introduced history-driven approach effectively resolves memory
aliasing, it often results in excessively long use-define chains.
Consequently, too many instructions may be identified as poten-
tial root causes, which imposes a substantial cognitive burden
on analysts.

To improve the efficiency and accuracy of postmortem-based
fault localization, we refine the instruction ranking mechanism
by introducing two heuristic strategies. Our core insight is that
tainted instructions contribute differently to the root cause, and
a uniform treatment of all instructions results in suboptimal
guidance. For instance, in the case of the memcpy function,
which iterates through byte-by-byte copying, the repetition of
identical instructions occurs frequently. However, the instruc-
tions involving loading the target address and copying length
hold greater significance, as they pertain to the initialization and
termination conditions of the loop. Intuitively, such instructions
should have higher ranks. This aids analysts in prioritizing
attention toward more critical instructions.

FIRMLOCATOR assigns suspicious scores in two steps. First,
each tainted instruction receives an initial score based on its
execution order—earlier instructions are assigned higher base
scores. Second, we heuristically adjust the scores by modeling
instruction behavior, focusing on control and data flow charac-
teristics. In particular, we propose two strategies: (1) a redundant
loop taint suppression strategy that penalizes repetitive loop
instructions, and (2) a history write taint prioritization strategy
that emphasizes the importance of distant memory writes related
to the crash. In the following, we detail the design of these two
strategies.

This design intuition is further supported by empirical ob-
servations from real-world vulnerability patches. Prior studies
on memory corruption and firmware vulnerabilities [38] show
that the majority of fixes (approximately 70%) concentrate on
semantically critical instructions that govern data propagation
and control-flow decisions, rather than on repetitive value-
manipulation operations. In particular, large-scale analyses of
vulnerability patches report that adding or modifying input val-
idation logic and control-flow guarding conditions (e.g., condi-
tional branches and early exits) account for the dominant portion
of fixes. These instructions typically determine whether unsafe
data flows are triggered or prevented and therefore play a central
role in the manifestation of crashes.

Motivated by this observation, our ranking heuristics priori-
tize instructions with strong data-flow and control-flow seman-
tics while suppressing the influence of redundant instructions
arising from tight loops. By aligning the scoring mechanism
with widely observed vulnerability-fixing patterns, FIRMLOCA-
TOR aims to provide more generally applicable and practically
meaningful ranking results.

Redundant loop taint suppression: In embedded systems,
repetitive instructions caused by tight loops (e.g., memcpy-like
patterns) may dominate the execution trace. We define such
sequences as redundant loops and reduce their contribution

to the suspicious score. The memcpy function requires three
arguments, including two address pointers ptr1 and ptr2, and an
integer n. While executing, memcpy repeatedly copies one byte
from ptr2 to ptr1 for n times. If n is larger than the capacity of
the data structure that ptr1 or ptr2 holds, memcpy will read or
write an illegal address, overwrite other variables, and trigger
a firmware crash. In this case, n is usually a large number,
resulting in an extremely long execution trace. This leads to a lot
of tainted instructions in backward tainting analysis. Although
these repetitive instructions are related to the crash, they are
simply a sequence of value calculations and data copies that do
not provide analysts with any insight into the crash. Our insight
is that, the repeatedly executed consecutive instructions are
less important than the initialization and termination conditions
of the loop. Therefore, we decrease the suspicious score of
repeatedly executed consecutive instructions.

History write taint prioritization: Another critical behavior
we consider is the history write, which refers to instructions that
write to the exact memory address related to the crash site. Our
observation is that for a deep root cause, the taint propagation
can be extremely long, which taints many instructions. In such
cases, the taint source instructions, which perform history writes
and are far away from the taint sink, are more important than
others along the taint propagation path. Therefore, we increase
the suspicious scores of these taint source instructions.

Finally, FIRMLOCATOR sorts all tainted instructions according
to their suspicious scores. Instructions with higher scores are
given greater priorities and ranks, allowing analysts to focus
their attention on the most relevant instructions during the root
cause analysis.

V. IMPLEMENTATION

We implement the prototype of FIRMLOCATOR for the purpose
of automatically analyzing the root cause of firmware crashes on
the 32-bit ARM Cortex-M architecture. FIRMLOCATOR mainly
consists of three components, including footprint collection,
reverse execution, and root cause analysis. In the following, we
introduce the implementation details of these components.

Footprint collection: To capture the desired runtime data
during emulation, we develop two kinds of events on top
of Unicorn’s [35] hooking mechanism. Specifically, we im-
plement conditional callbacks for these two events, including
UC_HOOK_MEM_READ_AFTER andUC_HOOK_MEM_WRITE
for data events, and UC_HOOK_CODE for action events. By
registering these callbacks, we are able to precisely monitor and
record the relevant program behaviors and data accesses during
the crash reproducing process.

Reverse execution: To analyze the raw binary firmware, we
develop an instruction analyzer on top of the widely adopted
Capstone disassembly framework [39]. Capstone provides se-
mantic details about the disassembled instructions, including
implicit register reads and writes. We design a handler to exam-
ine the source and destination operands of each instruction in
action events, then create corresponding use and define nodes
in the program representation. When the instruction accesses
memory locations that have been previously captured by our
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data event monitoring, our handler is able to extract the concrete
address and data values. This eliminates the need for expensive
memory alias resolution, allowing accurate analysis of the full
execution trace. Besides, we implement multiple unique instruc-
tion handlers to perform inverse transformations on registers to
facilitate reverse execution.

Root cause analysis: To identify the critical program points
that could lead to potential crashes, we develop a set of taint
sink rules covering all relevant instructions. By leveraging our
ability to precisely track memory accesses, as described earlier,
we are able to apply these taint rules effectively. However, this
also induces the risk of over-tainting, where excessive numbers
of instructions get flagged as potentially suspicious. To address
this challenge, we design a novel heuristic ranking strategy to
highlight the most instructive taint sinks. The ranking strategy,
as described in Section IV-C2, allows FIRMLOCATOR to focus
on reporting the instructions that provide the most valuable
guidance for understanding the observed crashes.

VI. EVALUATION

In this section, we assess the performance and capabilities of
our FIRMLOCATOR framework from multiple perspectives. First,
we examine whether FIRMLOCATOR can accurately identify the
root causes of observed firmware crashes. Next, we measure the
time breakdown of each component of FIRMLOCATOR and the
overall efficiency. Then, we conduct an ablation study to measure
the contribution of our heuristic ranking strategy. Finally, we
evaluate the event-based design to demonstrate its contribution
to FIRMLOCATOR.

We compare FIRMLOCATOR against two of the latest
postmortem-based root cause analysis works, POMP [9] and
POMP++ [37]. We choose these works because they and FIRM-
LOCATOR consider the semantics of instructions, which provide
more instructive results for analysts than spectrum-based meth-
ods [22]. POMP performs backward taint analysis on a core
dump file and the execution trace collected by Intel PT [40] to
highlight the root cause of a crash. POMP++ further enhances
POMP in memory alias resolving with value-set analysis. While
these approaches are designed for the x86 Linux platform, we
have implemented them on the 32-bit ARM Cortex-M architec-
ture to ensure a fair comparison. We carefully inspect the source
code of POMP and POMP++ and migrate them to the 32-bit
ARM Cortex-M architecture in the following aspects.
• Runtime information collection: POMP and POMP++ rely

on hardware feature support (i.e., Intel PT) to obtain the complete
execution trace. In order to provide the same level of information,
we examine the data structure used by POMP and POMP++ and
modify our event-based footprint collection method to offer data
in their formats.
• Reverse execution: POMP and POMP++ target x86 soft-

ware, which is totally different from firmware in terms of the
instruction set architecture. We design inverse handlers for the
32-bit ARM Cortex-M architecture for the inverse execution
of the reverse execution module. In our comparison, POMP,
POMP++, and FIRMLOCATOR share the same inverse handlers
to prevent extra overhead and side effects.

• Value-set analysis: POMP++ employs a customized
value-set analysis and leverages static information (e.g., memory
region) to solve the memory alias problem. We also migrate their
method to the 32-bit ARM Cortex-M architecture to identify
memory regions for a fair comparison. Note that POMP++ also
utilizes heuristics that only exist in the x86 architecture, such as
a special function get_pc_thunk.cx, to improve the region
identification. We ignore such heuristics because they do not
apply in firmware scenarios.

We acknowledge that FIRMLOCATOR and POMP/POMP++
do not share exactly the same scenario, which may introduce
performance differences. Our evaluation demonstrates the sig-
nificant advancements that FIRMLOCATOR brings over these
state-of-the-art works in terms of overall accuracy, efficiency,
and full execution trace analysis capability. In summary, we
evaluate FIRMLOCATOR with the following research questions:

RQ1: What is the ability of FIRMLOCATOR to identify the root
cause of an embedded firmware crash? (Section VI-B)

RQ2: What is the overhead of every component of FIRMLO-
CATOR, and how is the overall efficiency? (Section VI-C)

RQ3: What is the contribution of heuristic ranking strategies?
(Section VI-D)

RQ4: How does the event-based design contribute to FIRM-
LOCATOR’s performance? (Section VI-E)

A. Experimental Setup

Experiment settings: We perform the evaluation under the
same experiment setting: a 56-core Intel(R) Xeon(R) CPU E5-
2680 v4 @ 2.40 GHz machine running Ubuntu 22.04.2 LTS with
256 GB RAM.

Dataset and ground truth: To conduct a comprehensive eval-
uation, we utilize the public datasets provided by the Fuzzware
framework [27], [28], [29], [30], [31]. These datasets contain 81
test suites that cover a wide range of crashing behaviors. Each
test suite in the dataset includes the raw binary firmware, a basic
configuration file, a crashing test case, and a crash description.
We follow the official guidance of Fuzzware to deploy the
framework in its reproducing mode and successfully reproduce
59 test cases that exhibit crashing behaviors. We assign crash
IDs from C1 to C59 for these test cases, which are detailed in
Table I.

For each of these test suites, we employ a two-pronged
approach to establish the ground truth. First, we extract the in-
structions identified in the provided crash descriptions as the root
causes. Then, for those test suites lacking explicit descriptions,
we manually inspect the assembly code of their firmware images
and leverage execution logs to identify root causes from their
crash sites.

Sensitivity analysis of ground-truth labeling and evaluation
threshold: The size of the labeled ground-truth instruction set
and the evaluation threshold jointly affect the validity of the
reported fault localization. With a small set size, the evaluation
may collapse a crash-inducing causal chain into a single instruc-
tion and underestimate valid localization results. With a large set
size, the evaluation may over-credit loosely related instructions
and inflate the fault localization success rate. Similarly, a small
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TABLE I
HARDWARE PLATFORMS, FIRMWARE SAMPLES, AND DIRECT CRASH REASONS

CORRESPONDING TO CRASH IDS IN FIRMLOCATOR’S EVALUATION

top k threshold may reject valid candidates ranked slightly lower,
whereas a large top k threshold increases the analyst’s inspection
burden. We therefore treat the two values as quantities to be
calibrated and conduct a sensitivity analysis. Specifically, we
randomly select 30% (18 out of 59) test cases from the dataset.
For each test case, we denote by Gn the set containing the first
n labeled ground-truth instructions, truncating those beyond the
n-th when a test case has more than n labeled instructions. A
crash is counted as successfully localized if any instruction in
Gn appears within the top k ranked suspicious instructions.

The result of the sensitivity analysis is shown in Fig. 7. The
fault localization success rate increases as bothn and top k grow.

In particular, the setting n = 5 along with the top 10 reaches full
coverage. We therefore use n = 5 and the top 10 as the primary
setting that jointly preserves semantic coverage and bounded
analyst effort. Furthermore, 88.1% of our fully annotated test
cases (52 out of 59) contain no more than five ground-truth
instructions, indicating that n = 5 covers the dominant portion
of the dataset without truncating their ground-truth sets.

B. Effectiveness of FIRMLOCATOR (RQ1)

Root cause analysis ability: We provide each analyzer with
the crashing test case and the corresponding firmware to an-
alyze and set a timeout of 48 hours. If the faulty instruction
is reported in the the top 10 positions in the fault localization
result, we consider it a success [41]. Table II shows the root
cause analysis ability of FIRMLOCATOR (F) compared to POMP
(P) and POMP++ (P+). ΔRoot represents the number of in-
structions executed between the root cause and the crash site,
along with its proportion in the complete execution trace of the
crashing test case. We first use the full execution trace of the
crashing test case to analyze the root cause. The results show
that FIRMLOCATOR is able to successfully identify the root cause
in 58 out of 59 test cases, achieving a success rate of 98.3%. We
underline the failed results (i.e., C32) in the full execution trace
setting. POMP and POMP++ only identify 3 and 21 out of all
test cases, with success rates of 5.1% and 35.6%, respectively.
POMP fails in the majority of test cases due to the huge time
demands that exceed the timeout. POMP++ fails because of
the inadequacy of its heuristic approaches to resolving memory
aliasing, which proves unsuitable for the analysis of embedded
firmware. In the full execution trace setting, FIRMLOCATOR is
able to complete analysis on all test cases without any time-
outs. In contrast, POMP and POMP++ only finish 13.6% and
79.7% of test cases, respectively. To enable a fair comparison,
the execution trace under analysis is then limited to the last
50% instructions before the crash site. In this limited setting,
FIRMLOCATOR still successfully identifies 50 test cases with a
success rate of 84.7%, outperforming POMP (10.2% success
rate) and POMP++ (54.2% success rate).

FIRMLOCATOR failure analysis: While FIRMLOCATOR is able
to successfully identify the root causes in most test cases, it fails
on C32 test cases. The main reason for the failure of C32 is
that the underlying assumption of FIRMLOCATOR’s approach is
not met. In this case, an already corrupted data section leads to
a crashed interrupt context restore during an interrupt context
switch process. Our event-based footprint collection method
fails to collect the execution trace of the interrupt context restore
process. Thus, FIRMLOCATOR fails to identify the taint sink and
the root cause. However, this is an isolated incident and does not
impact the overall performance of FIRMLOCATOR. We discuss
possible mitigations in Section VIII-B.

Deep root cause analysis: The root cause of a crash may be
far away from the crash site, which we call a deep root cause. For
example, there are 98.7% of all instructions executed before the
crash in C16. A deeper root cause introduces a longer execution
trace between the root cause and the crash site, resulting in more
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Fig. 7. The fault localization success rate under different settings of top k evaluation threshold and ground-truth set size.

unresolved memory aliases that complicate the analysis. Unre-
solved memory aliases often lead to considerable analysis time
costs and can even result in incorrect fixes, posing challenges for
both automated analysis tools and manual investigation. Table II
shows the effectiveness of deep root cause analysis. Taking the
ΔRoot over 50% as deep root causes, whose crash IDs are
marked in gray, FIRMLOCATOR succeeds in 11 out of 11 test cases
within the top 10 instructions. Take C39 for example, a buffer
overflow in the memcpy function results in memory corruption.
The third argument of memcpy, which specifies the number of
bytes to copy, is set to a large value, leading to an extremely long
execution trace and a deep root cause. FIRMLOCATOR is able to
successfully identify the root cause of the C39 crash, with a root
cause analysis depth of 42,177 (53.6%) instructions.

RQ1: FIRMLOCATOR identifies the root cause of 58 out of
59 test cases with a successful rate of 98.3%, outperforming
POMP (5.1% success rate) and POMP++ (35.6% success
rate), demonstrating its capability to analyze the full execu-
tion trace. FIRMLOCATOR is able to localize deep faults and
succeeds in 10 out of 11 crashing test cases whose faults are
located more than 50% away from the crash site along the
full execution trace.

C. Efficiency of FIRMLOCATOR (RQ2)

This section evaluates the efficiency of FIRMLOCATOR by
measuring the overhead of each core component and analyzing
the system’s overall performance.

Footprint collection overhead: To assess the overhead intro-
duced by the event-based footprint collection, we repeatedly
reproduce each crashing test case 50 times with and without

event logging enabled. Table III presents the time and space
overhead of all test cases.

Our event-driven method incurs an average additional time of
10.68 s (0.73× in addition) and an average log file size increase
of 23.58 MB. It is important to emphasize that this footprint
collection step is performed separately from the fuzzing pro-
cess, ensuring that the efficiency of fuzzing campaigns remains
unaffected. Time overhead breakdown: To understand the com-
putational cost distribution across FIRMLOCATOR’s components,
we measure the time spent in each phase for full-trace fault
localization under a 48-hour timeout. As shown in Fig. 8, the
event-based collection phase, although introducing slight over-
head, captures precise runtime information crucial for reverse
execution. Compared to prior work [9], [13], [15], this trade-off
proves to be more advantageous. Notably, reverse execution
remains the most time-consuming phase, warranting further
optimization. We analyze its subcomponents in greater detail in
Section VI-E. Finally, the root cause analysis phase contributes
minimal overhead, averaging only 7.22 seconds, with time vari-
ations mainly dependent on the number of tainted instructions
involved.

Overall time costs: As discussed in Section VI-B, the length
of the execution trace under analysis has a significant impact
on the efficiency of the root cause analysis. In this work, we
define the analysis depth as the number of instructions analyzed
leading up to the crash site. A larger value of analysis depth
can lead to more unresolved memory aliases, resulting in an
increase in the number of use nodes and define nodes whose
values are unknown in the constructed use-define chain. These
unresolved nodes not only induce extra overhead when updating
the use-define chain, but they also limit the ability to perform
deep root cause analysis. To empirically quantify this effect, we
select four crashing test cases with execution traces exceeding
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Fig. 8. Time overhead breakdown of FIRMLOCATOR in a log scale.

TABLE II
COMPARISON OF P, P+, AND FIRMLOCATOR (F) ON FULL AND HALF (LAST

50%) TRACES. ∅, ✗, AND NUMBERS DENOTE TIMEOUT, UNIDENTIFIED ROOT

CAUSE, AND ITS RANK, RESPECTIVELY. UNDERLINED RESULTS INDICATE

FIRMLOCATOR’S FAILURES IN FULL SETTING. GRAY IDS SIGNIFY ΔROOT

(DISTANCE FROM CRASH SITE) > 50%. # TRACES AND # INS REPRESENT

TOTAL INSTRUCTIONS IN TRACE AND FIRMWARE.

360,000 instructions and measure the average total analysis time
(with a 24-hour timeout). Fig. 9 shows the result of the test
cases (C2, C35, C36, and C37). As the analysis depth increases
linearly, POMP demonstrates exponential growth in execution
time, and POMP++ shows polynomial-level growth. In contrast,
FIRMLOCATOR maintains a relatively modest time increase due
to its event-based footprint collection, which alleviates memory
aliasing overhead. This difference in performance highlights a
key advantage of FIRMLOCATOR’s event-based footprint collec-
tion that helps resolve memory aliases. FIRMLOCATOR mini-
mizes the impact of unresolved memory aliases, and thus is
able to perform a much more efficient fault localization, even
for cases with extremely long execution traces. This capability
is particularly valuable in complex firmware crash scenarios,
where the root cause can be deeply hidden in the execution
trace.

RQ2: FIRMLOCATOR’s event-based footprint collection in-
troduces an average additional time of 10.68 s (0.73× in
addition) and log file size of 23.58 MB. More importantly,
it significantly improves the overall efficiency of fault local-
ization, allowing FIRMLOCATOR to outperform both POMP
and POMP++ in time scalability and root cause identification
depth.

D. Efficacy of Ranking Strategies (RQ3)

To evaluate the impact of our heuristic ranking strategies,
we construct four variants of the FIRMLOCATOR framework:
(1) FIRMLOCATOR_NR, a baseline version without any ranking
strategies; (2) FIRMLOCATOR_RL, which enables only the redun-
dant loop taint suppression strategy; (3) FIRMLOCATOR_HW,
which enables only the history write taint prioritization strategy;
(4) FIRMLOCATOR, the full version that integrates both heuristic
strategies. For each of the 59 crashing test cases in our eval-
uation dataset, we set a 48-hour analysis timeout in the full
execution trace setting. As shown in Fig. 10, all the prototypes
successfully identify the root causes of 58 out of 59 test cases
within the top 10 ranked instructions, achieving a success rate of
98.3%. Effectiveness of redundant loop taint suppression: Com-
pared to FIRMLOCATOR_NR, FIRMLOCATOR_RL significantly
improves the ranking performance in cases such asC36 andC41,
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Fig. 9. Overall time costs of fault localization on the different number of instructions under analysis (C2, C35, C36, and C37).

Fig. 10. Comparison results of root cause identification of FIRMLOCATOR_NR, FIRMLOCATOR_RL, FIRMLOCATOR_HW, and FIRMLOCATOR in the heatmap
visualization, where lighter shades indicate better results. The number in the cell represents the rank of the root cause instruction in the result.

where the root cause is successfully identified at the the top 1
position. For instance, in C41, FIRMLOCATOR_NR assigns high
suspicious scores to hundreds of repetitive ADDS R0, #0x40
instructions—simple value increments inside a loop that do
not contribute to the crash root cause. The loop suppression
strategy effectively lowers their scores and promotes the actual
root cause instruction in the final ranking, reducing analyst
effort.

Effectiveness of history write taint prioritization: FIRMLOCA-
TOR_HW yields even greater improvements over the baseline
in 15 (25.4%) cases, including C10, C14−15, C17−20, C23−24,
C26, C29−31, C35, and C37. This strategy prioritizes earlier
memory write instructions that are semantically significant
for the program state, thereby improving root cause visibil-
ity. Notably, FIRMLOCATOR_HW achieves the best overall the
top 1 performance—successfully ranking the root cause as the
highest-ranked instruction in 81.4% of the cases, outperforming
FIRMLOCATOR_RL (64.4%), FIRMLOCATOR_NR (59.3%), and
even the full version FIRMLOCATOR (66.1%).

Overall strategy synergy and trade-offs: FIRMLOCATOR

adopts a dual-heuristic strategy to balance the benefits of both
approaches. The redundant loop taint suppression strategy ef-
fectively reduces noise from repeated instruction patterns, as
demonstrated in cases such as C36 and C41. Meanwhile, the
history write taint prioritization strategy boosts the ranking
of deep root cause instructions by assigning higher scores to
semantically critical instructions earlier in the trace, preserving
improvements previously observed in 15 challenging cases.

While some test cases (e.g., C14, C15) experience minor
degradations in their root cause rank due to conflicts be-
tween strategies, the overall effect is beneficial. The combined

approach achieves robust performance across diverse crash
types: with the exception of a single known failure case, all
remaining successful cases rank the root cause within the top 10.
This demonstrates that although individual heuristics may excel
in specific cases, their integration achieves broader applicability
and improved overall stability.

RQ3: All FIRMLOCATOR variants accurately rank root
causes within the the top 10 for 58/59 cases. Specifically,
redundant loop suppression refines precision in repetitive
patterns, while history write prioritization enhances 25.4%
of cases. The integrated dual-heuristic strategy effectively
balances precision with generality.

E. Event-Based Method Contribution (RQ4)

To evaluate the contribution of FIRMLOCATOR’s event-based
method, we break down the time overhead of the reverse execu-
tion process into two components: (1) reverse, which refers to
use-definition chain construction along the execution trace, and
(2) resolve, which refers to memory alias resolution and data
recovery.

For consistency and fair comparison, we divide POMP and
POMP++ into the same two stages. Specifically: The reverse
phase builds the dependency chain by traversing instructions
backward from the crash site. The resolve phase attempts to re-
cover memory state by resolving pointer aliases and interpreting
historical memory accesses.

Authorized licensed use limited to: Zhejiang University. Downloaded on September 03,2026 at 03:21:52 UTC from IEEE Xplore.  Restrictions apply. 



CHANG et al.: LAST MILE OF FUZZING: AN EFFICIENT FAULT LOCALIZATION FRAMEWORK FOR ARM EMBEDDED FIRMWARE 11321

TABLE III
TIME (T) AND SPACE (S) OVERHEAD FOR CRASH REPRODUCTION. SUBSCRIPTS

o,D,A,w REPRESENT NO EVENTS, DATA EVENTS, ACTION EVENTS, AND

BOTH ENABLED, RESPECTIVELY. So IS OMITTED AS NO FILES ARE GENERATED

WHEN EVENTS ARE DISABLED.

We conduct this experiment at a fixed analysis depth of the
last 10,000 instructions in the execution trace, ensuring that all
test cases can complete within 24 hours. Each test case is run
five times, and average timings are reported. The results are
shown in Fig. 11. On average: POMP spends 7.30 s in reverse
and 766.59 s in resolve. POMP++ improves slightly with 11.66 s
and 8.08 s, respectively. FIRMLOCATOR maintains comparable
performance in the reverse phase, but significantly outperforms
both baselines in the resolve phase, achieving an average resolve

time of just <0.01 s. This is attributed to FIRMLOCATOR’s
event-driven footprint collection, which records critical memory
accesses during crash reproduction. This strategy enables highly
accurate and efficient memory alias resolution without incurring
the cost of speculative symbolic reasoning or value set analysis.

RQ4: FIRMLOCATOR’s event-based data recovery design
dramatically improves the efficiency of memory alias reso-
lution during reverse execution, resulting in superior overall
fault localization performance compared to state-of-the-art
baselines.

VII. DISCUSSION

Based on the evaluation results, we provide the following
insights into postmortem-based fault localization methods in
embedded firmware fuzzing.

Memory alias resolve problem: Recent postmortem-based
works hold the view that recording runtime data introduces
huge time overheads [9], [14]. Consequently, they infer memory
aliases relying on core dumps, the execution trace, and a memory
snapshot at the crash site. The difference between inferred data
and actual data hinders the performance of reverse execution
and backward taint analysis. In contrast, FIRMLOCATOR lever-
ages event-based footprint collection to capture precise memory
access behaviors during crash reproduction, thereby resolving
memory aliases more accurately and enabling efficient fault
localization.

Event recording: In the fault localization for embedded
firmware fuzzing scenario, recording the execution trace and
memory access history greatly improves efficiency and effec-
tiveness with little overhead. For one thing, the event-based
footprint collection method compensates for inadequate debug-
ging mechanisms. For another, we trigger data events and action
events only when reproducing crashing test cases, which is an
independent period after fuzzing and does not negatively impact
the fuzzing process.

Hardware tracing: On real hardware devices, analysts can
also use a tracing unit to collect the runtime information. For
example, with the support of the Embedded Trace Macrocell
(ETM [42]) feature, analysts are able to obtain the execution
trace [43]. However, these features require hardware settings to
be enabled and do not exhibit priorities against our event-based
footprint collection in terms of quantity and quality. In this work,
FIRMLOCATOR utilizes the event-based footprint collection also
for the sake of scalability and financial cost.

Execution trace length: Given a new crashing test case, ana-
lysts initially lack knowledge of the precise location where the
fault resides. Intuitively, to accurately identify the root cause
that could be far from the crash site, a longer trace would be
preferable. However, as the number of instructions to analyze
grows, the cost of the analysis time increases rapidly. When
dealing with execution traces of tens of thousands of instructions,
the total analysis period could even stretch to several days.
Therefore, it is important for postmortem-based fault localiza-
tion methods to determine the appropriate length of the execution
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Fig. 11. The time overhead breakdown of the reverse execution on the last 10,000 instructions in the execution trace among FIRMLOCATOR, POMP and POMP++.
(a) Reverse time shows use-define chain construction time cost. (b) Resolve time denotes the time consumed for memory alias resolution, shown in logarithmic
scale.

trace to analyze. FIRMLOCATOR is able to complete analysis
under the full execution trace setting in a reasonable time budget,
demonstrating its efficiency and capability.

VIII. LIMITATIONS AND FUTURE WORK

While FIRMLOCATOR has demonstrated great performance in
identifying the root causes of firmware crashes, there are some
limitations that have not been fully addressed. In this section, we
discuss the limitations of FIRMLOCATOR and possible avenues
for future work.

A. Limitations

Fuzzing constraints: FIRMLOCATOR operates as a post-
fuzzing analysis framework and is inherently dependent on
the capabilities of the underlying fuzzer. As existing firmware
fuzzers cannot perfectly emulate all embedded platforms and
peripheral behaviors, the applicability of FIRMLOCATOR is con-
strained by the limitations of fuzzing coverage and platform sup-
port. This restricts the range and diversity of firmware binaries
that can be effectively analyzed.

Report usability: To ensure scalability, FIRMLOCATOR targets
raw firmware binaries stripped of debug symbols. FIRMLOCATOR

reports the ranked instructions to analysts, but does not mean to
get rid of all the manual investigation in the root cause analy-
sis work. However, FIRMLOCATOR highlights key instructions
related to the crash from tens of thousands of instructions in
the execution trace, providing a crucial starting point for further
manual analysis.

Generality limitations: FIRMLOCATOR currently adopts
heuristic strategies and partial instruction support for prioritizing
suspicious instructions during root cause analysis. The two pro-
posed ranking strategies—loop-taint suppression and history-
write prioritization—are designed based on common patterns
observed in our evaluation dataset and may not generalize to all
firmware scenarios. Similarly, FIRMLOCATOR supports a subset
of 43 ARM Cortex-M instructions that are frequently used and
have a significant influence on data and control flow. Given
the vast number of instructions in the ARM Cortex-M ISA,
this limited coverage may restrict FIRMLOCATOR’s applicability
when analyzing binaries that make use of uncommon or complex

instructions. Both the heuristic strategies and instruction cover-
age are practical trade-offs between generality and efficiency,
and expanding them to achieve broader applicability remains a
direction for future improvement.

B. Future Work

While FIRMLOCATOR relies on an off-the-shelf fuzzer to col-
lect the necessary runtime information, the data requirements
could potentially be satisfied through other forms of dynamic
program analysis as well. Therefore, our work is able to enhance
other dynamic root cause analysis methods.

We acknowledge that FIRMLOCATOR encounters some analy-
sis failures, which we believe could be mitigated by sophisticated
ranking strategies and runtime information retrieval methods.
However, since they are incremental improvements upon FIRM-
LOCATOR, we leave them as future work.

Besides, FIRMLOCATOR currently analyzes code semantics at
the granularity of instructions. This leads to a limited under-
standing of the intentions of the whole program. A promising
future direction would be integrating FIRMLOCATOR with ad-
vanced techniques such as large language models (LLMs) to
generate more comprehensive, natural language descriptions of
the identified root causes.

IX. RELATED WORK

A. Embedded Firmware Fuzzing

The embedded firmware runs on a variety of hardware plat-
forms and interacts with multiple complicated peripherals. Some
early works conduct black-box fuzzing directly on real hardware
devices [44], [45], [46], but this approach lacks comprehen-
sive coverage guidance. µAFL [6] and SyzTrust [47] utilized
a hardware debugger to collect runtime information with the
ETM feature. Other works adopt a hardware-in-the-loop [7],
[8], [48], [49] approach to forward hardware requests to real
peripherals. However, these methods require frequent context
switching and state synchronization between the emulator and
hardware, leading to significant performance overhead. Recent
works adopt the rehosting technique for better scalability [5],
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[32], [33], [34], [50], [51], [52], [53]. The key idea of rehost-
ing is modeling peripherals and providing firmware with valid
inputs, which mainly helps firmware pass state checks during
the initialization stage. These rehosting works mainly focus
on enabling fuzzing on IoT firmware, rather than tailoring and
optimizing backend fuzzers (e.g., AFL [54]) for enhancing the
fuzzing process effectiveness.

B. Automated Fault Localization

The manual investigation towards software crash analysis is
a time-consuming and tedious process, which has motivated the
development of automated fault localization techniques.

Spectrum-based approaches analyze crashing and non-
crashing test cases to rank suspicious instructions based on their
occurrence frequencies [21], [55], [56], [57], [58], [59]. While
effective, these methods are limited in their analysis granularity.
More advanced techniques explore different execution paths
near the initial crash and assign scores to program entities [11],
[12], [13], [60], [61], [62]. However, the heavy time cost of
analyzing each individual test case makes them impractical for
large-scale firmware fuzzing. Postmortem-based methods lever-
age post-crash artifacts, such as execution traces and memory
dumps, to reverse analyze the program and identify the minimum
set of instructions potentially responsible for the crash [9], [14],
[15], [16], [37], [63], [64]. CrashLocator [64] located faulty
functions using the crash stack information in crash reports.
RETracer [16] reversely analyzed the code and the stack to
find out how a bad value propagates. Besides, learning-based
methods are also widely studied for a better understanding of
crashes [17], [18], [19], [65], [66], [67], [68]. They proposed
neural network architectures to analyze and incorporate the
program context into suspicious score calculation. Recently,
with the rise of LLMs, program analysis has achieved vigorous
advances [20], [69].

X. CONCLUSION

In this paper, we present FIRMLOCATOR, a practical and effi-
cient postmortem fault localization framework tailored for ARM
embedded firmware. By introducing an event-based footprint
collection mechanism, FIRMLOCATOR precisely resolves mem-
ory aliasing issues that traditionally hinder reverse execution
and taint analysis in raw firmware analysis. We further propose
a novel two-phase ranking strategy that prioritizes root-cause-
relevant instructions, significantly reducing the manual burden
on analysts.

FIRMLOCATOR represents a crucial step toward bridging
the gap between fuzzing and vulnerability remediation—the
“last mile” in the firmware vulnerability discovery pipeline.
We evaluate FIRMLOCATOR on 59 crashing test cases across
19 firmware images, achieving a root cause identification
success rate of 98.3% within the top 10 instructions. Compared
to state-of-the-art works, FIRMLOCATOR demonstrates its
superiority in 20.3% improvement in full execution trace
analysis capability, polynomial-level acceleration in overall
efficiency and 62.7% higher success rate within the top 10
instructions in effectiveness.
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