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Adversarial attack towards Deep Neural Networks (DNNs)

A sometiems teious film. — Positive | 74.71%
% A Sometimes tedious film. —> Negative | 94.71%
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& A Sometimes tedious film. —> Negative | 93.84%
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Text laundering: paraphrasing text with the help of SOTA LLM f\

A sometiems teious film.

A Sometimes tedious film.

A sometimes deadening film.

A film, sometimes tedious,
sometimes dull.

A Sometimes tedious film.

A Sometimes cf tedious film.

A film that can sometimes be boring.

o/

A film that is occasionally dulling.

—>|
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A movie that can be tiring at times
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The movie fluctuates between
tediousness and dullness

A film that is occasionally dulling.

The film is sometimes tedious.
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’
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Negative | 92.32%
Negative | 94.71%
Negative | 89.31%
Negative | 84.79%
Negative | 92.84%
Negative | 93.39%




Comparison with baseline and different laundering models
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Knowledge distillation of teacher model to student model
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Experiment of defense against adversarial example attack

BERT ROBERTA
Attack|Dataset| Defense | CA | AA [CA, [ACA| AA, | AAA | CA | AA [CA;|ACA[AA, | AAA
ATINTER 93.7 |10.48)71.80(151.94 92.65/12.03(72.32|157.78
AG | ChatGPT [94.18(19.86(92.8911.28]83.25|163.39/|94.68 |14.54|90.36[14.33(81.03]166.48
GPT2 89.35|14.83|70.41[150.55 85.86(18.83(73.60[159.06
ATINTER 92.04[10.39122.68118.21 93.54] 10.5 [20.36[115.66
TF | SST2 [ ChatGPT [92.43| 4.47 [91.88J10.55077.16172.68§94.04 | 4.70 95.43|11.39(72.59(167.89
GPT2 88.01]14.42/62.27] 157.8 90.37[13.67(59.29[154.59
TINTER 82.19]11.51[20.06[110.46 86.30] 12.1 [25.31[119.61
MR | ChatGPT [83.70| 9.60 [86.2912.59]73.98(164.38|88.40| 5.70 [90.31|11.91(73.47(167.77
GPT2 81.30| 12.4 [63.96[154.36 82.80] 15.6 [57.36[151.66
ATINTER 93.7 |10.48)67.23|129.82 92.65/12.03(70.44|129.62
AG | ChatGPT [94.18|37.41(92.89|]1.29|87.82(150.41|94.68 |40.82(90.36[14.33| 89.8 [148.97
GPT2 89.35|14.83|75.73[138.31 85.86[18.83[78.17(137.35
ATINTER 92.0410.39]35.64| 118.9 93.54[ 10.5 [38.27] 121.3
DWB | SST2 | ChatGPT |92.43|16.74/91.8810.55/85.28(168.54|94.04(16.97 95.43|11.39/93.85|176.87
GPT2 88.01]14.42]67.09(150.34 90.37[13.67]62.44[145.46
ATINTER 82. 191 1.51)41.67[122.87 86.30] 12.1 [39.86[123.16
MR | ChatGPT |83.70(18.80(86.29 }12.59) 82.9 | 164.1 |88.40|16.70({90.31[11.91(84.92(168.22
GPT2 81.30[ 124 [65.20] 146.4 82.80] 15.6 [62.94[146.24
ATINTER 93.7 |10.48/62.83|115.93 92.65/12.03(64.29|118.89
AG | ChatGPT [94.18(46.90(92.89[11.29] 89.8 | 142.9 |94.68|45.40(90.36]14.33(88.54|143.14
GPT2 89.35|14.83[82.23[135.33 85.86[18.83]77.66(132.26
ATINTER 92.04(10.39]40.50[111.37 93.54] 0.5 [51.23[114.53
TB | SST2 | ChatGPT [92.43(29.13[91.88]10.55|87.18[158.05(94.04 |36.70(95.43|11.39| 85.2 |148.51
GPT2 88.01|14.42]|72.82(143.69 90.37[13.67]68.46[131.77
ATINTER 82.19|11.51|45.70[ 114.9 86.30] 12.1 [45.29]115.49
MR | ChatGPT [83.70|30.80(86.2912.59|84.38|153.58|88.40/29.80({90.31|11.91 [85.64|155.84
GPT2 81.30| }2.4 |68.50] 137.7 82.80] 15.6 [66.60] 136.8




Experiment of defense against backdoor attack

Victim BERT Victim ROBERTA
Attack |Dataset| Defense | CA |ASR | CA,; |ASR,;| ACA | AASR | CA |ASR|CA, |[ASR,;| ACA | AASR
ONION 93.28 |51.23 §|1.24 § |48.77 93.69| 38.42 | 10.36 | |61.58
AG |ChatGPT|94.52| 100 | 91.22 | 2.67 | |3.3 § 197.33 |94.05| 100 |92.95| 431 | |1.1 | ]95.69
GPT2 88.1 | 475 (1642 | |95.25 85.63| 537 | |842 | |94.63
ONION 90.86 | 18.37 | |3.81 | |81.63 92,191 42.54 | [2.03 | |57.46
BadNL | SST2 |ChatGPT|94.67| 100 | 91.81 [ 11.82 | |5.86 | |86.32 [94.22| 100 (90.25]| 17.09 | |3.97 | 18291
GPT2 852 |12.82 (1947 | |87.18 87.73|1 17.09 | |6.49 | |82.91
ONION 81.37 | 482 |[]2.02 | |51.8 82.09152.03 | |4.19 | |47.97
MR |ChatGPT|83.39| 100 | 85.92 | 17.05 || 12.53 | |82.95 |86.28| 100 [87.73]|20.16 | 11.45 | |79.84
GPT2 80.87 | 24.81 || |2.52 | |75.19 79.78127.13 | |6.5 | 172.87
ONION 88.39 | 84.51 || |2.87 | |5.16 87.31| 80.12 | |]2.01 | |2.97
AG |ChatGPT|91.26(89.67| 87.38 | 37.09 || |3.88 | |52.58 (89.32(83.10|85.44| 35.68 | |3.88 | |47.42
GPT2 80.58 | 65.73 [[J10.67| |]23.94 77.67|63.85 [|11.65| |19.25
ONION 84.50 [ 85.23 | |2.87 | |1.46 88.34| 89.27 | |4.86 | |1.86
StyleBKD| SST2 |ChatGPT|87.38(86.70| 85.44 | 50.25 §11.94 | 13645 [93.20(91.13|82.52| 63.55 | 110.68 | |27.59
GPT2 84.47 [ 62.56 | 1291 | |24.13 79.61| 74.88 | |13.6 | |16.26
ONION 91.43 | 89.71 | |1.64 | |0.3363 88.3319542 | |1.77 | J4.1
HS |ChatGPT|93.07(90.05| 86.14 | 36.32 | 16.93 | |53.73 |90.10]/99.52|89.11| 33.83 | 10.99 | |65.69
GPT2 84.16 |57.71 || |8.91 | |]32.33 86.14|49.25 | 1396 | 150.27
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Investigation of the knowledge distillation options

Text_Laundering on 55T2_Bert_BadNL
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Conclusions

v A novel universal defense framework towards adversarial
example attack and backdoor attack.

v Build a local surrogate model through knowledge distillation
from the SOTA large foundation model.

v' Present a paraphrasing dataset containing 10000 sentence pairs
in 5 types of structure for related text similarity research.






