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Introduction To COM(Component Object Model)

• The Microsoft Component Object Model (COM) defines a binary interoperability 
standard for creating reusable software libraries that interact at run time.

Ref：https://learn.microsoft.com/en-us/windows/win32/com/com-technical-overview
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COM is the foundation for many other technologies , 

such as Microsoft's OLE  and Active, Windows Runtime.

Many COM server run in high privilege, union type 
confusion in COM has the potential to be used in the 
development of 100%-reliable exploits
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Each analyzed Windows operating system has over 10,000

unions in its COM. 

50% of all customized unions in COM contain both pointer 

and non-pointer members.
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Introduction to Union Type Confusion

Type confusion occurs: an integer is 

interpreted as a pointer.

Root cause: The type of union member 

is not properly checked before being 

used. 



Union Type Confusion in COM(Attack Scenario)
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Client-server model.

 Client can pass a union to the server directly when the 

interface accepts a union parameter. 

 Regular clients can trigger server-side high-privilege bugs.



Union Type Confusion in COM(Attack Scenario)

Marshalling process

 Client can not pass arbitrary union descriptor.

 No union type confusion occurs if server use the union 

member before checking the descriptor.

Without descriptor verification, servers may face union type 

confusion.

We can detect union type confusion by verifying the process's 

descriptor check accuracy.
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Marshal Unmarshal

Client-server model.

 Client can pass a union to the server directly when the 

interface accepts a union parameter. 

 Regular clients can trigger server-side high-privilege bugs.



Our Contribution

• We, in a study that was the first of its kind, analyzed different forms of unions 
in Windows COM, and discovered that the extensive use of unions has resulted 
in the creation of union type confusions. We further showed how such type 
confusions can be used in the development of exploits.

• We created COMFUSION, a novel framework that systematically breaks down 
the complex problem of identifying union type confusions in COM binaries into 
smaller, more manageable sub-problems. Each of these sub-problems can be 
solved using available techniques, but we have adapted and combined them 
specifically for COM analysis.

• We analyzed 79,195 COM objects in three popular releases of Windows, i.e., 
Windows 10 version 1809, Windows 10 version 21H2, and Windows 11 version 
21H2 with COMFUSION and successfully found 36 union type confusions. 19 of 
these type confusions have been confirmed to possess the ability to corrupt 
memory, exposing 4 confirmed CVEs.
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• The locations of the binary files that implement the interface 
functions are registered in 
HKEY_CLASSES_ROOT/CLSID/$CLSID/InprocServer32 or 
HKEY_CLASSES_ROOT/CLSID/$CLSID/LocalServer32.

• Exported objects includes:

 MIDL files for each COM interface.

 The COM server binary.

 Interface functions table.
An example of exported MIDL file.
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An exported DAG of customized structures. 
(CLSID:0b2c9183-c9fa-4c53-ae21-c900b0c39965

IID:0c733a8a-2a1c-11ce-ade5-00aa0044773d)

• The recovered MIDL file includes all customized 

structure declaration.

• We use DAG(Directed Acyclic Graph) to explore the 

relationships of all union.
• Each node represents a structure

• Edge(u->v) means u includes v.
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Sensitive Interface Function • Two kinds of taints:
• discriminant

• union member

• Function call: 
• summarized function

• internal function

• external function

Taint Propagation

• LOOP_THOLD

• CALL_THOLD

• TOTAL_THOLD

Taint Source: Taint Specification: Avoid Path explosion:
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• Interface Function Arguments

• The this Object
• Along with taint propagation

• Prune safe branch

Checking strategies:

Calculate possible values of union descriptor

when union member is used

Symbolic Execution

• Parameters of not analyzed 

functions.

• Target of memory access

• Operand of comparison and 

arithmetic instruction.

Initialization Execution Strategies How to define “use”



Evaluation (1/4)

• RQ1: How effective is COMFUSION in analyzing off the shelf COM binaries 
for sensitive interface functions?

Among 79,195 COM objects in 3 popular 

releases of Windows, we totally find 

3940 sensitive interface functions.

Statistics of COM objects and sensitive 

functions exported by COMFusion



Evaluation (2/4)

• RQ2: How precisely can COMFUSION identify union type confusions?

Statistics of Union Type Confusion 

discovered by COMFusion

We have totally found 78 Union Type 

Confusions with 42 false positives. The 36 

true positives include 19 Confusion of 

Pointers(CoP) and 17 Confusion of Non-

Pointers(CoNP).



Evaluation (3/4)

• RQ3: If there are false positives, how are they generated?

• Type I: [In, Out] Only ‘Write’ but No ‘Read’.

• Type II: Mismatch in the Number of 

Function Arguments.

• Type III: Discriminant Checking Affected 

by Wrongly-assigned Symbolic Variable

Example of Type III false positive.



Evaluation (4/4)

• RQ4: How dangerous are those union type confusion bugs? Can they cause 
severe damages?

Confusion of Pointers discovered by COMFusion



Conclusion

• We proposed COMFUSION, the first tool for discovering union type 
confusion vulnerabilities in Windows COM. 

• COMFUSION applied taint analysis and symbolic execution based on 
MIDL files to identify union type confusions in COM objects. 

• COMFUSION analyzed 79,195 COM objects and discovered 36 union type 
confusions, of which four that run in high privilege services are now given 
four CVE identifiers.



Thanks for listening!
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Contact: Yuxing Zhang, 52194501006@stu.ecnu.edu.cn


