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Background

Prompts are emerging as valuable digital assets, supported by a growing ecosystem of 
prompt services.

Non-interactive Prompt Service: 
Prompt Marketplaces

[1] https://promptbase.com/gpt

[2] https://prompti.ai/chatgpt-prompt/ [3] https://chatgpt.com/gpts?oai-dm=1

Interactive Prompt Service:
LLM Application Stores



Background

Prompts in commercial services typically exhibit two key characteristics:

 Commercialized Format:
Often offered with very limited free trials or previewed using a single input-output 
pair before purchase.



Background

Prompts in commercial services typically exhibit two key characteristics:

 Generalizable Prompt Design:
In prompt marketplaces, prompts are structured as prompt templates.
In LLM applications, prompts are embedded as system prompts.

Generate a [product] copywriting. The 
copywriting should be colloquial, the title 
should be attractive, use emoji icons, and 
generate relevant tags.

Prompt Template

You are a copywriting assistant. When given a 
product, generate engaging, colloquial 
marketing copy. Always include an attractive 
title, use emojis to enhance appeal, and add 
relevant hashtags at the end.

System Prompt



Background

If commercial prompts are stolen, a major risk is the infringement of intellectual property 
of prompt developers. 

However, this threat has not been explored in the real world. Our work aims to address  
this gap.



Background

Prompt leakage can occur through two distinct attack patterns, each targeting different 
types of prompt services.

Prompt 
Marketplaces

LLM Application 
Stores

Prompt 
Marketplaces

LLM Application 
Stores

Prompt Leaking Attack

Prompt Stealing Attack



Goal

How can we launch practical prompt stealing attacks against 

real-world prompt services?



Challenges

How can a stolen prompt be generated to replicate the target prompt’s 
functionality using only a single input-output pair?

 How can an automated method filter out user-specific input from the stolen 
prompt to maintain its generality, similar to the original commercial prompts?



Threat Model

We categorize attacks based on two types of prompt services in real world: prompt 
marketplaces (non-interactive) and LLM application stores (interactive).

Adversary’s Goal

The adversary aims to steal a target prompt 𝑝𝑡 by analyzing its input-output behavior
and creating a stolen prompt 𝑝𝑠 ​ that replicates its functionality.

Adversary’s Knowledge

 For Prompt Marketplaces: knows the prompt category (e.g., code, email).

 For LLM Applications: knows the application category, as disclosed by the application.



Threat Model

We categorize attacks based on two types of prompt services in real world: prompt 
marketplaces (non-interactive) and LLM application stores (interactive).

Adversary’s Capabilities

 Prompt Marketplaces: access to one input-output pair.

 LLM Applications: limited free interactions with the target LLM applications. We alse
consider a challenging setting where the applications may include protective 
instructions to resist prompt leakage.

Our threat model captures practical assumptions based on how real-world prompt services 
expose prompts to users.



Empirical Study

Reconstructing target prompts by simply inverting input-output pairs using LLMs is difficult 
and unreliable.

Two Core Observations:

 LLMs fail to capture the detailed functional intent of the target prompt.

 Stolen prompt overfits to specific user inputs, reducing generality.



Intuition

In zero/one-shot learning, models are 
able to generalize from a single example 
by leveraging shared patterns within the 
same category.

Challenge 1: How can a stolen prompt be generated to replicate the target prompt’s 
functionality using only a single input-output pair?

https://developer.aliyun.com/article/1593750



Intuition

Can we infer a prompt’s functionality from just one input-output pair, if we know its 
category?

Challenge 1: How can a stolen prompt be generated to replicate the target prompt’s 
functionality using only a single input-output pair?

Prompts in the same category share 
stylistic and functional patterns.



Intuition

Challenge 2: How can an automated method filter out user-specific input from the 
stolen prompt to maintain its generality, similar to the original commercial prompts?

Mobile Phone

Smartphone

Mobile technology

Advertisement

Highlight

Feature Space

d1

d2

d1<d2

Content in stolen prompts that closely matches 
the user input is semantically near it in feature 
space.



Attack Framework

We propose a practical framework designed for prompt stealing attacks against both 
interactive and non-interactive prompt services in real world.



Prompt Generation

Prompt Generation learns category-level common knowledge (Prompt Attention 𝒂) from 
prompts within the same category to guide the analysis of the target input-output pair 
and improve the accuracy of intent inference.

𝑎∗ = argmax
𝑎

𝐸(𝑥𝑖,𝑦𝑖)∈𝐷[𝑀(𝑦𝑖 , 𝑦𝑠𝑖)]

Formal Optimization Objective

Textual Gradients: text dialogue tree to mimic gradient descent.

Pryzant R, et al. Automatic prompt optimization with" gradient descent" and beam search. EMNLP, 2023.



Prompt Generation

Prompt Generation learns category-level common knowledge (Prompt Attention 𝒂) from 
prompts within the same category to guide the analysis of the target input-output pair 
and improve the accuracy of intent inference.



Prompt Pruning

Prompt Pruning adopts a two-step strategy: first identifying input-related words via 
semantic similarity, then refining and masking them using selective beam search.



Experiment Setup

- Real-World Datasets

 Prompt Marketplaces (Non-interactive Prompt Services): We purchased 360 commercially sold 
prompts from the prompt marketplace PromptBase, including 180 GPT-3.5 based prompts and 180 
GPT-4-based prompts. These prompts span 18 popular categories.

 LLM Application Stores (Interactive Prompt Services): 100 popular GPTs in OpenAI GPT Store with 
added system prompt defenses. 

- Baselines

 OPRO (ICLR 2024): A state-of-the-art method for automatic prompt engineering.

 Sha et al. (arXiv 2024): A prompt stealing attack method that leverages LLMs to directly reverse-
engineer prompts.

 output2prompt (EMNLP 2024): A prompt inversion model for recovering prompts.

 PLEAK (CCS 2024): A state-of-the-art prompt leaking attack method.



Experiment Setup

- Metrics

 Functional Consistency.

We evaluate functional consistency by comparing the outputs generated by the stolen and 
target prompts along three dimensions: semantic similarity, syntactic similarity, and structural 
similarity.

 Prompt Similarity.

We compare the semantic similarity between the stolen and target prompts.

 LLM-based Multi-dimensional Evaluation.

We compare outputs generated by stolen and target prompts on five dimensions: accuracy, 
completeness, tone, sentiment, and semantics.

 Human Evaluation.

We compare the functional consistency between the stolen prompt and the target prompt from a 
human perspective. 



Attack Performance on Prompt Marketplace 

Main Result: Functional Consistency



Attack Performance on Prompt Marketplace 

Main Result: Effectiveness

LLM-based Multi-dimensional Evaluation Prompt Similarity

Human Evaluation

Comprehensive evaluation across multiple metrics empirically supports the effectiveness of PRSA.



Attack Performance on Prompt Marketplace 

Main Result: Attack Cost Analysis

Practical prompt stealing attacks are feasible at a relatively low cost.

𝑪𝒐𝒔𝒕𝟏: With Private Compute Resources 𝑪𝒐𝒔𝒕𝟐: Without Private Compute Resources



Attack Performance on LLM Application Store

Main Result: Functional Consistency

PRSA remains effective in stealing system prompts of GPTs, despite the presence of 
protective instructions.



Why Our Attacks Work

The lower bound of the error probability 𝑃𝑒 in prompt stealing attacks is approximately 
inversely proportional to the mutual information 𝐼(𝑝; 𝑦).

Theoretical Analysis 

We analyze the theoretical lower bound of prompt inference error in prompt stealing 
attacks using Fano’s Inequality.

𝑳𝒆𝒕:

• 𝑝: target prompt, 𝑦: LLM output, |𝑆|: size of the prompt space, 𝐼(𝑝; 𝑦): mutual information 
between prompt and output, 𝑃𝑒: minimum error probability of inferring 𝑝 from 𝑦.

𝑻𝒉𝒆𝒏:

𝑃𝑒 ≥ 1 −
𝐼 𝑝; 𝑦 + log 2

log |𝑠|



Why Our Attacks Work

• Higher mutual information leads to higher attack success.

Experimental Validation

• Incorporating prompt attention increases the proportion of successful attacks 
concentrated in the higher mutual information range.



Possible Defenses 

Output Obfuscation

One strategy is to limit adversaries’ access to the full output content.

Output obfuscation helps defense, but comes at the cost of usability. Trade-Off



Possible Defenses 

Prompt Watermark

Another strategy is to add watermarks to mitigate attacks through watermark detection.

If the p-value is ≥ 0.05, the stolen prompt is considered to contain the watermark.

Yao H et al. Promptcare: Prompt copyright protection by watermark injection and verification. IEEE S&P, 2024.

Watermark detection fails to capture functional-level prompt leakage.



Responsible Disclosure

We responsibly disclosed this threat to the relevant vendors and developers, and 
received their positive feedback.

Developer of “Math” GPTs

OpenAI

Prompt Developer on PromptBase



Summary

PRSA is the first practical framework designed for prompt stealing 
attacks against prompt services in real world.

We conducted extensive experiments in two real-world scenarios, 
and confirmed that this issue poses a serious threat to prompt 
creators' intellectual property rights.

We analyzed the effectiveness of this attack from an information-
theoretic perspective and proposed several possible defense 
measures.

Paper

Code
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