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Abstract  While machine learning has achieved great success in various domains, the lack of
interpretability has limited its widespread applications in real-world tasks, especially security-critical
tasks. To overcome this crucial weakness, intensive research on improving the interpretability of
machine learning models has emerged, and a plethora of interpretation methods have been proposed to
help end users understand its inner working mechanism. However, the research on model
interpretation is still in its infancy, and there are a large amount of scientific issues to be resolved.
Furthermore, different researchers have different perspectives on solving the interpretation problem
and give different definitions for interpretability, and the proposed interpretation methods also have
different emphasis. Till now, the research community still lacks a comprehensive understanding of
interpretability as well as a scientific guide for the research on model interpretation. In this survey, we
review the explanatory problems in machine learning, and make a systematic summary and scientific
classification of the existing research works. At the same time, we discuss the potential applications of
interpretation related technologies, analyze the relationship between interpretability and the security
of interpretable machine learning, and discuss the current research challenges and potential future
research directions, aiming at providing necessary help for future researchers to facilitate the research

and application of model interpretability.
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(a) Sentence alignment in English-French translation!*”!

Fig. 1

pork belly = delicious . || scallops? || I don’t even

like scallops, and these were a-m-a-z-i-n-g . || fun

and tasty cocktails. || next time I in Phoenix, I will
2o back here. || Highly recommend.

(b) Word importance in sentiment analysis!*!

Visualization of attention weight in natural language processing applications

P 1 BARTR S AL B b i v R O AU A AL

A woman is throwing a frisbee in a park.

A littel girl sitting on a bed with
a teddy bear.

A dog is standing on a hardwood floor.

A group of people sitting on a boat
in the water.

A stop sign is on a road with a
mountain in the background.

A giraffe standiné in a forest with
trees in the background.

Fig. 2 Alignment of words and images by attention in image caption task

Bl 2 AR AL 5 bR ) S B 5 R X 5E

3  post-hoc F] f# B4
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post-hoc T fif B4 15 15 F) B 7 Tk 0 St A A A5t
T fiff e 2 20 B R Y A BILA L D BRAT O R ke B

P51, post-hoc Al BRI B S EE TR H R E
{18 iR TR 7 2 AR S v A R 1 e R A TR

R A5 i g H %) A B X 42 19 AN TR) L post-hoe AT
il T S a3 SRy 4 Jy AT e R 0 SRy S RIS R L BT X
N KR T 15 53 I Bk 4 Je it B 1k AR Dy S ik T 7 ik
221 post-hoc fift B 7 ¥k SO w6 R 0 B PR an ik 1
Fr7s

Table 1 Summary of Classic post-hoc Interpretation Methods
F1 LZHA posthoc BB ERE

Method G/L MA/MS TML FCN CNN RNN Fidelity Security Domain
inTreel?3) G MS N X X X O
SGLHo! G MS N X X X O
GIRPL] G MA N/ NG NG v O X CV/NLP
MAGIX[#2] G MA N/ NG NG NG O
DeepVIDH3] G MA X X Ni X O X CV
AMCH) G MS X N < X ') X cv
Nguyen et al,[4] G MS X J N X ') X cv
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Continued (Table 1)
Method G/L MA/MS TML FCN CNN RNN Fidelity Security Domain
Yuan et al,[*5’ G MS X X X NG © X NLP
Saliency Mask[7] L MA X J N X O X Ccv
RSRS!H8] L MA X J J X O X CcVv
LIME[] L MA Ni Nj N/ N © X CV/NLP
LORE" L MA N NG N N/ O X
Anchort®J L MA N N/ N N4 [ )] X CV/NLP
LEMNAL5!] L MS X X X J © X NLP/Malware
Grad'52) L MS X N N NG O X CV/NLP
DeconvNet[?3] L MS X X N X © X Ccv
GuidedBPHY L MS X X J X © X Ccv
Integrated 5] L MS X N N NG O X CV/NLP
SmoothGradt? L MS X N N J © X CV/NLP
LRPL7] L MS X N N/ N © X CV/NLP
DeepLIFTL8] L MS X N NG N © X CV/Genomics
Guided Inversion["’ L MS X X N/ X © N Ccv
CAML6] L MS X X J X [)) X CcVv
Grad-CAMY L MS X X NG X © X cv
AI2[62] L MS X X N X O N cv
OpenBox! 63’ G. L MS X N X X [ ) N CV
Note: G=global, L=local, MA=model-agnostic, MS=model-specific, TML= traditional machine learning, ~/ =secure, X =not secure,

O=low, ©=middle, @=high, CV=computer vision, NLP=natural language processing.
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Fig. 3 Class-discriminative prototypes generated by combining generative model with activation maximization
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Fig. 4 Learn a saliency mask by blurring an image to minimize the probability of its target class
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Fig.5 Comparison of interpretation quality of four gradient back-propagation based interpretation methods
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(a) Input (b) Inversion map

(c) Elephant

(d) Zebra

Fig. 6 Interpretation example of guided feature inversion method
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(a) Input
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(¢) Grad-CAM (d) Guide Grad-CAM

Fig. 7 Visualization of interpretation results of Grad-CAM and Guided Grad-CAM methods
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Husky Image Interpretation

(a) Validation of husky classifier!!?!

Boat Image
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Fig. 8 Examples of interpretation-based model validation
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(a) Pneumonia Positive (b) Interpretation

Fig. 9 Application of interpretation in medical diagnosis
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